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(9). mru~~'UoLJ8 b?l'U8 b U'UU~'U flfl'1~~ ~vr\l~'U 1'11l.J f11lVll.J1CJ1 V1 CJVl~8 ~1\lD d~ b VlPl ~ , ':..I 

zj.:i 1~"il ~Vl~ b tl CJ'Ubn'Uf1l1 (9) ti l'18.:inii'1 rl1?!V15'lJ8\l n"il fl1'j "il1f1c.J'1 ~1\ld"~Vll1\li;1'UV1~'W ~?fvi5-Mn~1 CJvrd1;1'U?fV15 
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1'W~V1tl1CJ.:i1'U'lJ8\l~!fi1V1'U~ 1 'IX Lll'W1'W~'U.LJ'm"'U8 (9) tli.J~Vi'U bi''Wbb~ mruu~'4flfl'1~~~vr.:i~'Umiin~V1ii1CJ 1 vi CJ 

V11 n1'W~'U.LJ'8 b?f'U8 L ll'W'li1.:id"~ CJ~ b 1m~mii~ \Ol.l'U15d"n"il md"f\'1n1V1'W"11 'IX-U~uflfl'1 ~'U.:iu bb?f "1.:i~1'U~fl1'j b~'U , , ~ 

numii~l'l.l'U1~d"n"il f11d"fl1 zj\l"il~8~ 1 'W'li1\lb~8'Ul.Jf1d1fll.J - b~8'U'Wt]'l~Ul1fll.J 'lJ8\lYJf1tl 1"1CJU~'4flfl'1~b U'U~~'U 
-Um?f'W8,r'Ucr.:i8 ~1 'W'li1.:i'lJ8\l md"~'U\l'U bb?f "1.:i~1'U~f11d"b~'Unu mii~l'l.l'U15d"n"ilmd"fi'1 ~8 'li1.:i b~8'Ul.J nd"1flii -

~ ~ , 
b~8'U'Wt]~i11fll.J mruffi '!Xmmd"tl~'U\l'Ubb?f"1\l,'11'U~f11d"b~'UEJ8'U 1 LJ5n (9) ti 1~ 

®. nd"ru ~~'W.LJ'm?i'W m ll'Wu ~u fl fl"'~~~ vr.:i~'U !'l 1ii n n V1ii1 CJ1 vi CJ zj.:i c1.:ihH1 
~ , 6.1 

fl1 d"d"1 CJ\l1'U \l'U bb?f "1\l~1'U~ fl1'j b~'U n 'U mii ~ l'lJ 'U15d" n"il f11 d"fl1 VI ~8 mru~~'UoLJ 8 b?f'U 8 b U'UU~'U fl fl'1~ ~ (;) vr.:i~'U 
~ , \I , 

!'11ii n nV1ii1CJ~1.:ii.J d~ b vi Plzj\l er .:i hJn n 1 d"d"1 CJ .:i1'U .:iu bb?f i;i.:i~1'U ~ n 1d" b~'U 1'IX~"ii1 d"ru1 n1d"n1V1'U ~ii '1ri1'll8\l 
~ ~ ~ 

Vl'W"il ~vi~b tl CJ'U 1i;iCJ~~'U.LJ'm?f'W8"il ~1'1mnvi'W"il ~vi~ b tl CJ'W~ b~CJn6111d"~iii;:i ri1'!X'Ubb~1 ru 1'W~~'W.LJ'm?f'W8 
, \I , \J , 
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= (9). ct' fl::: bb i.J i.J 

(rn.C9l) e-!'1\l1'1.J1 'U~n~ru:::b~tldn'l.J n1V1'1.JV1J1V1irmvhn'U~tltJ'1::: (9)0.00 

1Vltii115m':i1 ~rt:::bb 'l.J'l.J ~-:id e.J'1-:i1'1.J 1 'W~n~ru::: b~ti1 ni.J V1:1..J1titi-:i t:-.J'1-:i1'1.Jm':i'W'w.ii.J1':i:::'U'U611':i61'1.Jb VJP1til'1i.J 

-:itJtl·wmru fl1':ib~'l.J Vl~e:ii.Jru~ 1 ~bbriV1i.11ti-:i1'1.J'lJe:i-:i-r~V1~e:i-r~1a1V1n'OJ ~ci-:i:1..Je:itJ-:i1'1.JbblK1 ba~-;;imti1 m·:::ti:::nm 
u ~ ~ 

ct' tJ irtJfi-:i1'1.J~'l.J-U'm61'1.Je:i 1VI ti ~e:i-:i bb 'l.Jrn11 b i.J161ruru1 bm:::V1ir-:i~e:i-r'U':it1\le.J'1\l1'U'OJ1f11•i-Nruru1 ~-:ida1:1..J1':if1ir'U 
QI QI '\J QJ QJ 

':i1l.Je.J'1\l1'W~1-tl~'l.JIP11:1..J-U'e:i rn.(9)cs: 1~ V11mlJ'We.J'1\l1'1.J1'W~n~ru:::b~ti1n'Wm:1..J.Ue:id (9). iJt:-.J'1\l1'1.J1'U~n~ru::: 
b~ti1n'l.J~-:ibb~ kl t:-.J'1\l1'1.J~u1u = (9)0 rt:::bbi.l'W kl. i1t:-.J'1\l1'W1'W~n~ru:::b~ti1nu (9) e.J'1-:i1u =ct" rt:::bbi.l'W 

rn.1~iJC.J'1\l1'U1'1.J~f1~ru:::b~tldn'l.J = 0 rt:::bb'Ui.J 

(Ci'.) .Uma'l.Je:i~1'U ... 



' -1. 

- ci -

' " 
(cs:'.) ollelb?f'UeJ~1'Ub VI fl'Ll fl'Vl~eJollelb?f'UeJ~'U 1 n1'Vl'U~iJ1'Vl'U flL vJ1 fl '\J ~el EJa ~ 

(cs:'..C9l) fl11iib oll11'J'1JeJ'\Jb 'll~ bba~nTa1 bf\11~~1~'\J'\J b~ii n1'Vl'U ~tl1'V!Un 
bvl1nu~eiEJa~ C9Jct.oo 1~EJiJ15m11~fl~bb'U'U lil..:i-d' Yl"i111ru1'0J1nei..:il°l'lh~m1u1'Uoll'eib?f'UeJ lil..:i-rl' (m) fl11 

1bm1~~i:JruV11bba~-Umhn~'llei..:i1~urn~m~..:i kl 1~uu 1~EJeJ'1..:i~..:i-lleim11'U.fl1fl~'U1n 'll. (®) ~111..:ibb?f~..:i 
u " 

m1ii6'f ei ~fl'1ei..:i1~V111..:ioLJ'm6'f 'UeJ nu'lleJ'\J b '1J ~\11'U 11EJoLJeJ1 'LI-llei cs:: (m) bb 'U1Vl1\lfl11'\J1ru1 m11~urn~ii~..:i ® 
" 

1~uu bba~1~uuut1J~b-U1bll'U1~uub~EJ1 - iJmu~..:i m ei..:ifi°'lh~neiu bbt>iiJei..:il°lth~neiu~11t.1a~b~t.1~hJ 
b.WEJ..:i'\"lei = C9Jo fl~bb'U'U iJ ® mfi°th~neiu = ct fl~bb'U'U ffillbn'U (9) ei..:il°lth~neiu = o fl~bb'U'U 

(cs::.®) bb'U1V11..:im1eieirnbuu1~uu 6'fmi:J~EJm1ii bba~m1ii~'Ufl\I 
'\Jaei~.ilt:J n1V1'U~J1mYrnvl1nu~eiEJa~ C9Jct.oo 1~t:Ji115m11~fl~bb'U'U lil..:id (C9J) ?1mi:J~EJm1ii1~uu 
b VI fl 1 'LI fa~ bba ~6/lei~ l'i bb 1~~1.;r 'l"l ~eiii 1~u 6'f m'U m1ru ?1uu ?f'U'U 1~ t:J ~ EJ11 bba ~ b~ei'U1 'll~'lJ~VI ~ ~ 1ii-Uei , , 

!.I lJ .:J QJ o::::i 

cs:'..®.C9l.C9lb bba~'lleJ cs:'..®.C9l.C9l"11 = m fl~bb'U'U (®) fl11eJelnbb'U'\J'11'U'lleJiiaVl1eJ\11'\J'Vla1t:JlJ\l'U'lh~ii1ru 
"' " 

1'U'11'U'1Jeiiiab~t:J1 mii-Uei cs::.®.C9l.® = m fl~bb'U'U (m) m1eieimbuu1~uuuru~ 1~bbn V1~but:J'Ufliim1bDn~1EJ 
6.9 C\J u , 

fl11~1T'il6'feJ'U1\lb~'U 6'f1EJfl11eJ'U~~ bba~11EJm1tJ'S'utJ1..:i ~1ii-ll'ei cs::.®."11 = m fl~bb'U'U (cs::) mmm1m1ii , , 
~'Ufl\l'\Jaei~.ii't:J 1~bbn MFA fl11DeJ\ln'U~1iibb'U1Vl1\I OWASP Top C9lo Audit Log bba~m1?\'11ei\lbba~tj'~'U 

" 
-Ueiiia = m fl~bb'U'U (ct) ~1eJ~1\l'VIU1"ileJ'Vl~mb'U1Vl1\lfl11BeJflLb'\J'\J Dashboard Vi'..:i ® 1~1ii'u mii-Uei cs::.®.~ 

" 
= m fl~bb'U'U 

(cs::.m) bb~'Um11t:Jm!1 EJ'1Jeiiimba~m1b '\J~ t:J'U~1'U1~uu n1V1'U~tl1V1un 
" bvl1nu-reit.1a~ C9Jo.oo 1~t.1i116n111~fl~bb'U'W lil..:id (C9J) bb'W1V11..:im1~u~1fl1\16'f~1..:i-llmda (Data Mapping) 

'OJ1m~uub~ii~..:i ® 1~uu = ® fl~bb'U'U (®) 15m1m1"il?1eium1iif!n~ei..:ifl1uti'1'U'1Jei..:i-UeiiiaV1a..:im11t.1m!1t.1 
" " 

((Data Reconciliation)=® fl~bb'U'U (m) bb~'U?i11ei..:imru1t:Jnv1t:J'1feiiia1ll~1b~"il (Rollback Plan)=® 
" 

fl~bb'W'W (cs::) meiuna1m1fonv1t:Joll'eiiia~?1ei~fl'1ei..:inu..:i1~..:i1'Wmii-llei b = ® fl~bb'W'W (ct) bb'W1V11,:in11 
" 

b '\J~EJ'U~1'W"il1m~uub~ii~wuu 1'VlllL~t:J1llm~V1um1tJ5u1i..:i1'W'lleJ\IV1i.11EJ..:i1'W = kl fl~bb 'W'W 

(cs::.cs::) f\ru1~bba~tJ1~6'fum1ru'1Jei..:iuf\mmV1an n1V1'U~tl1V1umvl1nu 
" • 'l , 

~eit:Ja~ ct.oo 1~t:JiJ15m11~fl~bb'W'W lil..:i-d' Yl'OJ11ru1"il1n'\Jw1'~m1v\'1..:i1'U flru1~ bba~'VIU\l~eJ~'UtJ'Ufl11 , ' 
tJf1u~..:i1'U 1'W1m..:im1d'llei..:iuflmm~1ii-Uei cs::.(9) (C9J) ~~~n111fl1..:im1 iJtJ1~6'fi.m11ruu~V1111fl1..:im1~~'U1 
~ , " 

() "'"" ' "".1 ,,, "" ' 1~uu?1116'f'WbVll31 = ® fl~bb'W'W kl 'Wfl1bfl11~'Vlbba~eieirnbuu1~uuiiu1~?1un11ru~1'Wm11bm1~mba~ 

eieimbuu1~uu 1lltieit:Jn11 m tJ = (9) fl~bb'W'W (m) ~bzjt:J1"U1ru~1'U..:iu'\J1~ii1rubba~uru~.fl1fl'S''1 iJ 
\.I ~ ti ~ 

tJ1~6'fum1ruc;l1'U..:iutJ1~mru fl11b~'U V1~eiut1J~.n1fl'S'J11lltieit:Jn11 ct tJ = C9J.ct fl~bb'W'W (cs::) System 

Engineer/OBA iJtJ1~6'f'Ufl11ru1lltieiEJn11 m tJ bba~bfltJ 1EJflV1EJoLJeiiim~'Vl11\11~'\J'\J 1lltieiEJn11 (9) Lfl';i\lfl11 
" 

= (9) fl~bb'U'U 

1~EJn1V1'U~ 1 ~J1wum1ii~..:iV1ii~b vl1nu-reit:Ja~ (9)00 

ct.m V11n~~'U'1Jm?1"Wm1 t:J1~i1fl ru?fiiu~1llfln~ei..:i~1ii-Uei kl 'Vl~eJ~'W'Vla n'11'Um1~'W 
C\J , C\J o.s 

oLJelb6'f'WeJ 1jfonl'1ei..:i vt~eJ 1llmui;11'Wmii-Uei m 'Vl~eJ~'UoLJelb6'f'WeJ 1llflnl'i'ei..:i~1ii-Uei cs:'. f\ru~m1iim1-W"il11ru1~a., 
" " "ii~ hJ-ru-W"il11ru1-Uei b6'f'UeJ'VeJ..:J~~'WoLJeJ b6'f'Uei11 mT'W b i'mbt>i ~~'WoLJeJ b6'f'U ei11t.11~ b?f'WeJ beJ n6'f11V11..:i b VI fl'Llflvt~ei 

" " 
'lleiu b 'll~..:i1'U~"il~~1..:i 1llfl1uti'1'U V1~m6'f'Uei11EJa~b~t:J~ bb~ nt>i1..:i 1'\J"il1m~ei'W1'lJ~miin1V1'U~111. 'W'\J1~mmba~ 
bei n?f 11'\J w m ~11 fl1€1 b~ nVI 1ei'Ll n~ 1 'LI'11'W~m6!l?111~~11"i't1J bba ~fl11ii bb~ n t>i 1..:ii!'U 1lliJ ~a v\'11 ~ bn~ m1 

1~b '\J~t:J'\Jb~ m '\J~t.1ut>iei ~~'WoLJm6'f'WeJ11EJ~'U V1~mll'Wn11~~'\"la1~ b~ ntieit.1 flru~m1iin11'W'OJ11ru1~a., 
" m"il'W"il11ru1~ei'U'\J1'Um1~~~'Vlij ~~'UoLJm6'f'Uei11t.1i!'W 

" ' ct.cs:: mii6'f..:i1'U~V16. .. 



" -<ilO-

(@)) 1llme:inzje:i~~'UoLJm?f'UeJ 1 'WnT~b?l'Um1mvi1-:i1~tJtJ~ ~~e:i~ (;r~'1-:i(;)1vB b~ nvi1tl'u n'1 
" 

(l!:l) b?l'Ue:i11 v" ~ b~ v~ bb\;'\ n~1-:i1 \J'11n b~e:i'W1'1lv101vi'W~1 'W beJ n?J11i.J 1~ n1 ~11f11 
B b~nvi1e:i'Ll n'1~ b iJ'U?J11~'11 fl'ru vi1e:iii t:-Jmr'h 1~bn~m1lJ1(;) b i.J1vtJ b~m i.J1 VtJ bbn~~'U-LJ'e:i b?J'Ue:i11 v~'W 

" " 
er.er 1 'W rn1~ ~~'U rn1i.J1~m~11ri1B b~ nvi1e:i'Ll n'1vi1e:i 1 'Wrn1vi'1'1tyty1 ri ru~m1l.lrn1 

'W'111ru1t:-J"., vi~e:iml.l ii~vi61 ~~~'UoLJe:lb?J'Ue:iaff bb'1-:IoLJm Vl'1'1~-:Ib ~lJ b~ll 1(;) mllii~vi6~'1~1ll~tJoLJm?J'Ue:i 1ll~tJ 
" 

11m vi~e:i 1llvi'1'1ruru1 V11noLJ'mV1'1'1~-:i~-:in~111libVlll1~?1lJVl~e:i 1lltin~e:i-:i 
"" " 

er.b mlJvi1-:iHzj-:i~vi6~'1~1li~tJ11m~1?J~ vi~m1mviti-:111ri11~ vi~e:i11ri1 ~b?J'Ue:i 
' 

~-:!Vlll ~ fl1{;) bb"~m'1'W'111ru1b~ e:in41-:i 1 mh'W1'U vi1e:i'll'U1 ~ vi~mu'V'l1~11 v rn1viti-:111 vrn11~ Vl~eJeJ1'1'1~ 
vm~ n rn1i.J1~m~11ri1B b~ nvi1e:i'Lln?J'1~v 1ll~'111ru1~~41-:i b" vf11(;) ?1~ bb~'1~~'111ru1 ~-:id b vJe:ith~ 1v'11tl 

' 
'1Je:i-:ivi1-:i11'1!rn1b iJmf 1f1ru bb{;'l ~ 1 ~~e:i11rn1~~~'U'lle:J-:In1lJ b iJ'Ub~ ~'111~ ~~'UoLJ e:i b?l'Ue:i '1 ~ b1vn~e:i-:irh1 -ff ~1 v 

" " 
vi~e:if11b~vvi1v1~1 iJ\{;) 11lJ~-:Imll'1~'W'111ru1 v n b~ nrn1i.J1~ m~11 ri18 b~ nvi1e:i'Lln'1 brn ~"-:i 1 Vl~~~'U 
-LJ'm?J'Ue:i b tJ'U~~-:i-:11'U 1ll11'1 ~b tJ'U~~'UoLJ'e:i b?J'U e:i~1(;)·fo rn1f1~ b~e:i nvi~e:i 1llil\;'\1l.J vi1nii b Vl\;'\ ~ b zje:i~ e:i 1(;)11 rn1~'U 

" " ' 
-LJ'm?J'Ue:im~vi'1rn11~v 1li?J'1~\;'\ b-d'U rn1 b?l'Ume:in?J11ei''Wbtl'UbVJ'1 vi~e:i 1 -ffzje:itJf1f1{;'lti11lJ~1 vi~e:iii~tJf1f1{;'l~'U 

' ' ' d v ~ v 
ll1V'U'lle:lb?f'UmbVl'U bU'U\;'\'U 

1'Wn1ru ~ ~~ 'UoLJ e:i b?J'U e:i 11 v~ b?J'U e:i11m~1?J ~ b?J'W e:i 11ri1~1'1'U ri 1~vilJ1 v1(;)111ll m '1 
" ' 

l?i'1b ii'W-:I1'U\;'\1llbe:in?J11i.J1~m ~11f11B b~ nvi1e:i'Ll n?J1{;) ri ru~ m1l.l rn1~\111ru1t:-J" "1 vi~e:iml.l '1~1 ~~~'U 
" 

-LJ'e:i b?l'U mr'U<ff bb '1-:1 bb{;'l~ bb?l~-:!Vli;r mi1'U~vi'11 ~b zje:i 1(;)11 ~~'UoLJeJ b?l'UeJ?11lJ11tl 1?11 b ii'W fl11\;'\1ll beJ n?J11i.J 1~ m ~ ... " 
11ri1B b~ nvi1e:iii n?J1 vi'b?J~'1 ?JlltJ1ru vi1nri'1<ff bb '1-:i 1ll b iJ'U~~tJ~-:i 1(;) mll ii~vi 6~'1~ 1ll~tJ-LJ'm?J'We:ivi~e:i 1ll~tJ 

" 
11ri1'1le:i-:i~~'U-LJ'e:i b?J'Ue:i11 vi!'W ~-:id ~~'U-LJ'e:i b?J'Ue:i~-:ina111llii~vi6b1v n~e:i-:ir111-ii'~1 vvi~e:if11b~ vvi1v1~ 6) 

" " I 

\11nmll 

er.b'JI ne:i'U{;'l-:!'U1lJ1 'W'1ty ty1mll m'1\J 1~ n1P1 vm~ n rn1i.J 1~m~11mB b~ m11e:iii n'1 

vi1ni.J11nfJ11ii rn 1m~vi'1~ b oLJ1 i;r n ~ru ~ ~~'U.LJ' e:i b?l'U e:i ~ 'li'U~ rn 1\J 1~ m ~ 11 mvi1 e:i~1(;) ~tJ rn 1 fr~ b~ e:i n 

iit:-J(;'l\J1~ 1V'1ltJ~1ll tl'U vi1e:iiir;11'U 1{;) b~ VtltJ~~'UoLJeJ b?l'UeJ11 V ~'U Vl~eJoLJ ~'1J11-:lfl11bb ~-:loLJ'UeJ ci1-:Ib iJ'U'011ll 
" 

Vl~eJ ?fll v eJlJ tl'U tltJ ~~'U -LJ'e:i b?l'U eJ 11 v ~'U Vl~eJ b41wu 1~1 'U fl11b?l'UeJ11f11 Vl~e:ir;1e:i11n1~vl1n11Vl'1 °1\;'\ ~'U 1~ 
" ' 

1 'Ufl11b?l'UeJ11f11 

~'li'U~ m1i.J 1~ m ~11ri1fa~ nvi1e:iii n '1'1~ ~e:i-:ivi'1~ ru ru141-:i mll bb tJtJ'1 ru ru1 ~-:i1~tJ 1 'W.LJ' e:i 
'\.I QJ Q.J Cl.I Q.J , 

@).m vi~e:ivi'1-Ue:i\;'\n"-:iblJ'Wvi'LI'-:i~e:intJmlJ .rnv1'W b'JI 1'W -U'tJ5~'11n-fo~1(;)~rnb4-:i bb{;'l~\)~~e:i-:i11-:ivi~ni.J1~n'W 
'1ty 11J1b iJ'U1il1'U1'U b~'U b'Vl1ntJ~e:i v"~ er '1Je:i-:111ri1r1141-:i~i.J1~mm1ri1B b~ nvi1e:iiin?J1{;) 1 ~mll~~~e:i H 

1 'W'llru~vi'1~11Jt1J1 1~v 1-Uvii;rni.J1~n'We:ici1-:ivitl-:ie:ici1-:i1~~-:i~e:i 1 i.Jd 

b.@) b~'U?f~ 

b.® b ~ rivi~e:im1vJv'i~ti'W 1ri11i-:i~1v1'M'bbnmll zj-:i b tl'U b ~ri vi~e:i~11vJv'i"-:11'U~~1-U'b ~ri 
vi~e:i~11vJv'ii!'U"ll11~~m41vii11ffi 'W1'Wvi'1'1tyty1 vi~e:irie:i'W1'Ui!'U 1llbi1'U m 1'W vi'1m1 

b.m vi-U-:iifo~1i.Jwn'W'lle:i-:iti'U1ri11.rnv1'Ui.J1~bVlPl ml.l~1e:ici1-:i~riru~m1l.lm1'W1vtJ1v 
fi1vi'U~ ~-:i1~tJ 1 'Wie:i @).cs'. (l!:l) vi~e:i'1~biJ'Uvi-U'-:i~e:i~1i.J1~n'WBb~nvi1e:iiin'1\;'\1l.l15rn1~mlJD'ru~nm-:ifi1vi'U~ 

' " 

" ., "" . 
b.cs'. Vl'U-:!?leJf11 ... 



b.cs:'. Vltl'.:!~8 ~1tJ-rnn'U'll'fM'U~~vi L~'U Vl'U 'V1~8'U~~vi L~'U Vl'U'Vli;r nvi-r~ 6~1~-ru8mu 11?1 
" 'I 'I"' 

1 '!XtJ1~ n8'1.Jn '1 nT:i b~'UVl'Ub ~8 n11~1ru61l6 bbi;'l ~tJ1~ n8'1.Jli 1n '1~1tJ 1~ fl 'U 1?11l.JtJ 1:m113l'U8.:!Li'U1 Fl11 bb vi .:itJ1~ b Vl\311 Vl CJ , ' 
\?11lJ)1CJzj8'1.J~~Vl b~'UVl'U~Li'U1Fl11 bb vi.:itJ1~ b Vl 1311VlCJbb4-:i L1 CJ'U1 '1XV111'1.J hrn 8'U LJ;'ll.J 1 m oU1?11lJ!?i'18 ~1.:!Vltl'.:!~8 

' ' 
~1tJ1~n'U'll8.:!u'U1m1~Flru~m1l.lm1'W1CJ'IJ1CJn1V1'U~ ~.:i1~'1.J1'W-ii'8 (§).cs:'. (l!l) 

' 
b.ct ~'Uu'IJ1?11-r\i'IJ1i;'l 1 vi CJ 

"' 
'Vli;r ntJ )~ n'Ud'1~ f\'U 1 'IX 1~ CJ 1~1i~8rndwnCJ1 'U <9lct 1''Utl''Utl'~'11n1'U~~'ll'U~m1tJ1~m ~ 

" 
11Fl1BL~nvi18'wn61 (~fo41.:i) oW'U'11n-U8~n~'U1?11l.lG1'rutm41.:iLL~1 

'\J '\J IV QJ 

Vli;rntJ1~n'Ud'1~A'U 1'IX1~CJ 1~i1~8m d CJ 1?11l.leYm1'11'U'U8.:i.:i1'U41.:izj.:imlJ Hff'Ul.18'1.J HLL~1 
t II I A 

rn1. fl1'i\11-llLL6l~m':i'i\11m.:iu 

ml.l '1~~1CJrh41.:izj.:i H\11l.l.n1;;~i;:i·fi1L ~l.ll?li;'l8~'1'U.n1;;mm5'U ~ LLi;:i~fi11 off ~1CJ~.:itJ1.:i 
~1mL~11'iXLLn~~'W-ii'm?!'U8~1~fom1fi'~L~8n1 'IXLll'U~-r'IJ41.:i 1~mLi.J.:i88mll'U cs:'. .:11~ ~.:id 

" " 
.:11~~ (§) bU'U'ii'1'U1'Ub~'U1 'UeJl?l)1~8CJJ;l~ (§)ct'. 'U8.:Jl°i141.:i Ld8~-r'IJ41.:i 1~tJfi'IJ~.:11'ULd8~-r'IJ 

" d.J " 

41.:i?i.:il.l8U.:J1'U LLvfo~.:i1 ~Fl1'1.J~1'U LLi;:i ~Fl ru~m1l.lm11?111'1-r'U~?f ~ 1~ m1'1-r'IJ.:11'U.:i1 ~Jm~CJ'IJ~8 CJ LL~11 'IXLL~1 
b?l~'1.fl1CJ 1 'U Q10 1'U 

.:11~~ rn Lll'U'ii'1'U1'UL~'U1'UeY1?111~8CJJ;l~ mo 'lleNfi141.:i bd8~-r'IJ41.:i1~tJfi'\J~.:i1'Ubd8~fo 
" d.J " 

-:il1.:i?i.:il.l8'1.J.:J1'Ubb~i;:i~.:i1~Fl1'1.J~1'U bbi;'l ~Flru~m1l.l m11?111'1fo~?1~ 1~ 1?111 '1-rrn1'U.:i1~Jm~CJ'IJ~8 CJ LL~11 'IXLL~1 
' 

b?l~'1.fl1CJ1'U r.;t;o 1'U 

.:i1~?1~Vf1CJ b ll'U'ii'1'U1'Ub~'U 1 'WeY1?111~8CJJ;'l~ mo 'U8.:ifi141.:i bd8~-r'IJ41.:i 1~tJfi'\J~.:i1md8 
' " d.J 

~-r'IJ41.:i?i.:il.J8'1.J.:J1'Ubb~J;'l~.:J1~Fl)'IJ~1'U bbi;'l ~fltl.J~n1)l.J n1)1?111'1-r'U~?f ~ 1~ 1?111'1fo.:J1'U.:11 ~ir'Ub~CJ'IJ~8 CJ bb~1 
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"" ' 
Q. I CV Ci! 

'\J1n11a'lJ.n1Yle:it11-:iCJ-:1CJ'U , 
GJ •I ~ 2. 1\?l~ui~a.:ifll 

2.1 b -W' e:i'\J 1ru1m11~'\Jll t1~vt11i \91m1-U e:il.I mbt:-J'U..:J1'U -:iutl 1~l.11 ru bbG'l ~1~'\J'\J m 1n1 n'\J &i \91 ml.J 
OJ 'IJ 

bbG'l ~tl1~ biJ'Ue.JG'l fl11~1 b-0'U..:J1'Ub~l.J b oLJ1 b U'Ui~llll b~ tl1 n'U (Single Platform) v11e:i-:i-r'\JvtG'l 1 CJU-:Jllth~mru 
1 "W '11"U oii'e:il.1'1 b~ CJ1 "\91m1l.l~1.ff e:i "W 'll e:i-:i oii'e:il.IG'l bbG'l ~ m1u "WVi n-ii' e:il.IG'l ~11~vt11..:i1 ~t1'\J 

c49 'U 'll 'll 

2.2 b ~e:i'W'~'W11~'\J'\JUru"!ib ~e:irn1t1~vt11-:iutl1~l.l1ru 1 ~vti..11 CJ-:J1'U'11l.111tiU'WVimbG'l~A1'\Jfll.lfl11b timh CJ 
" ' 

"J~i;i'u"J1CJrn1 ~-:ib~'U-:it1tl1~mrubbG'l~b~tme:in..:iutJ1~mru bVJCJt1nt11..:ib~"W~1~-ru~\9la111m~t1tJb~CJ1nurn1 
d o 

0 
I 

· CJ'Ufl1'lJeJ-:J'\J u1~l.11ru 

2.3 L ~e:i 1 ~iim1r\'1n'\J~\9lvi1:1.Jt:-JG'lrn1~1b iJ"U-:11"UbbG'l~IK1~1\9lml.J"W lc.1'1.J1c.1 l\9lm zje:il.J fo-:in'IJ-LJ'e:i:1.JG'l-:i'\Jtl1~mru 
OJ 

1 



• 

2.4 b vf el 1 ~~'U~Vl1'Wl m~v!'Ub oLJ'1{i-:ioLJ'ell.l!;N'UU';i~:JJ1ru c..i~ fl1';i~1b iit.1-:i1t.1 ~1~1 ~ bb~~?lfl1'U~fl1';ib un"ii1 CJ 
'lJ ' 'lJ 

Lb'U'Ub~CJ~ 1 vitl~1t.1 Dashboard ?1tl''U?l'U'Ufl1';i~~~t.1h b"il'l'U 1CJ'U1tlbb~~fl1';ib ~-:i f~fl1';ib un"ii1CJ bb~~Lc.Jtlbbi"l~ 
' 

oLJell.l~?l';i'\J l'iel?11u1';iru~ 1~el~1-:i b Vll.l1~?1l.l 
'lJ ' 

2.5 b vi el 1 ~ b lJ t.1io1t.1oLJell.l~nm-:i~1t.1-:iu'\J';i~l.l1ru'lJel-:iml.l?1tl'u?1t.1t.1'U~fl1';i?l'lJ.fl1i"l bb~ ~ CJm~vi'uPi' flCJ.fl1i"l 
dJl 'U , 'I 

bb~~'\J';i~~vi6n1'V'lfl1';i'\Jiju'i-:i1t.1'llel-:J~Fl~1n';i 

3. flWmJU~"!JeHN~'UeU'elb~'UeJ . .. 
3.1 iJFJ11l.l?11m';itiml.lfl~vtmCJ 

3.2 hhtlt.1'UFlfl~~l.l~~mCJ 
' 

3.31liel~1~V111-:ib~flnlilm';i 
'lJ 

3.4 hi b llt.1u Flfl~~ -:Jel CJ
1 

wvt11-:iti m~·fofl1';j~ 'WoLJ el b?l'Uel'Vl~elvh« ruru1num.h CJ-:J1'L!'lJel-:if :o11 -5'1m11 
, 'U \I IQ.I QI dJl 

b ~ el-:Jlil1 fl b llt.1~~111 ~1t.1 bfl rusv1fl1 ';i'\J';i~ Lnt.1c..i~ fl1';j'\J fi u~ -:i1t.1'llel'1 ~ '\J';i~ flel'U fl1';iml.l';i~ bu CJu~ f :om.11?1~11n1 ';i 
'U ~ 'U dJl 

m~Vl';i1-:Jfl1';ifli;i'-:i n1V1t.1~ml.l~'\J';i~fl1Plbc.J CJ bL i"l';i 1 t.1';i~uu bfl~el~1 CJ?l1';i?l'L! b vi Pl'lJel-:J ml.luqi:iiflm-:i 

3.5 1lib llt.1uflfl~6if-:itim~uzjel 111 t.1uru:U';i1CJzjel~~-:i-:i1t.1bb~~1~ bb4-:ib1CJ'Uzjel1 ~L llt.1~~-:i-:i1t.1'tlel-:ivtti1 CJ-:i1t.1 
'I 'U , IQ.I \J 'U 

'tlel-:if :o 1 t.1 ';i~'U'Ubfl~el~1 CJ?l1';i?l'Ub VlP!'tlel-:Jml.lu ru;;J flm-:i 6lt-:i11l.l{i-:iii~u Flfl~~ ~~-:i-:i1t.1b llt.1-Xt.1?!1t.1 ~ '1 ~ m1 
d.I QI , 'U , 'U 

m1l.lm1~~~m1 ~u~vt11 ~i1ei'1'U1li11 'Um1~1L -Ut.1-:i1'U 1 t.1nlilm1'tlel-:iii~uflfl~i1t.1~1CJ 
\I 'U 'U 'I 

3.6 i1 Fl ru?ll.JD~ bb~ ~ hiiJi;i' m~ru~~ el-:i-X1l.lml.l~ FJru~ m1l.l m1t.11CJU1CJ m1~ ~6/f el'1 ~41-:i bb~~m1u ~vt11 
' 

~?1~mflf:on1vt'U~ 1 t.111'linli!lil1'Ub'Ufl~1 
' ... ' 
3. 7 L lJ 'LIU Flfl~u11l.l~1V1~elii ~u Flfl~~iJm;;J'V'lf u41-:i~ ~'U11~uu?111?1'Ub V1Plvt~el61lelV'I~ Lb 1{ ~ tl1~mm1m 

' ' 'lJ 
.c::i. ~ .c:i,, 'fV I 

m~ flV11el'Ufl?1~-:iflm1 

3.8 hib tJmri1m1tl1~ 1CJ'lltJ~1l.ltl'Utl'Ur-i'~t.1.U m?l'Ue:l11CJ~ 'LI~ L .U1~ t.1-Um?!'Uel 1 ~bbn ml.l ru 1'LI'll1~fl1Pl 
'lJ 'lJ 

tl1~ m m1A18 b~ flV11eli! flGf vt~ el 1l.l'L iJ 'U~ m~v\'1fl11ei'm iJ 'Ufl 11-LJ ~'tl11-:i fl11 bb 'tl
1

-:i-LJ't.1eld1-:i b ll t.1u11l.l 
'lJ 

1 'Lim1tl1~m ~11mii b~nvi1elii flli1Fl~ -:id 

3. 9 hib llt.1c..i1~f 'Ubelfl~vii vt~elfl11l.lfl l.ltl'U ~ -:imli!tlfi b?!uhi CJell.l~ t.1P11~ 1 VlCJ L1 mLl'i f :ou1~'tlel-:ir.i'~'U 
\J " d..J dJl \I 

oLJm?lt.1el 1~iJr11i-:i 1 ~?l~~belfl~Vltbb~~fl11l.lrll.Jtl'Ub oU'U11i1t.1 
' 

3.10 ~[f 'UoU e:lb?l'U el \91 el'1~'1Vl ~ b ,j CJ'U 1 'U1~uu 'ii' ~.zr el"ii' m11-:in 1 Flf :o~ 1CJ8 L~ flV11eli! flGf (Electronic 
'lJ ... 

Government Procurement: e-GP) 'tlel-:Jml.luqi:Ufl~1-:J 

3.11 r.J~ t.1-U m?l'Uel~ -:i1~f um1fi' ~L~ elm llt.1Fl1 61ruru11'iel-:i~-:ivi~b UCJ'U1 t.11~uu"ii' ~611 el"ii' ~41-:in1Flf :0~1CJ 
'U 'U QI.., oil 

ilb~flV11eliinli1 (e-GP) 'llel-:Jml.luqi:Ufl~1-:iml.l~Flru~m1l.lfl11 tl.tl.'li. n1vt'U~ 
3.12 r.J~ t.1-U el b?l'Uell'i el-:i 111 el d1 'U:01'U~ b ll'Uc..i111 bb?l~-:iu ru;;J11CJf u11 CJ"i11 CJ vt~e:lbb?l~-:iu ru;;J11 CJf'U';i1 CJ"ii1CJ 

'U 'U dJl 'U Ill.I Q,I 

1litifl~el'1Fl1'Utl1'U1 t.1?111~'11fi'ru ml.l~flru~m1l.Jfl1) tl. tl. 'li. n1vt'U~ 
'lJ v 

3.13 r.i'~t.1-Uel b?l'Uel~ -:i1~fum1fi'~ L~el m ll'UA «ruru11Jl el-:if u brn~'11CJ b~t.1~1t.1u ru;;Ju'U1f111 L1'Ubbl'i m1 
'U 'U QI " .., 

"ii 1 CJ b~'U bbl'i ~~fl ~-:i6lt-:ii1l.l~l°l1111bn'U?l1l.lvt~'Uu1vi l"l«ru ru1 mlil '11 m llt.1L~t.1?1 ~ fi1~ 1?11l.l~ fl ru~ m1l.lm1 tl. tl. 'li. 
'U 'U QI IQ.I 

n1V1'U~ 

3.14 ~~'UoLJ'm?J'Uel ~el-:ii1c..i~-:i1'U m1~~'U11~uu?111?1'UL vi Pi ~1t.1 m1u~vt11-:iu '\J';i~m ru fl1';j b~t.1 vt~mr ru:U 
'lJ v 

1 t.1~'llbb 'U'Ubl'Ubbel'll'V'l~bfloU'U 1 m1'qiqi1b~m 1-:ib~'U 1liuelCJ fl11 425,ooo u1vi (~bb?l'U?lel-:ivt~t.1~1~'U'U1'Vltl1'U) 
el ~1-:iu elCJ 1 c..i~-:i1t.1 ~?i-:il.lelu-:i1t.1bb~1 b?l~lil bb~~b ll'Lll•i « ruru11~CJ1?11-:i ti'uvtti1 CJ-:i1'U'llel-:if :o f :o1?11V1nlil vt~el 

'U IQ.IV dJl dJl 

V1ti1 CJ-:J1'Ubelfl'll'Uv1 mm~ el ii el 1~ CJ~el-:JLb t.1uV1tl'-:i~elf u1el-:ic..i~-:i1t.1lil1flfl1 « ruru1 'V'lf ell.1611 b t.1161 ruru1 ~-:id 
'U II.I IU OJ QJ 

fl 1l.l?ltl''U?l'U'L!'U ~ m 1?1'll .fl 1 i"l'tlel ?1-:i1'U~Vl~~lil~l?l11lil ?I el'U 1~ CJ l?l 1 '1 lil1 fl l"l« ruru 11?11l.lvttl'-:i~ elf u 1el-:J~ L?l'Uel,1'\.J 
'\ , 'U QI QI 
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.. ... 

4. f!ru'G\'n~ru::bbt;1::"!.le:JUb"!.lt'l.:11u 
' 
~f u~1.:i ~-e:i.:i;1 OOJ'U1 Lm:::'1.:i:welu':i:::uuu~Vt1':i~ I'! f11':i\l'Utl':i:::m ru Lb'1 :::iJ ru~ L tlm 1 u Lbeltl'V'l~ bflotl'U.fl1w11 VJ c.1 v u 

~'U':iu.t1f11':if11':ivl1\l1'U"!.lel\l':i:::uu.:iutl':i::::w1rub~:W ':i:::uun1nu&il'lt'l1:Wbb'1:::'\.h:::blJ'UN'1b~:W (SMART) bb'1:::':i:::uu 
v 

U q.j~ b yt elfl1':i'U~V!1':i\l'U'\..b::::w1ru (;1' OOJ'U11 Vt~) 1-M'b'\J'UW'U'Ub~ tJ1tl'U ':iel\lf '\.J fl1':i1-ti \l1'U'\.J'Uflel:W'W1 bt'l el{ 
' ' ., 

LL'1 :::m..J mruLfl~el'UVi 'V'l~el:Wbelrn'l1':ibb'1 :::m':ici1tJVlelt'lfl11:W~ fl':iel'Ufl'1:W"!.lel'\.J b "!.lt'l~'liJ 
' v ' 

4.1 flu.t'1:WU'&ibu'V'l1:::"!.lel\l~fo~1.:i ('\.JflmmVt«n) 
' v ' 

Aru:::vl1\l1'U"!.lel'l~fu~1\l~el.:itl':i~nel'lJJi'1c.1'\.Jflfl'1~ilm1:w~ A11:w'111'U1ru LL'1~tl':i:::'1'\.Jf11':iru 1vic.1~~'UoLJm'1'Uel 
'\I , 'U <u 'U 

~el\lbb'U'\.J'lh:::i'&im':ivl1.:11'U f\ru11'!lm':i?inw1 Vt~el 1 'l.Jf'\.J':iel\lbu'V'l1:::V11'1 "!.lel\l'\.JflmmLL~'1:::1'11LL Vttl.:i ~.:id 
' ' ' 

4.1.1 ~~vim':i1fl':i\lf11':i (Project Manager) '11'U1'U 1 fl'U 

4.1.2 i!n1Lm1:::'V1bb'1:::elelmb'U'\.J':i~'\.J'\.J (System Analyst) '11'U1'U 1 fl'U 

4.1.3 i!nelelnbb'\.J'\.Jtl':i:::'1'\.Jf11':iuJbb'1~'11'U&ivi~el0-ti (UX/UI Designer) '11'U1'U 1 fl'U 

4.1.4 i!n;1oo.J'U1':i:::'\.J'\.J (Programmer I Web Developer) '11'U1'U hli!elc.1n11 2 fl'U 

4.1.51P11m':i:::'\.J'\.J/~L~tJ1'll1ruJ\1mi1'UoLJel:W'1 '11'U1'U 1 fl'U f'l.JiJvi'llel'Uf11':i&il'l~\l tlf'UbL~\lbfl~m 
'U QI cQ \I 

bblJ~1 tJ bb'1:::f\11:W~'Ufl\ltl'1elvin tJ"!.lel\l':i:::'\.J'\.J 
v..J .dil.d&:f ll V.:::i CV 0 d 

4.1.6 m 'll tJ1'll1tuV!':i el VJ tl':i nw1t'l 1'U\l'\.Jtl':i::::w1rubb'1 :::'\.J ru'll .fl1 fl':i \i '11'U1'U 1 fl'U L 'V'l elelel mb 'U'\.J 
\J CV QI d,S 

1m.:i'1~1\loLJel:W'1 f11':ib u n"ii1c.11-M''1ell'lfl~el\ltl'\.JV!« nrn':i'11LL 'Un\lutl':i:::mruLL'1:::bb Vt~\lb~'U"!.lel\lVttl1 tJ\l1'U':i1'llfl1':i 
v 

~\ld '\.JflmmVt~\lfl'Um'1iii1':i\ll'11LbVttl'11~lJLn'U 2 9\'1LLVttl.:i tim1'LI~~vim':i1fl':i\lfl1':i 
' v 

4.2 flru'1:wu11Lu'V'l1:::"!.lel\l':i:::'\.J'\.J\l1'U 
' 
4.2.1 «nwru:::~11 tl"!.lel\l':i:::u'\.J 

4.2.1.1 ':i:::'\.J'\.J ~ el\l'\.J ':iu.!1 f11':i~ \l n otl'U f11':ivl1\l1'U~ 1'U\l'\.Jtl':i::::w1ru f11':itl1 nu&i vi t'll:Wbb'1::: v 

tl':i:::LiJ'UN'1 ~1"111vi LL'1~Uru~f11':ib u n"ii1ti 1-M L U'U':i:::'\.J'Ub~ mn'LI 1-U\i1'Uoff ei:w'1nm.:i~1:wn'U t'l1:W~ ~11~1\l 
Q.I ct.a '\J \I 

tl1V!'Ut'l 

4.2.1.2 ':i~'\.J'\.J~ eJ\l':iel\lf urn':ivl'1.:11'LIVtmc.1u '1'\.Jtlw:w1ru.fl1c.11 'U':i:::'\.J'\.Jbb'1:::\i1'UoU el:W'1 b~ c.11 
... v 

fa m.J vi Lb'1':i~'U'\.J'11:w1':im lJ viu '1'\.Jtl':i::::w1ru1 mi A' vi'1eln 1m'1'1{ 1.:1-LJ' ei:w '1~ 'U\i1'U (c.1 Vlul"11'1t'l{ LLN'U'11'U 
'U '\I 'U .t.a " 

Vtt11c.1'11'U ~1~1vi) '11nunei'UVti11 LL'1:::'1«'\.Jt'loLJel:w'1bb~'1:::U1Ji' 1vic.11lJ~el\l&ivi~.:i':i:::'\.J'\.J 1 Vt:w1 'ULL~'1:::u v v 

4.2.1.3 m:::'\.J1'Uf11':ivl1\l1'U"!.lel\l':i~'U'\.J~el\l'1elvifl~ei\ln'\.Jer.:i Flowchart 1 'LimflN'U1fl n. 

4.2.1.4 ':i:::'\.J'\.J~ ~ OOJ'U1~ el\lel c.1'1 'LI':itl LL uu b 1u bbeltl'V'l~ Lflotl'U elel mL uu1-M'~'LI'1~tJ 'w' 1'1'Uh v v 

'11 tJ\l1:W '1{ 1\l.fl1'V'l'1 nwru Vi' ~1-M n'\.J m:wm.T'\.J'1'U 'U 'U~ fl1':i'1"!.l.fl1'V'l bb'1 ~'11:W1':iflel5'1.J1 tJf\11:WV!ll1 tJ"!.lel\l 
' ' 

el.:iri'tlwnel'lJPim'.i1~m:wVt«n1'll1m':iLMc.11num':ieleinLL'U'\.J 
4.2.1.5 ':i~ '\.J'\.J ~el \l ':iel\lf 'U fl1 ':i bb'1 t'l\l N '1 bb 'U 'U Responsive Design 11K el c.1' 1\l '1:W~ ':i ru 'U 'U 

f\el:W'W1bt'lel{ (Desktop/Laptop) bb~'Ub~!'l (Tablet) bb'1~'1:w11VJ1~'U (Mobile) 11'lc.If11':i~t'l11\l Layout 

~el'ltlf'Ub tl~tJ'U 1~~1'U~1c.11vim)t'l 1 'U~&i 1:w1 "liL ~tJ\lf11':i~el"!.ltJ1tJV!U1'1el LL'1~~el.:it11L'1'Uel~'ULL uurn':iernmL uu 

(Wireframe & Mockup) 1 ~flru~m':i:Wf11':it'l':i1'1foW'11':itu11 ~fl11:Wb i1'LI'llel'Urlfl'Ub~:w;1oo.J'U11 tl':ibbfl':i:W 

4.2.1.6 ih:::'\.Ju bb ~ \l L~ el'Ub~ elll f11':ib ti~ tJ'U'1fl1'U~"!.lel\l r\'1"!.lel\l'Utl':i~:w1 ru N'1 fl1':il11'1L ii'LI'11'U 

~1~1vi Vt~m1c.1m':iL un..J1c.1 1 ~nu~LM moLJ'ei'1~1'UaL:w'1L U'Uel~1.:ii!elc.1 
v 

4.2.1.7 bb'1vi\loLJ elfl11:WCJ vi'V'lmvi (Error Message) Vi'iJ A1el5'U1 c.1i1 '1'11 b Vt~ m1:wiJ vi'V'l'11vi 

bb'1:::bb 'U1V11.:11 'Um':ibbm "!.11~ 

3 



• 

., 
4.2.1.8 ':i~uul'i'ti.:i~m':iGi'THWUmHrnuuefVlLi.Jtl'~ mh-nYm.11'i.J~~ 1 Af.:i Vl':i1'16'lti'U 

" 
m1ii6'11 b ~\l·trn.:i fl1':i6'11':im-U ti ii~ 1~ ih~urnb4.:i b&i tii.Ji;.J~ fl1':i6'11':iti.:i-U'tiii~ bb~~~ ti.:ii'l (;)6'f ti'\Jfl1':infii.J.LJ ti ii~ 

\I 'I.I \I '\J 

(Restore Test) 11XAru~m':iiim':imT\l-rrni1i.J 1~ti~1.:i-U'tit.1 1 fl~.:intii.J'1.:iiitirn1i.J 
4.2.1. 9 fl1':iWWJi.J1bb~~tl1':i.:i-rmn':i~'U'U~eNb tli.J1'LiVl1iimVl':iu1i.Jb1u161l~mri-ru nti1-li'i.J 3.0 ' ... ... 

4.2.1.10 \>l ti.:i~ ':i~'U'ULJi.JVi rn V!Vl fl1':itU '11 f1i;.J1 oU \l1i.J (Audit Loo) 1~fon' fl1':ib .LJ 16'!
1 

':i~'\J'U 
, '\J ~ \I 

Lb~~ fl1':ivi1 b ui.J fl1':i~1rr 11J1 i.J':i~uu 1(;) t.1':i1 t.Jfl1':ivl b~ m-Uti.:inu fl1':ib~i.J bbi;'I~ fl1':ib D n~1 t.J~ e:i.:i hJ6'!1ii1':i11 Lbm 'lJ 

vt~e:i~uEie:ii.Jvt~.:i 1~\;lt.11lJ:i'.l~e:i.:i':ie:i t.1 bbi;:t ~~(;) bbi;:t':i~uu6'!1ii1':im~ t.1 f1(;)U':i~-w\ fl1':ibbnl 'lJ 1~ 
"" " 

4.2.1.11 ih~uuue:i.:ini.J BOT vt~e:i Spam 

4.2. i.12 ':i~uu ~ e:i\lc.i1i.Jfl1':ii'1(;)6'le:ium1ii~ i.JA.:iu~e:i(;)rl' t.1'1Je:i.:i b 1rnbe:itJ'W~ bf1-u'i.JVl1ii LL 'U1i'11.:1 

OWASP Top 10 bolii.J SQL Injection, CSRF, XSS bUi.J~i.J bbi;:t~~-ru41.:i~e:i.:1'1.:i':i1t.1.:i1i.Ji;.Ji;:tfl1':ii'1(;)6'lt!'U'Wfe:iii 

fl1':ibbnl 'lJ-de:i.:i 1vt1~'Wune:ii.Jtl1':i~uu~i.J1 i.:11i.J'OJ~.:1 
4.2.1.13 ':i~'\J'U~eJ\lboLJ1':iVl6'lf11':ifo'1.:i.LJe:iiii;:i~1t.1 HTTPS (TLS 1.2 vt~e:i6'l.:in11) 

" " 
4.2. i.14 ':i~uu~e:i.:i':ie:i.:i-rum'll.:i1m"l~e:iiini.J1mlJ-Ue:it.1n11 100 Ai.J L(;)t.1~-ru41.:i~e:i.:1LL6'f(;)\l(;.J~ 

" " 
fl1':ii'l(;)l:'fe:J'\JU':i~~i'15m'W (Load Test) 11XAru::;m':iiif11':im1\lfo 

4.2.1.15 ':i~uu~e:i\le:ie:imb uu Lfl':i\l6'!~1.:i-Ue:iiii;:i bbi;:t::; API 1 iX':ie:i.:i-rum':ib zje:iii~mbi;:im tJ~t.1i.J-U'e:iiii;:i 
" " 

nu':i~'\J'\J~ i.J 1~ Vl1iivl ~ 11~ 1-:i r\'1vti.J(;) b 'lii.J fl1':iU1boLJ1-LJ' e:iii i;:i 'OJ1m::;uuu~vt1':i fl1':ib~i.J fl1':ifl~ .:i.n1Af ubb uu 
" " ... 

BL~f1i'l':ie:Jumf (GFMIS) vt~e:J':i~'U'\J e-GP 1i.Je:Ji.J1f1Vl Lbi;:t::;\9le:i\l6'!
0

.:iiie:iube:Jf16'!1':iU':i::;ne:iu API (API 

Documentation) 

4.2.1.16 ~e:i.:i1 -ti Framework bb~~61lm"lvi'bb11'iffi.Ju1i.J~btli.Jii1Vl':i~1i.J i1fl1':i6'li!'U6'li.Ji.J':i::;t.1::;t.111 
"" "" ' 

(L TS) ru 1i.J~\liie:J'U\l1i.J 

4.2.1.17 61le:J~~ LL1f 1i;:t'U':i1~ Vl~e:Jfle:Jii fa b i.Ji.J~vl1olil i.J':i~'U'\J (b -lii.J 1~'U':i1~bb6'l(;)\lf1':i1~) ~e:J\l 
bUi.J61leJ~~ bb1{':iV!mu(;) (Open Source) ~eJ'4fY1Vl 11Xvti11t.1.:11i.J.n1F1-r~1'll.:11i.J1~(;)t.11lJ:i'.lrh1 i~1t.1 vt~e:ivt1n 
b llmie:i~~ bb 1{vl:i'.lri1~'1Ji1i'li ~ f u~ 1\l~ e:i.:i..s' (;)Vl1i1Vli fl1':i1-if \l1i.Jbb '\J'U'111':i (Perpetual License) 1 i.Ji.J1ii 

mii6'li!u6'li.Ji.J'U~fl1':i6'!'1J.n1'W L(;) t.11lJ:i'.lrh 1-if lii1 m ~ii b&iii 
' ' ,, ' ' 

4.2.1.18 ':i~uu~m~ (;)\9l.:iumA~e:i.:1bblJ'lht.1'1Je:i.:1~11~1.:i vt~e:iu~fl1':iAm1~.n1Af uVi~11~1.:i 
" "" " 

tl1V!i.J(;) 

4.2.2 f11':iLt.1nEi1t.1-U'e:i~~ (Data Migration) 

4.2.2.1 ~-ru~1.:i~e:i.:1"5'(;)vi1Lbi;.Ji.Jfl1':i lt.1n~1t.1-U'e:iiii;:i (Data Mi oration Plan) 'OJ1n':i~'\J'\J'U~Vl1':i " " :::, 

"5' (;)fl1':i-U' e:iii i;:i.:iutJ ':i~ii1 rub~ ii Lbi;:t ::;':i~'U'U fl1':i n1 nu~ (;)(;'11ii bb~ ::;tJ':i::; dJmrn (SMART) ii16'!
0 

':i~'U'U1 vtlJ 
" " 

tJ':i::;ne:iu~1t.1fl1':i..s'u~lfl':i\ll:'l~1.:i-Ue:i~i;:i (Data Mapping) 16fl1':iVl':i1'0J6'le:ium1ii~n~e:i.:i bb~::;bbi;.Ji.J~1':ie:i.:imru 

lt.1nE11t.11iM1b~'OJ 

4.2.2.2 -Ue:iiii;:i~fon~1t.1~e:i.:1A':i'U'11i.J 1li6'lruvt1t.1 bb~~6'!1m':im~t.1f1(;) f1i.Jvt1 LLi;:i::;e:ie:im1t.1.:11i.J 
'\J '\J v '\J 

E1e:ii.Jvt~.:i1i.J':i~uu1 vtli1v1'Vl1iitJn&\ 

4.2.2.3 ~f u~ 1-:i ~ e:J\l..s' (;)vi1':i1t.J\l1i.Jt:.i~ fl1':im1'16'fe:J'Ufl11iiti n~ e:i.:imu'11i.J6lIB\loLJ e:iii i;:i (Data 
" " " 

Reconciliation Report) b tJ ~ t.J '\J b Yi t.J '\J\1°1 i.J1 i.J ':i1 t.J f11':i bb~ ~ t.J e:i (;) b~ i.J ':id ii ':i ~ V!l 1\l ':i ~ 'U'\J L~ ii nu ':i~'U'U 1 vtli 

11XAru::;m':iiif11':iVl':i1'0Jfo 

4.2.3 ':i::;'\J'\J'U~Vl1':i'<il(;)fl1':i611vt-ru~(;)bbm::;uuvt~f1 (Administrator Manaoement) "" :::, 
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4.2.3.1 ~vi LL'11:::'\J'\JVJ« nvi' e:i.:ia1:w1'H1'\J~vr11'<ii't'lm11~Vl m:::'U'l.N1'U ( "ut.h:::mru r\'1n'\J 
\J \J , 

~t11m:w (;)1~1t11 Lbi;i:::uqJ;) 

4.2.3.2 a1:WTH1'\J~vr11'<ii' t'lm1-U e:i:w i;i t:-.i1-U' "1'U Lb'1:::-U' e:i:1.J i;i mh ti"1'U ~1:1.J 1m "a~1"6'11tK'U-&'U 
\J \J \J 

1~LLn 611'Unm" ~"vr1t11 bb'1:::l31'U~ai!'Ua'U'U'U~fl11a'U.111'V'l/aa:1.J. vr~e:im:1.J~i:J-J1..ij1.:in1vr'Ut11 
" '\ , '\J 

4.2.3.3 a1m1t1'\J~vr11~t'lfl11-U'e:i:1.J'1~'U~1'U (Master Data) 1~Lbn ll"'U'lh::::1.J1ru bLvr'1°-:iL~'U 
\J ... 

"'U11ti~1t.1 ~.:i11tim1rh 1.U~1t.1 Lb'1:::mt.1m1eJumi 1~m:1.J~i:J-J1..ij1"n1vrut11 
' \J 

4.2.3.4 a1:1.J11t1n1vr'Ut'loii'e:i:1.J'1m1:1.JLzje:i:1.J1ti-:i1:::vr11-:it.1VJtrn1a~{ LLt:-.iu-:i1u 1ri1-:im1 il'1m1:1.J 
\J , 

-:i'Ui.h:::mru (;)1~1t11 Lb'1:::11t.1m1L un~1ti 1~~1:1.J~i:J-J1..ij1.:in1vrut11 
\J v 

4.2.3.5 a1m1t1r\'1vr'Um1t.1'1::: L~ t.1t11-U'e:i:1.J'1-:i'U'\.J1::::1.J1ru/1m-:im1/il "il m1:1.J LL'1:::~1~1 t111~ 
\J 

.r::::il I.I I !,.I 0 

\?11:1.JVlt:-J11"il1.:ifl1VJ'U\11 
\J 

4.2.3.6 a1:1.J11ti n1vrut11'li 1-:i nm b tl t'l-tl t11fl11 d 'LI rl1'UeJ"'U'\.J1::::1.J1ru n1111 EN1'Ut:-.i'1 fl11 

~1L'Llu.:i1u m111ti-:i1u\;)1~1t11 bb'1:::m1uuVim1tim1Lun~1t.11~ 
4.2.3. 7 a1m1t1'\J~vr11'<ii' t11n11-ii' e:J:1.J'1-ii11'\.J1:::'1!1im~'wi Lrn::: n1vr'Ut11'1lt11olle:J:1.J'1vl "il::: bt:-.i ti Lb 'V'l~ 

\J ' \J ., ., 1" 'U'UVJ'U1a1u11ru:::~1:1.J'Ue:J 4.2.8.1 t1l 

4.2.4 1:::'\J'\JoLJe:J:1.J'1-:J'\JU 1:::m ru/1ri1-:i n11/il"il m1:1.J 1:::'\J'\J l'i'm 1e:i-:1-r'U m 1~u A1'UeJ bb'1 :::'\J ~vr11~ t1l m 1 
\J 

-:1'U'\.J1:::mruLb~ i;i :::'\.J1::: b.llVl 1~ Lbn -:J'U'1"Vl'U .:J'\Jvl1 L 'Ll'U-:i1u/ "'Ue:Jt'lVJ'U'U/ .:i'U11t.1~1t.15 u bb'1 :::-:1'\J.ff u~1'11 L iJu , , ' 
~1:1.J~V16'Ue:i-:im .U.:i1'Ubb~'1 :::1:::~'\J 1(11 tiil11 tJ'1::: b~t.Jt'l~"d 

\J 

4.2.4.1 t:-.i"1oli.:i1uvr'U
0

1ti.:i1'U: uuV\' flbb'1::: ~· uri
0

1'Ue:i.:i'Ui.h::::1.J 1ru'U e:i-:i vru' 1t.1"1'U ~'U b e:i.:i 
\J 

~1mb'U'UvJe:i{:w~n1vrut11 1t11mLat11.:iamu:::m1~'Uri1'Ue:i 1~LLn ri1'UeJ~tr.:i h1'1~61-:i 61.:in«rnLm'U LL'1:::61"~'111ru1 

4.2.4.2 ~1vr-U' 1vrti 1 t.1.:i1u: ~11 "ilaeJ'UbL'1::: L -Mu'lle:i'U A1'Ue:J'l'U'lh:::m ru'UeJ.:ivrti 1 ti-:i1u~ mm 

ne:iui:i.:i~"il11ru11t11mLat'l"amu::: 1~Lbn 1e:ii:/"~'111ru1 i:i.:i~"il11ru1b~t.1'Ufat.1 1eJi:i-:i'lH'rn1t11 LL'1:::i:i.:iu-r'U 

.:i'U'\.J 1:::m ru 

4.2.4.3 ~ t11 bL'11:::'U'Ui:i1u.:i'U'\.J1::::1.J1ru: 'W'1T:iru1 a'.:in«rnui1'U u-r'\J'1t11 bL'1:::eJ'U~~ri'1'Ue:i 
\J \J ' 

.:i'U'\.J1::::1.J1ru'Ue:i.:iVJ nvrL.!1 t.1.:i1'U 1t11 mLavi-:iam'U:::1:::vr11.:i~1 b -Wu m1 1~ bbn 1eJm1~'111ru1 61-:iu-r'U-:i'U'\.J1:::m ru , 
bb'1:::eJ~1:::vr11.:i~t'lm:1.Jm11-U .., 

4.2.4.4 .:i'U'\.J1:::mruvl t:-.i' 1um: a1:1.J11m ~ t.1nvi .:i'U'\.J1:::mruvl vl1 L i!u n11 L?I~ "ili 'LILL~ 1'Ue:i.:i .., 

ll.:i'U'\.J1::::1.J1ru~l'i'eJ.:im11~ 
4.2.4.5 1-:i L~u~1~-r'Ue:iu~~l'i'eJ.:it1 m111 u1 .UL iJu1" L~'U~"vi''LI 1 uVJ:::b ,j ti'Uri:1.Jm1L u n~1ti~1:1.J-U'eJ 

' \J , 

4.2. 71t11t.18~ 1 'Liir~ 1~l'i'eJ.:iuuVin~1 
4.2.4.6 a1m1t1ri''Uvr1bb'1:::m1"il'1eJ'UoLJe:J:1.J'11ri1.:in11 il"ilm1:1.J bb'1:::.:i'U'\.J1:::mru 1~~1:w~V16 

\J . 
.r:::::il I.I I II 0 

'Vlc.Jd1"il1.:Jfl1'V!'U\11 .., 
4.2.4. 7 '11:1.J11tleJelm1tJ'l1'U~1:1.Jbb '\J'\JvJe:i{:wvl ~11~1.:in1vru\111 'U1Ubb '\J'\J 1 vJG-1' Word, Excel .., " 

Lb'1::: PDF bllm:i~1-:iue:it.1 

4.2.5 1:::'\J'Un1n'U~t'lm:wbb'1:::u1:::biJ'Ut:-.i'1m1~1b-Wm1u 

4.2.5.1 1:::'\J'\J l?f eJ.:i~ Vi .:in i'u n11 n°1n'U~t11~1mL'1:::'\.J1::: blJ'U t:-.i'1.:i 'U'\.J1 ::::w1 ru bb'1::: t:-.i '1 

m1~1b-wu.:i1u'UeJ.:i1ri1.:in111n"il m1:w ~1:1.J~i:J-J1..ij1.:i n1vru\11 .., 
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4.2.5.2 ?n:w1·rn11tJn1..n:.J'1fl11~1Li'lm1'Wvi1mBu~tr-J1~1\ln1V1'U1?1 (LoU'U 11m~B'W 11tJ1m 
" 

:W1?1) Vl1:W~'Vlfi'll'El\lm .lf \11'1.J LL'1~n1Vl'U\?l?lfl1'U~1~ m:w.fr'UVJ'tl'U~tr-J 1~1\1 n1Vl'U\?l 
" " 

4.2.5.3 t:.J'1 m1L D n..J1tJ 1 'Wm111tJ\11'Ue-J'1~ 'tl\l~\l\11m~'l.J'\.JiJqJ~m:won'tl 4.2. 71\?ltJeJVJ fo&J~ 

hi~tJ\liJ'UVifltJ'tll?lLUn..J1tJ~1 
4.2.5.4 1~uu~ 'tl\l?f 1:W11tlLL 'W'l.J1 vJi;i° '\.h~ fl'tl'\.J n1111 tJ\11'1.J'\.h~ L.fl 'Vl Word, Excel, 

PowerPoint, PDF, JPG, PNG, RAR LL'1~ ZIP 1~LU'U'tl~1\liJ'tltJ 
4.2.5.5 G'l1:1J11tlLLG'l\?l\lon'tl:W'1fl1111tJ\11'Ut:.J'1L Yi 'El 1 -rt 'Ufl11n11fo~ \?lvi1:W Lb'1~Lb?l\?l\111tJfl11 

" 
V1t11 tJ\11'1.J~ ~\I hld1 tJ\11'1.Je-1'1 vi1m'tl'\.J~ n1V1'U\?l 1~ 

4.2.6 1~'\.J'\.Jon'tl:W'1vl1;ff1'1?l (KP!) 
" 

4.2.6.1 ?11:w11f.lu~V111-.a'1?1m1-n'B:wG'lv11;ff1\?l fi1bi'.11V1mtJ Lb'1~1B'\.Jm111tJ\11'U 1~m:w~'Vlfi 
" .r:::I ll I I.I o 

'Vle-111\11\1 fl1Vl'U\?l 
" . 

4 .2. 6 .2 ?11m1m1 tJ\11'1.Je-1i;'Ivr1;ff1\?lLL'1~n1V1'U \?l ?I m'W ~ 1~ vi1:w.fr'U vi tl'U~ cr11~1\I n1V1'U \?l 
" 

4.2.6.3 G'l1:W11f.lbLG'l\?l\lt:.J'1fl1111tJ\11'Ub Yi 'El 1 -rt 'Ufl11~ \?1Vl1:W LL'1~A'UVl1on'tl:W'1vl1"1111?l 1~m:w~ 
" 

4.2.6.4 1~'\.J'\.J~'tl\IG'l1:W11f.lLL'U'l.J1vJ~'\.Jwn'tl'\.J'Lh~L.fl'Vl Word, Excel, PowerPoint, PDF, 

JPG, PNG, RAR LLG'l~ ZIP 1~LU'U'tl~1\liJ'tltJ 

4.2.7 1~'1.J'l.JiJqJ~b~'tlfl11'\.J~V111\l'\.JU1~:1J1ru LU'UWUUiJqJ~U~V111 (Management Accounting) 

1 VlVIU1 tJ\11'1.JiJ'UVi fld1 tJ fl11L D n..J 1 tJ\l~ '11 'WW'\.J'\.J L 'ir'JtJ~ \?lV11:WLb'1~fn'\.Jfl :w n111 -lf '11 m Vi tJ'\.J n'\.J1\I L~'Wvi'1~1'u 
' ..r 1?1?111 11?lm ~ 'tl:w 1tJ\ln'\.J1~?11m\ln11/n\lm1:w/\1'1.J'\.J1~:w1ruL~ mn'\.J1~u'\.Jon'tl:w'1\lu'\.J1~:w1ru1 'Uon'tl 4.2.4 

" .r:::I .e.I Q,J ~ 
:W11 tJ'1 ~ btl tJ \?l\?l\l'U 

4.2. 7 .1 1~'\.J'\.J l'i' 'tl\11'El\lf 'l.JLL V1'1
1

\I b~'UtR \I L~'U\l'\.JU1~:1J1rubb'1~ b~'U'Utl fl\l'\.JU1~:1J1ru 11:Wn\I L~'U 
u11\I B~1\l-UBtJm:w1~mL Vl~\IL~'W~1 -li'B~ L~:w 1~LLn b~'U\l'\.JU1~mru11tJ..J1 tJ'\.J1~1i11 L~'W\1'1.J'\.J1~:w1ru 1fl1\lfl11 

' " L~'U\1'1.J'\.J1~:w1ru\l'\.J'1\l'Vl'U L~'Uu11\111tJ'11tJ'\.J1~1i11 L~'Uu11\l\l'\.J'1\l'Vl'U L~'Uu11\11fl1\lm1 bL'1~ \l'\.JU1~mru~'U ., 
, , , " • I 

11?1 tJtr \?l bL'1d~'\.J'\.JG'f 1:W11f.l L ~:WVl1tJ'\.Jf '1.JU1\11~?1 bL VI~\! b~'U 1~ b'tl\I 
"" ' 

4.2.7.2 11tJfl11L'Lin..J1mb~'1~11tJfl11l'i''El\llil1LL'Wfl1~'El~1\l-UtJtJ 2 il~ fl'tl (1) LbVl~\lb~'UV11:W 

on'tl 4.2.7.1 bbl;'!~ (2) \l'\.J11tJ'11tJ 1~Lbrl \l'\.Jllfl'11fld \l'\.J~1bi'J'U\11'U \l'\.J'1\l'Vl'U \l'\.Jb~'Utl\?lVl'U'U bb'1~\l'\.J11tJ'11tJ~'U , , , , 
Q.J .e.11.1 I 1J 0 

Vl1:We-J\111tJfl11'Vle-111\11\lfl1Vl'U\?l 
" 
4.2. 7.3 1~u'l.Jl'i' B\11 Vf V1i.11 tJ\11'1.Ju'WVi m1tJn11b D mi 1tJ\l~ \l'll'El\lbb~ "'~ 1m\lm1/n lil m1:w 

11?ltJe-i nn'\.J1~?1\1'1.J'\.J1~:w1rub&i tJ1n'\.J1~'\.JuontJ:w"'\l'\.J'\.J1~mru u1~n'tl'\.J~1 tJontJ:w'1tJ~1\l-UtJtJ 1~ bbn 1'W~ b(l'lJ~ 
" " " 

b'tlfl?l11 11tJfl11 lil1'U1'Ub~'U Lb'Vl~\lb~'U bb'1~\l'\.J11tJ'11tJ 

4.2. 7.4 1~'\.J'\.J~'tl\li'.i'Vl~biJ tJ'Ufl:Wfl11b D n..J1tJ\l'\.JU1~:w1ru bb?ll?l\11\lb~'W~1~1''1.J-.a'1?1?111 1\lb~'U 
' 

~b'Lin..J1mb~1 bb'1~1\lb~'Ufl\ILVl~'tl bU'U11tJ 1fl1\lm1/n\lm1:w 

4.2. 7 .5 1~u'l.Jl'i'B\lm1\l?l'tl'\.J1\I b~'Ufl\lb V1~'tl'llru~iJ'WVim1tJm1 bb'1~bb~\lb~'tl'WVl1B 1~B'Uru1vi ' ., 
1 Vfu'WVim1tJ m1-Y1bn'U1\I b~'U fl\! b VI~ 'El Vl1:W b~'tl'U 1 'll~trl?l bb'11~'\.J'\.J n1'V1'Ul?l 

"" 
4.2. 7.6 1~'\.J'\.Jvl'tl\11B\lf'l.Jfl11bb'U'\.Jb'tlfl?l11'\.J1~n'tlum1b'Lin..J1tJ boU'U 1rn11A'qi 1 rn?l~\lfoL~'W 

'1qJqJ11'W~ULb'l.J'l.J1vJ~ PDF, JPG, PNG 1~LU'U'tl~1\liJ'tltJ 
4.2. 1. 1 1~'\.J'\.Jvl'tl\ln1V1'U1?1?1m'W~11tJ m1b Dn'11tJ 1~ b oU'U iJ'UVimBm1\1?1B'\.J vi1T'il?1e:i'\.J bb~1 

bb'1~b'Lin..J1tJbb~1 'l"l~B:w?11tJm1m1\1?1e:i'l.J/e:iumim:wVi~-J1~1\ln1V1'U1?1 
' " 
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4.2. 7.8 11tirn1~ei'U~~1.1.~1~ei-:i hl?11m1rn1.m "UV!~eii;:iti1~~ti\111-:i rn11.1.m "U~ei-:i~11. 'Ll'Llrn1 
' 

1~tirn1'1J'UVim1tirnTu-rtiLJ1-:iV1~m1tirn1fl~tJ~1~tJ1.V!\1lc.Ji;:t ~'IJ'UVifl 1.1.i;:i~1''LI1.1m 
" , , 'U 

4.2. 7. 9 1~tiut>i' ei-:i 1.1.?1~-:iaLJ'eil.li;:i 1. LJ~ tJ'U 1. Vi tJ'U'ltJLJ1~l.l111 .. l'vlhHu~ ~?111 mt rn11. 'Li fl..J 1 tJ'1~\l 
" 

?!~?Ill 1.1.i;:i~-:i'ULJ1~l.l1twA\lt.V1~ei 1.1.utJ1.~tii;:i1VJtl ~-:i11ti1A1-:irn1 11tin'1m1l.l 11CJV1i.11ti-:i1'U 11m1.V1~-:i1.~'U 1.1.i;:i~ 
.fl1'1"l)1l.Jn1l.J 

4.2. 7.10 1~uu~ ei-:i eiei m1 ti-:i1'U?11 l.J?!m'LI~ fl111. 'Li fl'1°1 m Vi tiu n'U 1.1.c.J'LI 1.1. 'UtJ 11 m~ ei'LI 
' 

11ti1mm?! 1.1.i;:i~11titJ 1'LI1LJ1.1.u'U1~~ Word, Excel 1.1.i;:i~ PDF 1~1.tJ'Uei~1-:ii.!eiti 
" 

4.2. 7.11 1~'U'Ut>i'fl'll.l.-.il\ll.~fl'UV!i.11tJ\l1'Ul.~fltlfl~l. 'Lifl..J1ti1fl~ A1'\J1\ll.~'LI~1~-r'U~~?!11 V!~fl 
1.~ eim=1rn11. 'Li fl..J 1ti~1fl111. ti 1V1m tifl111. 'Li fl..J 1ti11ti 11'11l.l1?1vl ~ 11-.5' 1-:i n1V1'U~ 1. vJ ei?!UtJ?!'U 'Llrn11. ~ -:i-r~m1 

" ' 

4.2. 7.12 1~'\JtJ{;]ei-:ii.zjeil.l 1ti-:i-U'eil.li;:inuwu'Ur\'1nu~~ml.l1.1.i;:i~1~u'U~1~1'~ 1.~m1.?1~-:ic.Ji;:irn1 
" 

1. D fl..J1 tJ mu~n'Uc.Ji;:t rn1~11. U'U\l1'U 1'LI11tJ\l1'Uu'IJu1.~m tl'U 1~ 
" 

4.2. 7.13 1~'U'U~fl\l?l1l.l11'1'111.-U111tJfl111.'Dfl..J1tJ'11fl 1 ~~ Excel l'11l.ll.l.'U'U~flfa~r\'1V1'U~ 
1~ I. ~fl 1 m 'Umru'IJ'UViflaLJf)l,Ji;:t,j1'U1'U&.J1fl . " v ' CV.c::il V.c::il CV4 .c:t.1 ..c::t Cl.I .c:i.d 

Vim tJ 1. V!l'l: "Ufl'\J 1. "U m~'U'U'U ru'll ml.l"Ufl'U A 1fl'UAi;:tl.l l.u'l"l1~fl11'U'UVJfl1.1.i;:i ~ A1'U Al.lfl111. u fl '11tJ1. VJ tJ'U fl'U1\l l.\l'UVJ . " , , 
1~-r'U~ ~?111 1. vJ e:i?1i!u?1'U'Ufl11u~V111-:iuLJ1~l.l1ru1. vhif 'LI 1l.l°11llfi-:i1~'Uu'Li ru~ 1.wfll.J1~ t..flVJ~ 11 LJ 'Li ru~ ' ., ., 
1. "5'1V1d/i;:i fl'V!'d VJ~ 1. u tJ'UVJ-rV'l tl~'U V1~eim1~ ~v11-:ium11.~'U\111l.lm\111:01'Um1iJ ru~.fl1A-r:o 1.1.i;:i~ 1l.i1 '1i1~'\J'U 

'U d.!I QJ d..I 

VJ~l.l.VJ'U1~'U'U GFMIS 

4.2.8 1~'U'Ul.l.?l~\l11CJ\l1'Uc.Ji;:taLJfll.li;:t 1 'LI1Dl.l.'U'U Dashboard 1~'\J'U~ei-:iiJ Dashboard 2 1~tii'u 
" " 

4.2.8.1 V1i.!1?11u11ru~ (ll.l{;]ei-:i1.-U1G'l1~'U'U): 1.1.?1~-:i1.uV'l1~aLJ'e:il.l'1?11l.J.fl1V'111l.l 1."li'U 1.1.c.J'Ut.1.i;:i~ 
" " ' QI IQ CV I II ..:::i.1 I.I OQ .c::il 

c.J'1 fl1)1. 'lJ fl'11 tJ)1l.J11tll.l. V!i;'t\l l.\l'Ul.l.'1~)~~'UV!'U1 tJ\l1'U )f)tJi;'t~c.J'1fl1)1. 'lJ fl'11tl l.l.'1~)eJ tl'1~c.Ji;:t fl1)~1 l. 'U'U\l1'UVJ 

1.~ mi e:i-:i 1~ ti e.J ~ 1.1.'11~'\J'U?11m1'1r\'1V1'U~1~11'll~i e:il.l i;:i 1~ 1. tJ ~ 1.c.J ti\9l e:i?11u11ru~ 1.1.i;:i~ ~ e:i-:i 11i 1.1.?1 ~-:iie:il.l i;:i1~tii'u 
'U\J , 'U 'U 

.c:i. I Cl II I 

11tlfl111. 'Ufl'11tl l.eJfl?!111.l. 'U'U V!1fl"UeJl.Ji;:t?!1'U'UAAi;:t 
" ' 

4.2.8.2 Dashboard e.Ju~V!11 ({;]e:i-:i1.-U1G'l1~'U'U): l.l.?l~\laLJeJl.li;:t.fl1V'l11l.l\l'UD1~l.l1tw c.J'1fl11 
" " " 

~11.'Ll'U-:i1'U ~1~1~ 1.1.i;:i~?1m'U~rn11.'Lifl..J1ti 1'LIV1i111.~ti1n'U ml.l~VJ5"Ue:i-:im.U-:i1'U 
" 

4.2.8.3 Dashboard e.Yu~V111t>i'ei-:i1~1'1eJ'Un'Umoll'-:i1'U1~ (Interactive) 1~1.1.ri Drill-down 
" " 

(A ii fl~ 11 tJ'1~ I.fl tJ ~ 1. ~\lg fl'11fl.fl1V'l11l.l ml.l '1'l1 LJ fi -:i1~~'1.JV1i.i1 tJ\l1'U LA1 \lfl11 l.l.'1~11 tJfl11) Dynamic 

Filterina (meJ\loLJfll.l'1\111l.JU\l'UD1~l.l1tw "li1-:i1.1m 1~~'UV!i.11CJ\l1'U (G'i1'Ufl'11\l ~'l'Vl1~ 11'l'UV?IU'U?l'U'U'U~fl11 
~ '\J '\I , 

"j"ll.fl1V'l/?!?!l.l.) l.l.V!~\ll.~'U 1.1.i;:i~-:iu11CJ..J1ti) 1.1.i;:i~ Comparison Mode (1.LJ~ti'Ul.Viti'Uc.Ji;:tfl11~11.'W'U'l1'Un'U~1 

1. i11V1l.l1 ti 1.1.'1~ 1. LJ~ti'Ul. Vi tiu-U'e:ilJi;:i-V'1l.lu-:iuLJ1~l.l1ru) 

4.2.8.4 ?!1l.l11'1G'i\lfleJfloLJeJl.l'111tJ\l1'U1'U1l.J1.1.u'U1~~ Word, Excel, PDF, JPG, PNG 1.1.'1~ 
" " 

ZIP 1~1.tJ'Ue:i~1-:ii.Je:iti 

4.2.9 )~'U'\J'U~V!11~~rn1m.U-:i1'U ~VJB 1.1.i;:i~rn1~'Uf!'U~11'1'U 
" 

4.2. 9 .1 ?11l.l11'1'U~V111~~rn1-U'e:ill'1m-ll-:i1'U1.1.i;:i~n1V1'U~~VJ~rn11. -V1'1-:iml.l'UVJ'U1VJ (Role-
" " 

based Access Control) e:i~1.:ii.!e:iti 1~1.1.ri ~~l.l.'11~'UtJV!~fl e.J~1.1.m~uu?i1'U-:i'ULJ1~mru e.JtJ~V!11 Vi'1V1i.!1 
'U'U 'U 'U 'U 

V!i.11tJ\l1'U m oll\l1'UV!i.11tJ\l1'U e.JiJ'LIVim1 tJfl1)1. {j fl..J1tJ l.l.'1~e.J 1'111'1?!eJ'U/eJ'U~&l 11 tJ fl1)1. {j fl..J1tJ 1~ tim oll\l1'U 
'U 'U 'U , 'U 

I ~ V I 

. V!'U1 ti-:i1m V!'U l.u'V'l1~"UeJl.li;:t"Ue:i-:iV!'U1 tJ'l1'Ul'l'Ul.fl\l 
" 
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4.2.9.2 1 :::'U 'U ~ ei \11€1\1'l°"'Ufl11 ei'U t.i""'U l'l..,11'1 'U Lb 'U 'U vrn 1 t.itl' "ii "il""t.1 (Multi-Factor 

Authentication: MFA) ei~1\lueit.1611V1-r'U~i;iLLm:::'U'U bbf!:::m-li\11'U~irn'Vl~D'UViflV1~eiei'UWi11t.1m1LDfl"il1t.1 
'\J'-1 'l.I , 

4.2.9.3 1:::'U'Ul?i' €1\leHlflbb 'U'U1-X 1ei\lf 'U fl11b~· m.Jl'l
1 

eim1fjmT'Ul'i'1l'l'U n'U1:::'U'U~ ~ "i!U 
bbfl:::~'UE!'U!'i'11'l'UV11\l~~Vlfl'1Jei\l.n1ri-r\i (Lotl'U ThalD) 1m 'Uei'U1ril'l ... 

4.2. 9 .4 i'i'U Lt.J'U1t.J"J~?!e.i1'U~b'V11!1:::m.J 1:::'U'UnA'U1~?1e.i1'Ue.i1'U~ b:Wfl~fl\l'Vl:::b Ut.J'U fl11~€lfl 
" 

iJru<U-&1 ri111 bri ei L-il1?11:::'U'U~ i;iLn'UliJ1'U1'U ri{\I~ n1V1'Ui;i bbfl:::m1aafl"il1m:::'U'UBl'l L 'U~~ Lri a hii'im11 olf '11'U 
., " 

' .. 0 

m:wnm'Vlfl1'Vl'Ui;) 

4.2.10 1:::'U'U'U~V111"5'i;im161l11th:::'ll1Gi:w~'U5LLfl:::tJ5Vl'U 

4.2.10.1 ?111111t'1'U~V111"5'i;im1-Ua:wfl"ll11tJ1:::'ll1Gi:ww'U5 'V'l-ra:wLL'U'U1 'V'J'1tJ1:::L.fl'VI Word, 
" 

Excel, PowerPoint, PDF, JPG, PNG, RAR, ZIP 1~LU'U8~1\ltJ8t.J 

4.2.10.2 ?111111m~:w fl'U Lbm '1J t.im~fl-ila\!fltJ5Vl'U bbf1:::"5'i;iv1111t.1\11'Um111''U L~a'U ti~ 

4.2.11 fl11~{;1~\lbbfl:::'111:::'U'Uofi'U1-li\11'U"il~\I 
l/Cl.I II I.I Q.I o ..:::i.. ~ ti ~ ( 

4.2.11.1 i:.J 1'U"il1\11'18\l"il\;1'Vl1bbi:.J'Ufl111'1 i;il'! \11:::'U'U 'V'l1a:wrn11 Lri11:::V1i:.Jflm:::'Vl'Ubbm:m'U1 
" 

'Vl1\I fl11~ \;1~\I '11 b?!'Ueit9iariru:::m111fl111'111"ilfo1iXm111 b ~'U'll8'U nei'U'111:::'U'U;'U 1-li\11'U"il~\I 
4.2.11.2 ~f'U:il'1\I~ 8\l~i;i1-Xi1fl11'Vli;)?!eJ'Ufl111'1l\11'U1i;it.1i:.JL'li'\11'U (User Acceptance 

" " 
Test: UAT) ~1:Wtl'U~11~1\I bbfl::: Lbm '1J-iJ8'Ufl'V'l~8\l~'V'l'U 1 iXLLG\'1b?!~"il na'U\J11:::'U'Uoff'U 1-li\11'U"il~\I 

" 
4.2.11.3 1:::'U'Ub~:W~8\1'111111'11'li'\11'U 1~\9lei b ~ 8\l"il'Ufl111:::'U'U1'Vlli"il:::;ff'U1 oU\11'U"il~\I bbfl::: 

e.i1'Ufl111'111"il-r'U 

5. fl1'i~ ne:i\J'i1lbb~::rl1 ti'Vl e:i i;iF11111~ 
'U 

5.1 ~Hu~1\l~a\1"5'i;im1!Jflau1111 iXtl'u L~1V1i.i'1~~t'll'U11:::'U'U'1JB\lm11?1i!u?1'U'U'U~m1?1'1J.fl1'V'l 1 iXiim111-r 
,, 'I , \I 

m111L-U'11"il 1 'U Lfl1\1?1-r1\11:::u'U \i1'U-ilm.rn Lbfl:::?111111t'1wt'll'U1 tJ-rutJ1\I LLm '1JW'U'U 1~ LB\lfl1'U'VI m:::'Urn1'U 
dJI \J , 'I 

( 11111:::'U'UiJru"!1) 1li'11tl'i;i1tJ Lb 'U'U m1au111 ., " 
5.2 ~-ru~1\l~a\1"5'i;im1!J flau1111 '!Xtl''Um-tl\11'UV1m:::r;\u 1iXi'im111-rm111L-U'1h1 "Um11 -li\11'U1:::'Uufl1u'Vlfl 

'\J cu 'I ,, , 

~1-U'81'111!1:::r;\u m11 -li'\11'U hl'11 ni;i1tJ bb 'U'U fl118'U111 
" 

5.3 ~-r'U~1\1~8\1"5'i;iv11ri:flam11 i \11'U1:::u'Ubbt.1flm:W'U'Vl'U1'Vli:.Jb oU\11'U ri:fla~ i;i Lbm:::uu bbfl:::i~Vll'lu?!a'U 
'\J \J \I \J \J'\I 

rn11 oU\11'U1:::'U'Ufl1'U'Vlm:::u'U\11'U , 
5.4 m1!J fleJ'U1:wm:w-Ua 5.1 bbfl::: 5.2 ~a\1~1b'Ll'Um11-XLL~1b?!~"il na'Ul'Ufl1'Ufl1'V!'Ui;i?i\l:wa'U\11'U\11 i;i 

?1i;iY!1cihli.i'at.1fl11 10 1'U 'Vl~81'11:W~l'lflfl\ltl'U~11~1\I 
' " 

6. 'i:::ti::b1~1bb~::fl11~\111el\N1'U ~-r'U~1\1~8\1~1b 'Ll'Ufl111 '!XbbG\'1b?!~"il.fl1tJ1 'U 120 1'W U'lJtl{;)"iJ1fl1'Ufl\l'U111 
" 

1'UGi'tyty11i;imLtl\lrn1'1\l:wa'U\11'\.JeieimtJ'U 4 \11i;i r;l\l.Q' 

6.1 \11VI~ 1 .n1t11u 30 1'LI '11'lHlV11i11n1'u~\l'U1111ml'ruru1 ...... 
6.1.1 11t.J\11'Ui:.Jfl m11'tfl11:::'1if fl1111~ 8\lfl11'1J8\I~ 11"5' 1\1 (Requirement Specification) bbfl::: 

bbi:.Jum1~1 b u'U.:i1'U Lfl1\I m1 

6.1.2 bb'U'U"il1fl8\l'VltJ1"il8 (Wireframe I Mockup) fl1'U'Vlflb:Wi;)fl'Vl'1fl Vi
0

flru:::m1:Wfl111'111"il-r'U , " 
1

., <i ., 

V1f11111 b 'Vl'U'lle:J'U bbm 

6.1.3 b8n?!11m11Lri11:::'1if bbf!:::aaflbb'U'U1~'U'U at.1
1

1\ltJBt.J ER-Diagram, Data Dictionary 

bbfl::: Data Flow Diagram (uD'U~1\I) 
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6.1.4 bbi:.J'Uf11';iLE.Jf1EJ1CJoUeJ~'1 (Data Migration Plan) \911l.JoUeJ 4.2.2.1 

6.1.5 bbi:.J'Uf111tlne.J'\J1l.Jf1111 i'l1'U'H::'\J'\J 

6.2 .:i1i;i~ 2 fl1UL'U 60 1'W tl'rni'i;i1i11n1''Ui;i.:i'U13.J1'Uaruru1 ...... 
6.2.1 i11b(;'f'Ue.irn1&.Jn11"Mi11"lle.i-:i1:-::uu~e.iflru:::m13.Jm1\9111'1fo l'lei-:ibb~1b(;'f~'11~iJeivn11~ei v'1::: 40 

"ll€J-:J1:-::uu~-:J'M3.JVll'11l.J bbi:.J'Uf111~1bi'.l'U'l1'U1 'Liie.i 6.1.1 LVICJ!'l e.i-:i(;'f 161'1 m1v11-:i1'U"lle.J-:J1:-::uu~ VI Lbm:::uu ( -Uei 
~ \I"' 

4.2.3) 1:-::uumi-:i1'ULL'1:-::~'Vl6 c-Ue.i 4.2.9) Lb'1:::1:-::uu-U'e.i&J'1-:iuth:::mru (-U'ei 4.2.4) 1~ 
'\J '\J 

6.3 .:i1i;i~ 3 fl1UL'U 90 1'W tl'uti'i;i1i11n1''Wi;i.:i'U13.J1'Uaruru1 ...... 
6.3.1 i11L(;'f'Ue.Jfl11iin11"Mi11"1Jei-:i1:-::uu~eiflru:::m1&.Jm119111'1-ru ~ei-:ibb~1L(;'f~"il 1~iJeivn11~eiv'1::: 80 

"lJei-:11:-::uu~-:i"MiiVI 1V1v~ei-:i(;'f16l'1m1v11-:i1'U"llei-:i1:-::uurhnu&iV1ml.J Ciei 4.2.5) 1:-::uu~Tf1'V1 Ciei 4.2.6) 

1:-::u~uqJ:U (-U'ei 4.2. 7) bb'1::: Dashboard (-U'ei 4.2.8) 1~ 

6.3.2 v\'1bi'.l'Um11vn~1vi €Jl.J'1bb~1 L(;'f~"il YJ~€Jl.J11 CJ'l1'Ui:.J'1 m1m1"il(;'f €J'\Jfl11l.Jti n~ ei-:imu61'U"lleM 
'\J '\J 

ieil.J'11'11l.JoU€J 4.2.2.3 
'\J 

II 

6.3.3 bbi:.J'Uf111~V1~-:i1:-::urnb'1:-::m11bm1:-::i..1i:.J'1m:::'Vlu\911l.J.Ue.i 4.2.12.1 

6.4 .:i1~~ 4 fl1UL'U 120 1'W tl'u5~1i11n1''Ui;i.:i'U13.J1'Uaruru1 ...... 
6.4.1 ?I -:i&Jeiu1:-::urn1'LIY1 i \PlJ'U1 bb~1 L(;'f~"iJ fl1'\J'Vl n Ll.JVI '1 &\ V1vY-:i bb'1::: 1i-:i1'U1~ "ii~ -:i YJ-reil.J11 v-:i1'Ui:.J'1 

' '\J 

f111'VlVl(;'f€J'IJ UAT miioLJ'ei 4.2.12.2 

6.4.2 11CJ'l1 'Ui:.J'1 f111'Vl VI (;'f €J'IJ fl11l.J d 'LI fl'I tJ '1 €J VI .f1 CJ \911l.J-LJ' €J 4.2.1.12 11 CJ'l1'Ui:.J '1 f111'Vl VI(;'! €J '\J 

u1:-::~'Vl6.rnYJml.J-Uei 4.2. i.14 bb'1:-::i:.J'1m1'VJV1(;'feium1n~'U.ue.il.J'11'11i1.Uei 4.2. i.8 
• '\J '\J 

6.4.3 be.Jn(;'f11m11Lfl11:-::t-1bb'1:-::eieimLuu1:-::uuuU'IJ(;'fl.J~1ru (ER-Diagram, Data Dictionary, Data 

Flow Diagram) bb'1:-::be.Jf1(;'111'\.J1:-::ne.iu API 

6.4.4 Source Code 1:-::urn1'U~'l'Ml.JVI 1 tJ1bbml.JtJ1:-::CJn~~i\PlJ'LI1~'U be.Jf1(;'111~b~CJ1oU€J'I filiei Lrn::: 
' '\J 

~ei1~Vi'131tl(;'f16\9lbb'1:-::bb'U:::i.11m11i-:i1'U1:-::uu U'UVif1'1'11'LI External Solid-State Drive: SSD v1iim1l.J'11~ 
' 

iJeiCJf1rJ1 1 TB -;J1'U1'U 2 "lJVI 
' 

7. 1.:ib~'U'l'l.J'l..h::i11ru 

-:iu tJ 1:-:: m run ei -:i CJ 'VI '01311(;'!\Pl1 bb'1::: bbi:.J 'U'l1'U tJ 1:::'1°1"1-:iutJ1:-::l.J1 ru VJ .131. 25 6 7 o 11 CJ m1-:iu '1-:J'Vl 'LI-
' ' 

fl1.ii'rusv'ifle.il.J~1bl9le.J~ Lll'LIL~'U-;J1'U1'U 855,000 u1'Vl (LL'l.JV1bb(;'f'U~1"Md'U~1~'U'\J1V161'U) 
' 

8. b~e>'U16lln1';i"ll1';i::b~'U 
~ 11~ 1-:i"il :::'l111:::Fi1~ 1-:i Lde.i ~~u~1-:i?i-:iii eirn 1'U bb~ '1 :::-:11Vlfl1'\J61'U bb'1:::flru:::n11&.Jm 11'111"il-rui(;'f V11~ 1'11T:U 
'\J '\J ' II V 

QJ Q.J.c:t !.I !IV.<:::il 

';i'U'l1'U'l1Vl'U'Ub )CJ'\J)€JCJbb'11 ~'l'U 

.:i1i;i~ <P> "M~'l"i11n?i-:i&Jeiu-:i1'U-:i1V1~ (9) L(;'f~"ili'Ubb'1:::flru:::m1&.Jm11'111"il~'\J~"il11ru1fo-:i1'Ubb~11V1mi'.Jn~1v 
bll'U C9lct% "1J€J'lb~'Ufl1~1'1 

.:i1~~ 1£1 "M~-:i"il1n61-:i&Jeiu-:i1'U-:i1V1~ l!'.l L(;'f~"ili'LILL'1:-::flru:::m1&.Jm1l'111"i1-ru~"il11ru1~rn1'ULL~11V1mi'.Jn~1CJ 
bll'U l!'.lct% "1Je.J'lb~'Ufl1~1'1 

.:!1\;l~ m 'M~'l"il1f1?i'll.J€J'\J'l1'U.:!1~~ m b(;'f~"ili'ULL'1:-::flru:::m1l.Jf11)\9111'1fo~'111UJ1~'\J'l1'Ubb~1 LV1mi'.Jn~1CJ 
btl'U mo% "ll€J'lb~'Ufl1~1'1 

.:i1i;i~ cs:: 'M~'l"il1n?i-:i:weiu-:i1'U-:i1~~ cs:: b(;'f~"ili'Ubb'1:-::flru:::m1&.Jm119111'1fo~"i111ru1-ru-:i1'Ubb~1 1V1mi'.Jn~1CJ 
btl'U mo% "ll€J'lb~'Ufl1~1'1 
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9. fi1'll-ru 

vi1fl~-ru~1.:iv\'1 b u'U m1111 bb~1 b?l~'il m:w n 1vt'U ~ bb'1::: ~11~1.:i EY.:i 1:w '1i~VJ5ueJ fl bf'i fl~ ruru1 ~-ru~ 1.:i'il :::l'i' eJ.:i 
\I " QJ CV '\J 

-li11:::fhi.Hu1 Vf eY11'il1.:ib ll'U11ci1'U1 m)m1~mm::: 0.10 "Vmfi1~1.:i1P11:w~ruru1 tl''Ut1~'il1fl1'Ufl1'U n1vi'U~ 
" v v 

10. V1~mm1.1'1m1~1\11'HU1~~b~e:in.Ueni:t'IJe:i 

10.1 fl11~'il11ru1ri'~ b~eJfloLJeJ b?l'UeJ'il::: 1 oUV!~ flbflOJsvl11fl1'l.h:::fleJ'U bflUJsvl~'U hrn n1V!'U~'l.hvttl' flfl::: bb 'U'U 
,, 

11:W 100 fl:::bb'U'U \91.:i-W 

" ~ 

bnrusn 'l11V1i1n (fl:::bb 'IJ'IJ) 

1. bflUJsvl11fl1 40 

2. bflrusnflrufl1'1"l (oifma'UeJ~1'UbVlfl'Wfl) 60 
' 

'j'J~ 100 

10.2 bfl0Jsvl11fl1 (40 fl:::bb'U'U) 

~~'Uoif eJb?l'UeJ~ b?1'Um1F11~1a ~ 1~ fl:::bb'U'Ub~:w 40 fl:::bb'U'U ~~'Uoif ma'Um1ci~'U 1~fl:::bb'U'U1P11:w~ ~?i1'U \91.:id 
" ' " ~ .J d 11d II ~ 

fl:::bb'U'U11fl1 = (11fl11P11?f~Vlb?l'UeJ ..;- i1fl1Vlt:.JCJ'U'lJeJb?f'UeJ11CJ'U'Ub?l'UeJ) x 40 
' " 

~.:id fl1iA1'U1rufl:::bb 'U'U 1 Vtb lJ'U 1 tlm:wvi~mnrusnbb'1:::15m1~m:w'Lifl)~nm.:in1vi'U~ 
10.3 bfl0Jsvlfl0Jfl1'\"l (60 fl:::bb'U'U) 

' 
eYti 'Uoif ma'U -eJl?i' -eJ.:i~ ~v\'1-if ma'U eJ 1?11m VJ Ai! rim:wVf1oLJ'eJ 1 'LI'll eJ 1 o.3.1 fi.:i 1 o.3.6 t~ ci1:::u rn"Vviu 1~ 
" ' 

-51.:i~.:ifi.:i bbl?i'1 :::-eJ.:il°l'lh:::flmJ riru:::m1:wfl11'iJ:::oW'iJ11ru11 VI fl:::bb 'U'Ubovn:::-eJ.:il°ltb:::fleJ'Uvi 'lh1fl!J 1 'WoLJeJ b?l'UeJ 

bb'1:::ih1 ci'1:::b5 ci~b-W ci.:i'\"leJ~'il::: bba~.:i15v11 b iJ'U m111?1''il~ .:i m1fl~11fi.:i t~ci 1li:ih1 ci'1 :::b5 ci ~ vi~-eJm1ri'~'1 eJ n 

oif eJm1:w'il1 n'lleJ'Ub 'lJ1P1.:i1'Udt~ci 111na1w b ~:w b~:w 'iJ::: 1:w 11?1fofl::: bb 'U'U 1 'UeJ.:il"l'lh::: fleJ'U,r'U 

10.3.1 fl11lJboLJ11'il'lJeJ'Ub'lJ\Pl.:J1'Ubb'1:::fl111bfl11:::'\..h:::'U'Ub~:W (15 ri:::bb'U'U) 

~'il110J1'il1fleJ.:Jrl'lh:::fleJU 1 'UoLJeJb?f'UeJ \91.:id 

(1) m11bF111:::"1uruvi1bb'1:::oif-eJ"il1n~'lleJ.:i1:::urn~:w~.:i 2 1:::'Uu t~m)1.:i~.:ioifeJ:w'11'Umflt:.1mfl 'lJ. 
v " 

(2) IP1111.:Jbb?ll'"l.:Jfl11:W?feJ~fl~eJ.:J1:::Vl11.:ioLJ m?f'UeJn'U'lleJ'Ub 'lJ\Pl.:J1'\..!11CJoLJ eJ 1 'UoLJeJ 4 

(3) bb 'U1VJ1.:im1u1ru1 fl111:::uu b~:w~.:i 2 W'U'U bb'1:::1:::u'UiJ ru~b oif 1 b ll'U1:::urn~m 
v 

e:i~l°l'll'j:::mm I 'j:;:~u fl:::bb 'IJ'U 

iiri1u~.:i 3 eJ.:JAth:::flmJ bb'1:::VJfleJ.:JAth::: fleJuii11cm:::b5CJ~b oWCJ.:J'l"leJ 15 
' 

iJF11u~.:i 3 eJ.:JA'lh:::fleJU bb~iJeJ.:iA'lh:::neJ'U~11ci'1:::b5ci~1lib-Wci.:i'l"leJ 10 

ii 2 eJ.:JA'll1:::neJu 5 

ffilibn'U 1 eJ-:il"ltb:::fl-eJu 0 
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"'ti ., ei.:ifl 'j:meiu I 'j::~u fl::tb \J\J 

(1) fltnUl'lCJm':im:::'\J'\J L'Vlfll'Ulii'l~ LLG'l:::61leJ~~LL1~vTI-li ~~ell.J':i:::'Ufltn'U:::fl1':iflil'Ufl'U'U 3 
' ' 

':i:::CJ:::CJ11LL'1:::L~e:J'U1"ll~"ll~'Vl~ 1'11l.J.LJ'eJ 4.2.1.16 LL'1::: 4.2.1.17 

(2) m1eieimL'\Ju~1'U.LJ'eil.JG'l~':iei.:ifovrmCJtl.:i'Uth:::mru1 'U~1'U.LJ'eil.lm~m 1'11l.J.LJ'e:i 4.2.1.2 3 
~ 'U ~ 'U 

(3) fl1':ieJeJmL'IJ'\J':i:::'\J'UUru:U 1~LLn 'Vl:::LDCJ'Ufll.Jfl1':iLUn~1CJ fl1':il'l':iT~fleJ'U1.:lb~'U fl1CJfl1':i 3 
.... ' 

e:J'U:iJ'~ LLG'l:::':i1CJfl1':ii.JfotJ':i.:J 1'11l.J.LJ'e:J 4.2. 7 
' ' 

(4) l.J11'l':ifl1':ifl11l.J~'Ufl.:Ji.JG'lei~.ii'CJ 1~LLn MFA fl1':iDeJ.:!tl'Ul'l1l.JLL'U1'Vl1.:I OWASP Top 10 3 

Audit Log LLG'l:::fl1':i'11':ieJ.:ILLG'l:::tl~'U.LJ'eJl.JG'l 
" " ., 

(5) ~1mJ1.:ivrii'1"ileivr~mL\J1'Vl1.:Jfl1':ieJBmL'\J'U Dashboard ~.:i 2 ':i:::vi'u ml.l.LJ'ei 4.2.8 3 

"'tJ ., ei.:ifl 'j::mm I ':i::~u fl:::LL 'U'U 

(1) LL'U1'Vl1.:Jfl1':i~'IJ~1fl':i.:Jfl~1.:J.Um;J'1 (Data Mapping) \11f1':i:::'Urn~l.J~.:J 2 ':i:::'U'lJ 2 

(2) 1Gfl1':il'l':i1"ilflel'Ufl11l.J tin ~eJ.:Jfl':i'Ut1'1'U"lleJ.:J.LJ'e:Jl.JG'lVfGl.:J lCJ nci'1 CJ (Data Reconciliation) 2 
" " 

(3) LLt:.J'U'11':ieJ.:JmMCJncJ1CJoUe:Jl.J'1hl'11L~"il (Rollback Plan 2 
" 

(4) meiunmrn':i1CJnci'1t.1.LJ'e:il.J'1~flei~riilei.:inrn1~.:i1'Ul'l1l.J.LJ'e:i 6 2 
" 

(5) LL 'U1'Vl1.:Jfl1':i L i.J~ CJ'U~1'U\11 n':i:::'lJ'U L~l.J~':i:::'lJ'\J 1Vfl.J1~CJ hJ m:::'Vl'U fl1':ii.J~'lJ~.:!1'U"lle:J.:I 2 
' Vf'U1CJ.:!1'U 

10.3.4 t:.JG'l.:11'U1'UGlffl~tu:::L~CJ1tl'U (10 fl:::LL'U'U) 

c.J'1.:J1'U 1 'LIGlm~ru::: L~ CJ1 tl'U vrl.J1 CJii.:i t:.J'1.:J1'Ufl1':iVl' \9l.l\J1':i:::'U'lJfl1':ifl'U L 'Vl ~~1'\.J.:1'\Ji.J':i:::mru fl1':i L~'U 

vr~eiuru:U 1 ~LLnvri11CJ.:i1'U"l.le:i.:if~vr~eif ~1fl1vrn"il ~'1.:il.Jeirn1mLil1Lfl~"ilf11CJ1 'U':i:::v:::nm 5 tJ iluii.:i1'U~'U 
.... ~ ~ 

.LJ'eiLfl'Ue:J 1~t.1~eJ.:JLL'U'lJ'11L'U15'ruru1LLG'l:::vril.:i~e:ifo1ei.:it:.JG'l.:!1'U"il1f1rl5'ruru1 ~.:id G'f1l.11':itiil'IJ':i1l.Jt:.JG'l.:!1'U~16li~'U 
QJ Q.I 'U ti u 

ml.l-U'ei 3.14 1~ vr1mtl'Ut:.J'1.:J1'U1 'UGln~ru:::L~CJ1tl'Ul'l1l.J.LJ'e:id 
"'ti ., ei.:ifl ':i::mm I ':i::~u fl::LL\J\J 

iit:.JG'l.:J1'U1'U«n~ru:::b~CJ1n\J~.:JLL~ 2 t:.J'1.:J1'U~'U1i.J 10 

iit:.J'1.:J1'U1'LIGln~ru:::b~CJ1n'U 1 t:.J'1.:J1'U 5 

hJilc..iG'l.:11'\.J 1 'WGln~ru:::L~mn'U 0 
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10.3.5 f\t\.!1~LL'1~°lJ"J~'1'\Jf11"JtU'lJtl\l'Uf\'11f11Vli;rfl (5 f\~LLLJLJ) 
, , , v 

-W -;;i11ru1-;;i1fli.J1~1'&i m1vf 1\11i..i fl u.n ~ LL'1~vti!\l~e:i ~mi'i..i m1i.Jnu&i \11i..ilu 1m..:im1-U 'llt:i\I 
I.I , , d.J 

'Uf\G11ml'rn.1-ii't:i 4.1 ~..:iu . 
ei~l°ith~m:iu I 1~~u fl~bb 'l.!'l.! 

(1) ~~\11f1111m'lfl11 i1'lh~'1'\Jfl11tU'\J~Vl111fl1\lfl11~1'lJLJ11~'\J'U'111'1LJLVW1 ~\lbb~ 1.5 

3 1fl1\lfl11~LJ1i.J 

(2) i1 fli bf\ 11 ~i..1 bLG'l ~tltl fl Lb '\J'\J 1~'\J'\J :WLJ 1~ '1'\J fl11ru~11.J f1111Lf\11 ~i..1 bbG'l ~ tl tl fl bb 'U'\J 1 

1~'\J'\J hh!mm11 3 tJ 

(3) ~Lzjt.11'lJ1ru~1LJ\l'U°lJ1~:i.nrubbG1~'llru~.fl1fl-r~ :WLJ1~'1'\Jfl11ru~1LJ\l'Ui.J1~:i.nru 1.5 
'\J QI QJ cU 

m1L~LJ vt~t:i'llru~mfl-r~ hh!t:it.1n11 5 tJ ., "" 

(4) System Engineer I DBA :WLJ1~'1'\Jfl11ru1:1.hJt:it.1ffJ1 3 tJ LLG'l~bflt.Jbt.1n~1t.1 1 

-ifm..1G11~vt-J1\11~'U'U1l.JiJ'Bt.1n11 1 1fl1\lfl11 
'IJ 

\J ., v~fl 1~ml\J I 1~~u fl~bb 'l.!'l.! 

( 1) LLe..ii..im1tlnt:i'\J1ll~1~'\JVli;rfl'11'11 flcil!~L-ii'1t:i'\J1l! '11i..i1i..ii11ll'I bbG1~161\11e..iG'l 2 
, \I , '\J 

bbtl fll'l1ll'\J'Yl'UTV1 m oif '111.J bbG'l~ b 41vtiJ'1~~1'lJLJ1W'\J'\J 
'IJ 

(2) b'1i..im~t1~b1m-r'\JLJ1~ni..i1~'\J'\JLJ1LJfl11~n1vti..i\111 i..i-ii't:i 10.1 1l.JiJBvfl11 6 1.5 

"" b\11tlLJ 

(3) i1-deJ\l'Yl1\l-r'\JLb4\liJruvt1~1~'U-ti\11b"JLJ (L-dLJ 1~'U'UfobL4'1iJtuVl1 Vlll1t.JbG'l'lJ b 'Yl1~VWl ., ' ., 1.5 

~i.J1~'11LJ\l1LJ) bbG'l ~-rr'U\91 'i:l'U fl11&\ \11\911ll'1fl1'U~fl11Lbnl 'lJ 

,, ' 
10.4 f\~LL'U'Uf\UJ.fl1'V'l-ti'U~1 

' 
~~'U-U'm'1'UBlii'e:i'l 1~fl~ LL 'U'ULflrusnflru.fl1'V'l11ll 1l.JiJ'e:it1 fl11 42 fl~ Lb'U'U ( 1'e:it1G'l~ 10 'lle:J\lfl~ LL 'U'Ubflrusn 
'IJ , 

f\UJ.fl1'V'l) i5\l"J ~ 1~-r'\J fl11oW"J11t\.!1 fl~ Lb 'U'U bfl rusn11f\1 ~~'UoLJe:l b'1'U t:im~f\~ bb 'U'U~1 fl'°i1 Lfl rusnd~t:i-J11l.J ~ 1 'U fl11 
' 'IJ 

10.5 15m1-W-;;i11ru1 

10 .5.1 f\ru~m1llfl11'W "J11t\.!1e.JG'l n11i.J1~f11\1111f\1B b~ fl'Yl1e:JiJ fl'11-Mfl~ bb 'U'U bfl rusnf\ tu.fl1'V'l Lb~ G'l~ , 
' 'i 1!1 d ~ ' ~ e:l\lf\D 1~ fle:l'U b\11 ti 'lJf\~ LL 'U'ULuG'l tl'lle:l\I f111llfl11'Yl f1fl'UL tl'Ufl~ LL 'U'U'lle:l\le:l\lf\D1~ fltl'U'U'U , 

10.5.2 f\t\.l~fl11llf111e:l1"J L ~ruef~ LJoLJe:JLG1'UtJU1L'1LJe:loLJ e:JL'1'Ue:l~1'UL 'YlfliJ fl flf .:11;rn 1l.J Lfl'U 30 'UTVi 
., 'IJ 

b v1 tJ°lJ1~ fle:l'U m1-W-;;i11ru1 b\11 ti fl11U1 L'1'Utl b .LJ'UL .w tl\lfl11~LL "J\111 tlG'l ~bB ti \11'lJ'i)\loLJe:l L'1'Utl~ ~ 'U 11Lb~1Lvi1i!'U 
~~'U-if m'1'Ut:i 1l.J'11:i.n1m ~m&il!vt~m i.J~ t.J'ULL °lJG1\1'111~~1Aru'lJB\loLJm'1'UeJ 1~ 'IJ ., 

10.5.3 f\tu~m1l!fl11"J~A\11L~e:lfl~~'UoLJ'i:lb'1'UeJ~1~fl~LL'U'U11ll (Lflrusn11fl1 + Lfltusnf\tu.fl1'V'l) '1\1'1\11 
'\J , \I , 

Vl1fli1m~fl~LL 'U'U11ll?l-!!?I \11 L vi1n'U 1 'IXA\11 L~ tlfl~~11'i'fl~ LL 'U'Ubfltusnf\tu.fl1'V'l?l\I fl11 V11fltJ\I L vl1 tl'UB fl 1 'IXA\11 L~e:l fl 
I l\J I '\J , '\J , '\J 

!Id o I 

~'Yl b?l'U'i:l11f\1 \911f111 
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10.6 .LJ'mJ'1'.i~'U'UL~11 
" 

i;j'-JT•h:i 11')..a' (;lvJ1oLJB11'1'.i~'U'U b~1111l 'WJ11flt:-J'U1 fl '1J. b vlei L ~i;j'~'UoLJB b6'1'UBVl f1'.i1CJ L oiftJ'.i~flB'Uf11'.i~ (;lvl1 
'U 'U 'U , 

.LJ'vb6'1'WB 11'1vV1'lb vl1b VimJn'W cr~'WoLJB b6'1'WB~ cJi B'lf11'.ioLJB11'1 b ~11 b&i11 L ~6'1B'Ut11:lJ(;11:lJ-iiv.:iVl1'l bb~~'.i~CJ~ b 1'11~ 
~ " 

rlT\ll'U(;l L 'Ubvfl6'11'.itl'.i~f11(;1'.i1f11 b(;l CJi;J1141.:il\l~ bt:-J CJ bb vdfl1(;1B'U 1 ~e4~'UoLJB b6'1'UBVlf1'.i1 CJVl'.i1'U 
~ ~ ' 

11. n1'ji''lJtl'j~n'Ubb~~n1'jcLJ1":i'li'n'l!l-1":i~'U'U • 
11.1 ~f u~1-:i~ ei.:if 'Utl":i~ n'LI'.i~'U'U'l1'Wvi'-i·r w.i'U1:ff m iJ 'U'.i~ CJ~ b1m 1lii.Tei CJn11 1 u tl'rn1 (;1'11n1'LI~ 

~ 

fl ru~ f1'.i'.i11 f11 '.i (;1 '.i1'1f'U'W'6'1(;)11') (;1 '.i1 '1f 'U'lTU'l1 (;16'{ (;)VJ1 CJ b~ CJ'U ~ B CJ bb~1 • • 
11.2 L 'W'.i~ CJ~b 1'11f'Utl'.i~n'U '\111 m~'U'Ubfl(;loLJ8~~'V'l'11(;leJ'Ub tiei.:i'11flf11'.ivl1'l1'U'l.IB'l'.i~'U'U'Vl~B 1 tl'.ibbfl'.i11 

~-r'U~1.:i~ eJ'l(;JB'Uf 'Um'.ibb~.:itJ ruV11Jl1CJ1 'U 4 .fi'11:1J-:i1'LI1'Wbb'1~b1~111"Um1 bb'1~bbm'l.11~bb~1 b6'1~w11CJ1 'U " ., 
48 i11:1J.:i tl'u'11n 11'1f'U bb4-:i 1~CJoLJ'ei~~'V'lm~~b~CJ1oLJ'ei-:in'UoLJ'ei11'1m'.ib~'UV1~eim1biJn~1CJ 1 ~~m U'Uci'11?1''Um1:1J 

~ 

d-:i~1'U6'1.:J6'1~ 
~ . 

11.3 1 'W1~ CJ~n'11f'Utl1~n'U trf u41-:ilii'ei-:itJfuu1-:i Lbm 'l.l'.i~'U'U 1 ~"'ei~fl~ ei-:in'Uf111:1JcJlei-:im'.i~'.i~'U 111. 'U 
" ' . 

'l.lv'Ub 'l.1(;1.:J1'U'd 1~CJ hiA~fi11 off~1m~11L&i11 
1 i.4 m1~1b-U'Um11(;1 1 'l.1ei-:i61JeivJ~fo1{ V11ni'H:lqiV11b~ CJ1n'U~'l.l~vitzj-:i'1~cJiei-:i~1b-U'Um1'l.leiei\{ qi1(;1 

v\'1-LJ'ei~ n~-:i v\'1£.1ruru1~eiV1~m-d1 V1~eiv\'1m1~'U 1~n'Uc4'b tl'Ub41'l.lei-:i~'l.l~vit 1 ~~m U'Llm'.i~ bb~~V1i.T1~'llei-:ie4 
"'"' 'U 'll 

f'U41-:i bb~ b oW~M~1 m~ CJ1 bb'1~e4f'U41-:i b U'Ue4f'Um'.i~fi11 off ~1 CJ~.:J'Vl:lJ~ 
~ ~ 

11.s i;Jfo41-:ilii'm~-:i11ei'Ubvfl6'111'.i~'U'U-:i1'Ubb'1~fiiieim'.i 1 off-:i1'Uuu'UtJfotJ1-:ivinfl~.:i~iJm'.iLbm 'l.l'.i~'U'U 1 'LI 
'll 'll , 't 

'.i~ CJ~ nmftJtJ'.i~ n'U bb'1~~ .:J11B'UQU'IJ6'1~Vl1CJn v'Ui'U6'1~'.i~ CJ~ nmf 'UU'.i~ n'U 1iii.T B CJfll1 30 l'U fa CJ 1ii A~ . ' 

12. b~v'UL'l.l~'U 61 

12.1 oLJ B11'1'l.IB.:J m116'1tl''U6'1'U'U'\J~fl1'.i6'1'1JJ11'V'l~ cr-r'U~1.:J 1~f'U'Vl~m oLJ 1fi-:i L 'Ufl1'.i~1 b i1'U.:J1'Um11« ruru1d 
'U , , 'll u u 

1111fi-:ioLJ'a11'1.:i'Utl'.i~1l1rubb'1~'.i1CJfl1'.ib iJ n~1CJ ~m U'Um111i;r'U'l.la.:ivi1-:i11"Um'.i i;Jf'U41.:il'i'a.:i hh111 tJ b tJ (;lbt:-J t.1 
~ ~ 

'VI~ a 1 off L ~a n115 'LI bb'1 ~~ ei-:i:W 111~'.i n11fo~1f11111d 'Ufl'lU'18(;1.f1' t.i'l.la.:i.LJ a~ '1 ~11l fl{;]'\11111 t.1 bb'1 ~'.i~ bu CJ'U~ 
b~t.11-LJ'a.:i ~.:id hh111fi.:ioLJ'a11'16'11tJ~i;J-J141-:in1V1'U~ 1 ~bt:-Jt.lbb'V'l~~a6'11u11ru~~111-LJ'a 4.2.8.1 

~ ' ~ 

12.2 ~fu41-:il'i'a.:itJl)u&i~1:1J'V'lW'.i1"1!UqjfQ'&i~:lJfl'.i8.:JoLJB~m11'U~flfl'1 'V'l.P!. 2562 L 'Ufl1'.iU'.i~1l1'1t:-J'1 
oLJ'a:1J'1~1'U'Uflfl'1'l.1a-:im off .:i1'U'.i~tJ'U bb~~'.i~'U'UcJia-:i..a'(;l Ln'UoLJ'ei:1J'1~1'U'Uflfl'1 b vi1~"il1 b U'U 

'U , 'U 'U , 

12.3 '.i~'U'U~'W'w.i'U1:ff 'U~111'l.18'\Jb 'l.l~'l.18'l.:J1'U,i 11115.:i Source Code bBfl6'11'.i bb'1~ 1 U'.ibbfl'.i1l~i;j'fo~1-:i 
" 

'W'w.i'U1L ~:iJb&i:iJ tlf 'Utl'.i-:i 'Vl~vl?1'\;l bb tl~.:i 1 ~iim U'U~'ll~vitbb'1~fl'.i'.i:1J~Vlt'l.la.:im116'1tl''U6'1'U'U'U~f11'.i6'1'l.IJ11'V'l i;Jf'U , , , 'll 

~1.:i'1~°Ll11 tJ1 off L via m1~'Un11'1 b 1'LI bb~ 1~f ua'Ufl 11~ b u'Llm vi;r n~ruern~1'11 nm116'1tl''U6'1'U'U'U~m16'1'1Jm'V'l 
, D~ 'I. 't 
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fl11°lt.J'W1n 

mri~i.nn fl. ~.:i Flowchart flWU1'Ufl11vl1'11'U'1leNWU'\J 

.fl1fl~'U1fl 'll. -ii'B11m~U'\Jb~1J 'lh~flBUJ11tJ zj€lWUUbbG'l:::~Btlb1'UL"lll'i .fl1'\j1 b 'lhbbfl';i1JbbG'l:::W'\JU~\1ifl11 
~ ~ 

~1'U.if €l1JG'lvfl i 11 tJfl11~111'1-ii'BllffVI~ fl "il1'U1'U11 tJ fl11-ii'B1JG'l b\11 tJ'\.h:::111ru bbtlfl~11JD'IU'\.h~111ru bbG'l~ 
0.3 \J " '\.I 

11CJfl1111tJ'l1'LI~1iBtJ [~l1~1'1~\1ivl1) 
~ ~ 

.. ~a .................. if-1/(_ .. ~7£'1 ................... t11•01un;;~011 
('U1tJG1'VfiltJ 6111.:i~) 

' 

.,zja .......................... ~ ... · .................... mwm; 
('U1.:i6111i;r'Ut>l~-W -tl11bijB.:iiJfl) 

' 

••zja ...................... ~ ................................. ""~°"' 
(mvu1-W 11m.h~~u) 

~ 
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~1'W':i16lffl1':i ... .nei.~~xi.MJ~w.d~~~~m~n.J::1J1J.D~~fl'.IX'Umf1oi.u~n.'J1~~mr.i.lYJA ... Q.~.@~m_@Q_QQ __ ®.ei .. ®~-~®~ 

~ .... im.Q.@Q_(ffel,qp_ . .rw..~~~-~---------------------------------1u~---------~~---------~-(1_1~.~---~~~-------------------· 
b~B'1 .... '.DJ.J.~'.l1J~JJ.mJ~.b-~1J1!.~.'IJ.~'.l~fh.1DJ.~~:i~31'~i1W:u1~~:t.J.'U1.11'.l'.'IJ1~0n11m-J1.1.~'.l1J.b.bJ.J.~.~1.1.1.h.~.m.QJ ___ . 

~b~fWJ';ie:iiln-61 "ii1'U1'U (9) \11'U bbfl:::~1?1v11th:m1~'V'l¥m.Jbe:Jfl'11';ith:::mm1m..J1\1~1CJ15th:::m1?1 

';i1fl1~b~flVJ';iailfla (e-bidding) 

~1 CJmiJaii'ua'U'U'U~mda61l.n1'V'l fle:J\I CJviu~1a~~ bbfl::: bbt:-J'U\11'U ij m1llth:::a\lri"il:::~1 b il'LI md • • • 
..J1\I~ l'lJ'U1';i:::uuu~vt1';i~ 1?1fl1';ibbt:-J'U\11'Ubbfl:::\luud:::iJ1ru~ b~ flVJ';je:Jil fl'1 ~1 CJ15uwmV1';i1m8 b~ flVJ';je:Jil fl'1 

(e-bidding) ~\lij';i1CJf1:::b8CJV1til\l~a 1 ud 

• !'r 
G>. b'Vl(;l~abbi;J::f111111\11bu'U • 

(9) .(9) ~ 1 CJ fl ';ill aii'u a'U 'LI u~ fl 1';i'161l.n1 'V'l 1~ bb ..J\l';i 1CJfl1 d \l'UU ';i:::ll 1ru';i1CJ~1 CJ'l.J d::: "il
0

1 tJ ' . 
'l'UU';i:::mru 'V'l. ~. bctbb'llo ';i1CJfl1';i\l'\.Jfl\IVl'U ~~1'Ufl11ll b ~'U'lle:J'U"il1flfl ru:::e:i'Ufld';ill1Tifl1';i1a1iJrufi"iJ1';iru1 ' . "' 
~1\l'V'l';i:::';i1'llu ruru~\l'UU';i:::mru';i1 CJ~1 CJU';i:::"i\'1ll\l'UU';i:::m ru 'V'l. ~. bctb'llo lVICJ fle:J\I CJV1u~1a~~ bbfl::: bbt:-J'U\11'1..1 

"'"' ' 
1~-ru~ V1'1';i';i \l'U fl\IVl'U \J';i::: b.flVl fl dil. ru~ flaiJVi1 b~ e:ii ';i1 CJ fl1';i';i:::uu u ~vt1';i~ VI fl1';j bbt:-J'U\11'U bbfl :::\lut.J wmru ' . 
Bb~flV1';ie:Jilfl'1 "ii1'U1'U (9) ';i:::'U'U b U'Ub~'U~\l~'U c:ictct,ooo 'U1Vl 

(9). b miJaii'u a'LI'U'U~fl1';i'161l.n1'V'l tJ ';i::: fl1~ bt:-J CJ bb 'V'l ~bbt:-J'U fl1';j~ V1~a~V1..j'1\I tJ ';i:::"iJ°1tJ • • 
\l'UU';i:::lJ1ru 'V'l.~.bctb'llo bda1'U~ b'1l ~fl1flll bctb~ ';i'IXG'!Lbt:-J'Ufl1';i~Vl~e:J~Vl..j'1\I Pb~(9)ooobbbmo zje:Jlfld\lfl1';i 

' 
..j'1\l~l'lJ'U1';i:::uuu~vt1';i~Vlm';i bbt:-J'U\11'U bbfl:::\lut.J ';i:::iJ1ru8 b~flVJ';je:Jilfla "ii1'U1'U (9) \11'U \l'Uu';i:::mru 1fl';j\lfl1';i 

c:ictcr, ooo u1vi (bb tJ l?l bba'UVf 1vtduvh~'Uu1vii;11'U) 
(9).m mll aii'ua'U'U'U~mda"U.n1'V'l e:im1~1 Vf fla\I CJV1u~1a~~bbfl::: bbt:-J'U\11'U 1 oU';i1CJfl::: bB CJVI , , , , 

61Je:iu b 61J~61Ja\l\11'U..j'1\l~l'lJ'U1';i:::uuu~vt1';i~ VI fl1';ibbt:-J'U\11'U bbfl:::\luu';i:::mrua b~ flVl';ie:iilfla bbfl :::';i1fl1 flm\I "ii1'U1'U 
' ' 

(9) \11'U ~1lJV!U\l~e:J Vi '15 ob'llo(9).b'll.(9)/c:i~mb'll fl\ll'UVi (9)b ~fl1flll bctb~ , 
.... ., 

kl. -a1t1a:mmwi61le:i.:i'V'l"wi • 
..J 1\1~l'lJ'U1 wu u u ~vt 1d~VIfl1 d bbt:-J'U \11 'U bbfl :::\l'U tJ d :::iJ 1ru8 b~ fl vi d ail fl'1 bb fl::: ';i1fl1flfl1\1 

lii'1'U1'U (9) \11'U bU'Ub~'U c:ictct,ooo 'U1Vl (bbUVlbb'1'UVf1vtd'UVf1~'U'U1Vli;)1'U) ';i1CJfl:::bBCJl?lmlJ61Je:J'Ub61J~61Je:J\l\11'U 
.,; 
Vlbb'U'U 

m. -a1f11fli;i1.:i C".i1f11e11\l~.:i) 

~'U ';i1fl1"il1 flVle:J\I ~fl 1VI ~ 1ll m ';i1.:I bb'11?1\11\I b~'U \l'UU';i:::mru~1~-ru~ 1?1'1';i';i bbfl :::';i1CJfl:::b8 CJl?l 

ioh1-U~1CJflT~-:5'V1~8~1?1..J1\l~llhi\11'Unaa¥1\I (bb'U'U 'Ufl.ob) bU'U"iJ°1'lJ1'Ub~'U~'l~'U c:icto,ooo 'U1Vl (bbUVlbb'1'U 
v d 21 

'Vl1V!ll'U'U1Vltn'U) 

~ d II 
CI:'.. 1.:lb.:l'U'Vll\l::l\l1.:J 

b~'U\l'UU';i:::lJ1U.!';i1CJ~1CJU';i:::"i\'1tJ 'V'l.~. bctb~ "ii1'U1'U c:ictct,ooo.- 'U1Vl (bbUVlbb'1'UVl1vtd'U 

ct.rl1V!'UV1b1fl1 . ../ 



-Iv-

el:. n1Vl'UWIL 1a1~~£l.:I 1-tiwawi Vl~el b cH.:11'U,r'ULbii'1Lfif~"il 
' n1V1'U~ na1m1~.:i:weiu~?1~ Vl~fa 1 ~-:n'Ui!'U1.1.rK11.?1~'1 ~-ru~ 1.:il'i' ei.:i~11.-U'Un1'~ 1~1.1.rK11.?1~'1 ' ~ 

mtJ1'U (9)\vo 1'LI ifui;l~"il1n1''Ua\l'U1:w1'U~ruru1 ...... 

~~~1.:i 1~tJ15tJ1~ml311.:iiqi'll1'Uvf11 tJ ~.:i1. ll'LI1 tJm:w'l"l1~11'lliJqit[&im1~~sff ei~~~1.:i 
1.1.a~m1u~V111~a~.n1fl-r\i 'l"l.1'1. lvctbo mm1 crcr (C9l) "15tJwmm:ilru'll1'Uvf11tJ 1~1.1.n m1~V1t11tJ.:i1'U . "' " 
'Uei.:i-r\i 1. :ilru'll1'U~tJ1~neium1Yr11tJ~i1Arua:wiJ&im.:imm~ei'U1'll~V1t11tJ.:i1'U'Uei.:i-r\in1V1'U~1 ~1. .U1~'LI.LJ'ei 1.a'Uei" 

cU QI \I Cl d.3 ,, 
...:::ii Q..I I ii QJ di Q.I V ~ IV Q..I 1.1 

1.1.a~ 1'11:WWb'UtJ'Um~Vl':i1\lfl1':ifla.:i11mtJfl11"il~"lleJ"il~"il1\lbba~m1u1V111'\"l?i~.n1m\i 'l"l.131. \vctbo 'UeJ ®~ . ... 
(C9l) .Uei iv~ (Iv) 1.1.m~.Uei rne9l 15tJwm~11F11a1.~nV11ei-Una (e-bidding) iiiei m1sffeiV1~ei~1.:ifl~\IV1~.:i~.:in 
1.:i1.~'U 1.fi'U croo,ooo u1V1 1.1.matJ'U~'Uf!1V1~ei.:i1'Uu~m1~1~1~n1V1'U~11tJa:::1.BtJ~flru~n~ru:::1.u'l"l1~ • 
'llei.:i~ a~ H 1'U1~u u.U ei:wa ~'U fl1 (e-cataloo) 1~ tJ1~~11.-U 'U m11'U1~uu tJ 1~ m ~ 11ma1.~ nV11ei-U na . ~ ~ 

(Electronic Bidding : e-bidding) l'\1:w15m1~m:wiJqi~nm.:in1V1'U~ 
aJ ti Q aJ 4 11 

rn1. V1lilmnru6Vlm1~"il11ru1F1wiLi;ie:in"!Jmam1 

m1~'111ru1A'~1.~ein.Uma'Uei 1~tJ1i' "1.nruo/i11F11" I.La~ "Lnruo/iFJrum'l"l" 
' 

c::;:. ~1.:i'll':i:m1ft LL!ild1.:iLeina1':i'll':i:::n1wi':i1fl1~1.:i 

~1\IU)~fl1\3f ~ 1\1 bba~~1.:IL€J fl?i1':i i.h::: f11~)1fl1~ 1\1~ \9ll'U1):::'U'U'U ~Vl11~ ~fl11Lb~'U\11'U bba::: 

.:iutJw:w1rua 1.~nV11ei-Una '1°1'U1'U C9l \11'U ~1tJ15tJ1:::m~11ri1a1.~ nV11ei-U na (e-bidding) 1~m~'Ufl11hh.11~1.:i 

tJ1:::m\31~1.:i 1.1.a:::~1.:i1.eina11tJ1:::mm1m., 1tJ1.~mL'l"l~L~ei1 ~a1u11ru'llm?i'Um1.'U::: 1'111ru ~1'UVl1.:iL1u1"11~ 
'Uei.:inei.:itJV1u\311?il'l~LLa:::1.L~'U\11'U m:wm1'ua'U'U'U~fl116'i'IJ.f11'1"l 1.La::: L 1u 1"11~'11€1\1 m:wiJru~nm.:i 1'11&.JW 1. -U tJ'U , , , v 

m:::V111.:im1riGl'.:i11~1tJm1~~sffei~~~1.:i1.1.a:::m1u~V111~a~mfl-r\i 'l"l.1'1.lvcrbo .Uei ~er (C9l) m1sffeiV1~ei~1.:i . "' 
fl~\IVl~\I ~\ll11\lb~'ULfi'U ct'.00,000 'U1VI 1.1.1'11~1.fi'U cr,000,000 'U1VI 1~€J!'JL'U~a~-U"iJ'IJ€J\1~1Vli11VltJ1!'.J\11'U 

~ ' 
'Uel\1-r\i~"il~ 1 ~i1fl11b~ !'JLL 'l"l~L ~€lfo~\lfl11:WflWIL ~'U"il1fl~U1:::fleJ'Ufl11 Vl~tl hJf11~ 

"' ~ 

~- n1Vl'UWt':i:::V:::L 'Jlil1 b 'Un1':ioW"il1':iru1~liln11bfif'Uel':i11'l1 
n1V1'U~1:::tJ:::L1m1'Ufl11~'111ru1~am11.a'Uei11F111~L1.iK1L?i~"il mtJb'U rn 1'Uvi1rn1 ilu5~ 

II d 
<P>O. "UeJLa'Ue:JeJ'l.!6] 

m11.1.l'i.:i ~.:iriru::: m1:w m1~'111ru1~a n11tJ1::: m ~11ri1a1.~ nV11€J'u n~ 1.1.a::: riru::: m1:w m1 

(9)0.(9) riru:::m1:wm1~'111ru1~am1tJ1:::m~11ri1aL~nV11ei-Una i.h:::neiu~1tJ 

C9lO.C9l.C9l 'U1!'.JL'll11~'UVI~ rl1Vl1 U1:::51'Uf111&Jfl11 

if n11.F111:::-M'U 1tJrnm1.a:::1.1.~'U'81'U1qim1~ L\31~ 

C9)0.C9l.lv 'U1tJhmV1'l"l 1.~:w-M-rqi 

iln11.fl11~-M'U 1tJu1m1.a~1.1.~'U 

C9lo.C9l.rn 'U1!'.lm1tl'l"l1 b"il~qjbfl~ 

if n11.F111~-M'LI 1tJu1tJ1.1.a~ 1.1.~'U 



-m-

(i)O. Jv.C9l 'U1'16'111'11''1'1S'1 'W':i'Vf~'\lleJ.:J 
' 

uni bf1':i1~i1'U bCJ'\J1 CJ bbi;:t ~bbe.J'U"1i1'U1qjfl1':i 
d' I ci 

(i)O.Jv.Jv 'U1CJG'i'\lf'1'U '111'1\?l 
' 

CV ~ .=i., ff O 

'Ufl1'1J1fl1':if1el~Yn b\?l el':i'1J1'U1qjfl1':i 

<ilO.Jv.m 'U1CJli1i'.1 ~'ffl.h~~'\J 
'U 

un1 bf1':i1~'1-1'U bCJ'\J1CJbbi;'l~bbe.J'U 

~.:id bl?lCJ1~riru~m':i~fl1':im~oLJ'ei (i)o.(i) bbi;:t~-LJ'ei (i)o.lv LLvii;:i~riru~v11LtJ'Ufl1':i~"il1':iru1e..ii;:i 
Lm~1?1':i1"ilfo'W''11?11~Lb~1b'1~"ilmCJ1'U er 1'Liv11m':i 

' ' ' ' 
1?11~ri1~.:im~G'IU'\J'1'U'U'\J~fl1':i6'1•1J.f11'WVJ Jvogi!<i/lverb<i i;:i.:i1'LIVI er ihrn1m..J l!:Jerb<i 

' ' ' L~ei.:i LLm '1l b ~ ~b~~r11&.:i~eiue31'U1"il 1 ~-LJ'1':i1'1lrn':itl nu~ ':i1'1lfl1':ibb 'Vl'Uei5'U~ m~G'lu'UG'l'U'U'U~ rn':i'1'1lil 1'Wb~ CJ1n 'U 
d.J ' ' 

fl1':i'\J~V11':i.:i1'U~11t1 (ou'\J~ m) m~e..i'U1n '1l -LJ'ei c:i'. ~-el1'U1CJm1nei.:iCJ'Vlnl"116'11?11m'l~bbe.J'U.:i1'U ~1un1'1l1m':i 
'U ' 

Lbi;:t~~1m\i1'UG'lt11'U'\J~fl1':i'16lJ.f11'W mi~ L'Vlri fo 1i;:i ~ '11':i6'1'Ub'Vl l"1 mi ~'\J~Vl1':i'Vl1''W CJ1fl':i'\J ririi;:i ~111 n~ei'11':i 
ct9 , , " , 

Lbi;:t~tl':i~'1J1~~'W''U~ 61111 n?i .:i LG'l~~ei 1?1'11V1rn':i~fl1':ibb 'W'Vl~ f1':i'\J1'1"1':i Vl~eJ'Vltb CJ'l1'U~ ~ l?l~'l~'Um CJ 1 'Lim~6'1u'\JG'l'U 'U 
, f.I i.I , 

'\J~ fl1':i'1 '1l.fl1'W 1 'Lim':it111btJ'Ufl1':i~1?161iei~ l?l'<il 1-:i bbi;:t~fl1':i'\J~V11':i'W''11?1 mri-r\i., Vl n-LJ''Ul?leJ'U"il'U Lb~ 1 LG'l~"il m~U1'Ufl1':i 
'I , ~ , 

(CJm1''U.:i1'U'<il1.:i~tl~n'IS'1 .:i1'U'<il1.:ieieimL'U'UV1~eimuri~.:i1'Uriei'1~1.:i) mCJ 1 m.:ib1'U rif .:ii;:i~ 1~ Ln'U er,000,000 'U1'Vl 
' 

(~1~1'U'\J1'Vltl1'U) 

~.:iJ'U n 1':i1~ri11~ b ~'LI "Uei u 1?1°1 b 'W'LI n1':i~ 1?1'<il 1.:i~1 CJ15t1 ':i~ n11?1 ':i1 ri1B b~ n'Vl ':ie:i'W n ~ 
(e-bidding) rif.:id 1.:ib1'U'l'\JU':i~~1ru~'l~'U ~erer,ooo.- '\J1Vl (bbUl?lbbG'l'U~1Vlri'U~1'W''U'U1'Vltl1t!) ~'lbtl'U 
-el1'U1"1'1Je:i.:i cra1'U1 CJ m':ine:i.:i CJ'Vlnl"116'11?1 foi;:i ~ Lbe..i'U.:i1'U b tl'U~~"il1':iru11 ~m1~ b ~'U'lle:i'U 

" ' 'U 

~'lb~CJ'U~1b~e:i1 U':il?l~"il1':iru1 V11m ~'U'lleJU'LJe:J 1m tl':il?l 

(9). e:iwr~1 ~!?11 L 'W'LI rn':i'<il1.:i'W' w.i'U1':i~'U'U'U~V11':i~1?1 rn':iLLe..i'U.:i1'ULLi;:t ~.:i'Utl':i~mruB L~ n'Vl':ie:i'Wn~ 
' 

'11m'U C9l '11'U ~1CJ15tl':i~fl11?l':i1f11Bb~fl'Vl':ie:JtJfl~ (e-bidding) m~':i1CJi;:t~b~CJl?loLJ1'1~'U 

l!:J. i;:t.:J'U1~ 1 'Utl ':i~fl11"1tl ':i~ fl11?l':i1f11'<il1.:i'W'w.i'U1':i~'\J'\J'\J~V11':i~l?lfl1':ibbe.J'U'l1'Ubbi;:t~.:iutl':i~m ru 

Bb~fl'Vl':ie:JtJfl~ '11'U1'U C9l 'ITU ~1CJ15tl':i~fl1m1f11Bb~fl'Vl':ie:JtJfl~ (e-bidding) 

m. i;:i.:i'U1~ 1 'Liri1i.:i Lbvi.:i ~.:iriru~ m':i~ m':iYl"11':iru1 e..ii;:i m':itl ':i~ m1?1':i1ri1 B b~ n'Vl':iffW n~ Lbi;:t ~ 
riru~m':i~fl1':i\?l':i1"i!fo~'11?1 m~':i1CJ~ei~.:inci11-LJ'1.:i~'U ~bb'U'\J~1'W~e:i~d~1CJ "1~Ltl'U'W':i~f1ru 

' ' 

('U1'1'111CJ1~ ~i;:t'VleN"U'U) 
' " ' V II ..J 

b"11Vl'U1'Vl 

av I.IV vd 
f111~b Vl'UV11Vl'U1b"il1Vl'U1Vl ... 



-~-

~OJ JI 11 vdu 
fl113.J b Vl'UV11Vl'U1 L"il1Vl'U1'VIW!;Wl • 

(9). riE'U~1bil'Ufl1';j~~~EVl~E~1'1Vlf1151~b~1Vl111~W?f~~~Vi1':i1CJ'11'Ub?f'UE-X'JV1111Vl'l11m1'U'lJ'i:J'lr~ 
' ' ... ~ d I ..:::ii Q.J I !/ Q..I JI Q.J' 11 ~ CV Q,.I 

b WE'VE fl11:1.J b Vl'U6llE'U f1 E'U m:l.J':i~ b 'U CJ'U m~Vl dd 'I f11':ifla'l11~1 CJ f11';j"i) ~615E"il ~"il 1'1 bba ~ f11';j't.J';iVl1':iW?f ~.ll 1Fl';i~ ' ... 
., 

®. ':i~bi'iCJ'Um~vi':i'Nf11':iri~.:i11cJ11CJm':i~~;aE~~~1.:ibba~m':i'U~V11':iw?f~mrir~ w.131.1!'.lctbo ' ... 
-ifE ~ct (@l) f11':i~EVl~E~1'1Fl~'IVl~'I zj.:i5J1.:ib~'Ubfi'U ctoo,ooo 'U1Vl bb~hJbfi'U ct,000,000'U1Vl1~ECJL'U 

'U 

~a~il"il·1rn.:i.X1V1111V1i11CJ.:i1'U'lJE.:ir~~"il~1 ~ii m':ibr:J mb w~ b ~Efo-W.:im1:1.Jfi~ b ~'Ll"il1n i:ru':i~f1E'U m':i Vl~E hlf11cJl 
' ... 'U 

' ' ' 
~1:1.Jri°1'1.:im:1.J?fi1'U?f'U'U'U~f11';i?f'lJ.ll1wVi l!Jogijci/l!lctbci a.:ii''UVi ct ~fl'U1CJ'U l!lctbci 

' ' ' 
b~8'1 bbm 'llb ~:l.J bM:l.Jfl1~'1:1.JE'UeJ1'U1"il 1~-if1':i16llf11';iUD u~ ':i16llf11':ibb Vl'UE6'U ~ f)';j:l.J?f-U'U?f'U'U'U~ f11';j?f 'lJ.ll1WbM CJ1 n 'U 

~ ' ' 
f11':i'U~V11':i'l1'U-0'11tJ (uU'U~ m) m:l..lr:J'U1f1 6ll oLJE ~ tre11'U1CJf11':if1E'ICJVJ5\l111?f~~bba~bbr:J'U'l1'U cl1-Un16ll1m':i 

'U ' 

bba~mm~1'U?ft11'U'U~ f11':i?f '1J.111w mh.nvi ri l'W 1a~ ?f1';j?fmvil31 n~ &.J'U~V11':ivirw CJ1m'U riria 611-U n~E?f1':i 
61 'I , , , 

bba~tJ':i~6ll1'1:1.Jw'Ll6 611-U nci 'lb?f~:l.JE ~?11V1m':i:1.Jf11':ibb wvi~ ri':i'U1.:i"il':i V1~EV1i11 CJ'l1'U~ ~ ~~.:i~'UmCJ 1 'Wm:1.J?1-U 'U?f'U 'U 
' ' 

'U~m':i?f"llmw 1'Um':i~1bil'Um':i~~~E~~~1.:ibba~m':i'U~V11':iw?1~mrir~., vin~'U~E'U"il'Ubb~1b?f~"ilm~'U1'Um':i 
'I 'I d..9 , 

(CJrn1'U'l1'U~1'1~U~f1~1 '11'U~1'1EEf1bb'U'UVl~Efld'Ufl:l.J'l1'UriE?f~1'1) mCJ1'U1'1b~'U Fl~'la~ 1:1.Jbfi'U ct,000,000 'U1Vl 
' 

(~1~1'U'U1Vl'11'U) 

~.:itT'U f11':i1~fl11:1.Jb~'U6ll8'U~1bil'Uf11':i~~~1.:icJ11CJ15tJ':i~m~':i1Fl1Bb~f1Vl':iEilf1'1 (e-bidding) 

fl~.:id 1'1 b~'U'l'UU ':i~:l.J1ru~.:ii'U ~ctct,ooo .- 'U1Vl (bb tJ~ bb?f'U~1Vl~'U~1W'U'U 1Vl '11'U) ~'I b U'Uel1'U1"il'lJE'I 

t:re11'U1CJ f11':if1E'I CJVJul311?1~foa~Ur:J'U'l1'U b tJ'Ui:r~"il1':iru11 ~m1iib ~'U6llE'U 
'U ' 'U 

~'I b~CJ'U:l.J1b ~E 1 U';i~~"il1':it\J1 Vl1f1b ~'U6llE'U'lJE 1~ U';i~ 
(9). E1i~~1 ~~1b il'Uf11':i~~~1.:icJ11 CJ1fitJ';i~f11~':i1fl1Bb~ f1Vl':iEiln'1 (e-bidding) 

l!l. a.:i'U1:1.J 1 'LltJ ':i~ m 131'\J ':i~ m ~':i1m~1-:iw w..1'U1 ':i~'U'U'U ~Vl1';i~ ~ m ':i bbr:J'U'l1'U bba ~.:i'UtJ d~ii1 ru 

Bb~f1Vl':iHWn'1 '11'U1'U (9) .:i1'U cJ11CJ15tJ':i~m~':i1Fl1Bb~f1Vl':iEiln'1 (e-bidding) 

m. a.:im:l..l 1 'Uf\'1~.:i bb~.:i~.:iri ru ~ m':i:l..l f11':i~ "il 1':iru 1 r:Ja m':itJ ':i~ m ~':i1 mB b~ nvi ':iEil n '1 bba ~ 
Q.J Q.J .J v 3J.J d 

flt\J~f1';j';jlJf11';j~';i1"il':i'UW?f~ Vlbb'U'UlJ1W':iE:l..l'UmCJ "il~bti'UW':i~Flru 
' ' 

d ~ ., "'"' vd 
a'l6llE ...................................... V11Vl'U1 b "il1Vl'U1Vl 

('U1.:i?111~twnmru E~:1.J1~~) 
' 

nt2- ' 
(m.:iru~CJ1 tJ':i~b?f~~l3\n~) 

.... "" 
"'• ' r:JE1'U1CJn1';if1E'ICJVlli~1?f~';jUa~Ur:J'U'l1'U 
'U ' 

U DU~';i16llf11 ':i bb Vl'UE6'U~ f1';i:l.J?fiJ'U?f'U'U'U~f11':i?f'lJ.ll1W 
~ ' ' 


