
-.ij1.:itl1-a.:i~n-~1'1e:i.:i'\.Jnu~m'al'lel~~1b~B{ (DR-Site) bb6't:::'a:::'U'U~1'aB\l-ii'B~6't (DR-Site) f'l'UtJf;ltl''Uf;l'U'U 
' d.J " " • 

u~m-ai;i"tJ.ri1'W~ b :5'.:i'Vf1~"!16't'U~ tl.:iu'\.J-a:::~1ru 'W.f'l. klct'b~ • • 
@. 1'111~ttl'U~1 

~ 1 CJ mii ?ti!u ?l'U 'U'U~ n Trn"Ufl1'V'l ih-:::uuu~ md bbrt::: \51'U-U' Bm1~1V1fo 1-Mu ~ md-U 'Ell.J ri bbrt::: b zj 'Ell.J fo..:i 
, , d.I 'U 'U 

.LJ 'El ii ri bbnV1t11CJ..:J1'Ufl1 CJ'U 'El n~ ..:in 1l'lf \5 bbrt::: b 'El n'll'Ub lJ 'LI '1° 1'U1'Ui11 n i1 'OJ 'OJ u'Ufi CJfl n fl 1ii 'Vl1..:i 161! b uB {:iJ fl 11 ii 
\J I V OJI , , 

CV ti c:::.. cf I SI d 4 Q.I 0 c:::.. 

61l'U61l 'El'U bbrt::: 'V!rt 1n'V!ri1CJl.J1 n CJ ..:i"LJ 'U ii ..:J'V!l.J 1CJ?Id1..:i m1 ii b?l CJ V11 CJ'V!'j 'El"tl {;)"LJ11..:J m d'Vl 1..:i 1'U"tl 'El ..:J'j :::u u bbrt::: '\.J'j n 1d , 
\;lrl'EJ{;)'OJ'U-U''Ell.J rl~b~ CJ1.U 'EJ..:Jn'\.J'j:::'\.J'U'U~ n1'j'V!~ n~1'U n1'jrl l.Jm'El..:J~ 'U~bnfl ~..:iii 'j:::'\.J'U~1'j'EJ..:J.LJ 'Ell.Jrtv1 :iJ 'El~ 

'U , \J \J 'U 

•1m..:imi1?1i! 'U?l'U'U'U~md?l"tl m'V'l E1 ..:i hi fl'j'EJ'\.Jflrt ii md"5"' {;) bn u-U Bl.J ri bbrt :::"LJ1{;) n1'jU1d ..:if mnB ~ 1..:i b Vim::: ?ll.J , , , 'U , 

'V!1nbfl{;)m1 l.J b~ CJ 'V!1 CJ .ff 'Un 'U d::: 'U'U'U ~ m d bbrl::: \51'UoLJ 'Ell.J '1 'El 1'0Jvh1-M bfl {;) n1d ?I rub~ CJ .LJ 'El l.J '1 ?1° ..:i i;rn m::: 'Vl 'U 
d.I 'U 'U QJ 'U 

l'i 'El wuu..:i1'U 5· 'LI 1 'j'Jl.J Ci ..:i i;.Jrt m:::'Vlu ~ 1'U m1ii b~· mi 'LI bbrt::: m 1iit11 b~· Bil 'El 1 'LI md1i ..:i1'U d:::uuu~ md 
Cit. d c:::.. ' Q.I 

mrin'Vl'j'EJ'Un?lmm\5 ... 
n~m'Vlfl 1 'LI fa~?t1'j?f'Ub'VlP11~b~..:ib ~'Ufl11ii:S1bll'U 1 'LI md~1 b i1'LI bfl'j..:Jm'ji.111..:if m~1-MB..:i'l.Jl]u&i md 

fl'Ell.J~1 b\;l"EJ{ (DR-Site) bbrt:::d:::um1'1'j"EJ..:J.UBiiri (DR-Site) ~ ..:imd"5"' {;)'Vh'j:::'\.Ju~1'j"EJ..:J-U'Biiri~m U'Ubb 'UTvn..:i 
" " 

'11rl'ru1 'U n1'jrt {;) m1ii b~ CJ..:J bbrt :::\fo..:i n'U m1ii b~CJ'V!1 CJ~ m 'OJ bn {;)~'U tl'\.J'j:::'\.J'U?f 1'j?f'U b 'Vl Pl"LJ'El..:imii m!u m.mu ~ n 1d 
v ' 

?l"Um'V'l 1(;)CJ:iJmd"5"'(;)~..:J'j:::tJu~..:inri'11 ru Pl'Utl?ti!u?t'U'U'U~md?l"tlfl1'V'lv1 '0 "5"'..:i'Vl1{;)'1lrt'U~ b-w'm?1~l.J?1-r1..:i , 'U , , , 

m1iili'Lifl..:itlri "EJ(;)fJCJ~ 1'U.U 'Ell.J ri bbrt:::?ti!'U?l'U'U md 1 '!Xu~ n1'j"LJ B..:imii?ti!u?t'U'U'U~md?l"tlfl1'V'l 1'IX?11ii1'jfl \I , , , 

~1b'1m1'U1~B~1..:i~m~B..:i ilb?l~CJ'j.fl1'V'l bbrt:::iltld:::~'Vl5m'V'l~'El 1tJ 

kl. 1~ri'\.J-a:::i;i.:ir1 • 
hC9l b ~'EJ~{;)'V!1~fu•~'1..:i 1 'Un1'jtJ1'j..:Jf m~1'j:::'\.J'U~1'j'EJ..:J-U''Ell.Jrt (DR-Site) 

" , " 
Iv.Iv b .w' m.J'1d ..:if n~1d:::urnf1dti..:i.U 'Ell.J ri (DR-Site) 1 'Vl1i..:i1'U1~ 'El CJ

0

1..:i:iJ b?ln CJ d fl 1'V'l bb'1 :::tl m'.1 B..:i-V' Bl.Jr! 
' " " 

1-Milfl11i1~'Ufl..:itlrtB(;)fJCJ 
lv .bn b ~Bu11..:if n~1-MB..:itll]u1lm'jfl'EJl.J~1 b\;IB{ (DR-Site) 1-M'V'l-r'Elii 1 -U..:i1'U\;Jrt 'EJ{;)bdrt1 

hes:'. b~B1'vi''j:::'lJ'U?l01'j'EJ..:JoLJm~ri (Backup & Recovery) i1fl11l.J'V'lfBii1i..:i1'U bbrt:::?f'EJ{;)fl~'El..:imii 
mm\51'U?l1nrt (b'li'U ISO/IEC bb'JlooC9l, ISO/IEC \v\vbT1oC9l) ... 

Iv.ct b ~'El 1-Mil n1'jm1'0JU'j::: b~'U'li'El..:i b 'Vl1~1'Ufl11l.J~'Ufl..:itlrt 'EJ(;)fJCJ?f1'j?f'Ub 'VlPl (Vulnerability Assessment: 

VA Scan) "tl'EJ..:J'j:::'\.J'U~'OJ:::vi1md~1'j'EJ..:J-U'm.iri ru -MB..:itll]-J&im'jfl'EJl.J~'Jb\;J'EJ{ (Data Center) 'El1fl1'j 
' ' Q.I c:::.. d..:il SI dll.I c:.. 'OJOCV d 

mii?l'U'U?l'U 'U'U d n1'j?f "LJfl1'V'l bb'1:::d :::uumn CJ1"LJ B..:i b 'V'l 'Elfl'U'V!1 1 bfl'j1:::'V! 'OJ {;)'11{;) um1m?1 CJ..:i bbrt::: 
' ' 

n1'V!'U{;)bb 'U1'Vl1..:J bbtll "Utlfmb..:i '1{;)fl11l.J b~CJ..:J'OJ1nn1'jfln hii~'Vl1..:J 161! b 'U'EJ{ 
' " 

m. f11-Wt11~ 

rn.C9l DC-Site: Data Center miimTu?l'U 'U'U~ n1'j?f "tlfl1'V'l Vim CJ Ci ..:i 'vi' e:i..:itlnu&1n1'jfl'Ell.J'W1 b\;J'EJ{ 
' ' d.I 

(Data Center) 'El1fl1'jndl.J?li!'U?l'U'U'U~n1'j?f"LJ.ll1'V'l 
' ' 

rn .b DR-Site : Data Recovery Center 'V!mCJi1..:i 'IXB..:itli)-J&im'jfl'EJl.J~1btirn{ ~1'Un1'j?f°1'j'EJ..:JoLJ'Ell;J'1 

n'jl.J?fi!u?1'U'U'U~n1d?l"tlil1'V'l 
' ' 

rn . bn DC-Site Pl'UcJ : Data Center Pl'UV w,nCJii..:i °vi'B..:itJnu&1m'jfl'EJl.J'W1b\;lff{ Pl'UcJ?lt1''U?l'U'U'U~n1d 
'U 'U ~ \J , 

d 
?I "LJ[l1'V'l'Vl (9)-(9)\v 
' 

rn.cs:'. Incremental Backup 'V!l.J1CJii..:i 1TI n1'jci°1'j'EJ..:J-U' 'Ell.J rtbb 'U'U ~1'j'EJ..:J.LJ 'Ell.J rtbU'V'l1::: 1 vJ~'V11 eJ.U eJl.J riv1 :iJ n1'j 
" " " 

b tJ~ CJ'Ubb tJri..:i'Vl1 Bfl n b ~ii b-U' 1m b vi 1~'U oJ u~ ..:i bb~ m dci°1'jeJ..:J-U' 'Ell.J '1fl~..:i~1?1 {;) 
" " ' 

rn.ct Replication Server 'V!mCJfi..:i d:::'U'U'V!~ffQtJmru~1-lil 'Un1'j'Vhi1-Um;Jri (Replication) 'OJ1m:::uutX'U'Vl1..:J 

(Source) 1 UcJ..:J'j:::'lJUU'11CJ'V11..:J (Target) bb'U'UeJ\;l b mT&l 1,1,'1:::1'1 m ,j eJ'l 1,-w' eJ 1 'IX.U m;J '1J'l?leJ'l~ -:i:iJ fl11l.J 

tr· 



-tv-

'1eWlf1~8\ltl'\.J (Synchronized) vt~e:i 1n~b~CJ-:inuimJ'11ii''UuU'U:iJ1n~'1~ 
'\J , 

rn . b VM: Virtual Machine Vl:IJ1CJii-:i bf1~ B\lf18:1JoW1bvm1-'ii1'1B\l vi vl1\l1'\.JBCJ
0

.fl1CJ 1 'Ubri~ B\lf18:1JoW1bl'lB1'1~\l 
'\J 

(Physical Machine) 1~CJ 1'1!61le:i'VJ\>l bn11 'Wmi'1~1\lbb'1~f11'Uf1:1J 
' 

Ci'. C9l n 1°111:1.J '11:1J1i'11'11:1.J n!jvt:IJ1 CJ 

<i'.\v 1lJbll'U'Uf1f1'1~:1J'1~'11CJ , 
<i'.rn 1lJe:i~i~vt11-:ib~nn:umi 

'\J 

<i'.<i' 1lJ b ti 'WU ririfl<ff -:ie:i CJ° i~vt11-:i'1 m~ ,ru mid 'Wi e:i b'1'\.Je:ivt~e:ivi1'1 ruru1 nuvt'l.h CJ\l1'\.J'll e:i-:if~ 11i 1rii11 
, \J \I " QJ er.I 

b \i el -:i:u 1 n b ti '\.J~ vi°1:i.J' ~· 1'\.J bn rusvi' n1 il.Ji~ blJ '\.J~ '1 n1ilJ f1 u&i -:i1 '\.J'll e:i-:i ~ lJ i~ n e:iu n1il'l1:1.Ji~ bu CJ'U 
'\J ':...! '\J 

vi f ~:i.J'\.J 1'1~11 n1ini~Vli1\l n1iri'1-:iri1vt'\.J~l'l1:1JVi. l.Ji~ n11"1 b~ CJ bb ~ ~1 'Wi~uu bf1~ el'll
0

1 CJ'11i'1'\.J b Vll"l ... 
., .. 

'llel\lm:i.J'Ut1j'Unm-:i 

<i'.ct 1lJ b ll'U'U f1 f)fizj\l('i m~'Uzjel 111'Wuru~i1CJzjeler~\l\l1'Ubb'1~1vi' bb ~\lb 1CJ'\.Jzjel1 'IX b tJ'\.Jer~\l\l1'\.J'lJel\lvt'l11 CJ\l1'\.J 
, \I , " \J \I 

'lJ e:i-:if ~ 1 'Wi~'U'U bf)~ e:i"li 1 CJ'11i'1'\.J b Vll"l'lJel\l mmr ru~ n'11\l ; \li1:1J '1-:iii ~ 'U f1f1'1vi er~ \l\l 1'Ub ti 'U'iX'U~1'\.J 
er.I CLI 't \I 't 

er~~mi mi:i.J mier~~mi eru~vt1i ernrl1m:u 1 'Wmi~1b i1'W-:i1'U 1 'Wn:umi:1J'lle:i-:i\J~uriri'1i!'Uti11CJ 
\I '\J \I 'U , 

<i'. b i1 ri ru'1:i.Ju~ bbfi~ 1lJi1'1 n~ru~lii' e:i-:i'IX1:1Jm:1Jvi riru~ mi:i.J mi'\.J 1CJu1CJn1i~ ~"If el~ ~41-:i bbfi~ n 1iu~vt1i 
' 

~'1~mri~~r\'1vt'\.J~ 1 'Wi1'Ufl'1'11'\.Jb un~1 , "' ' 
<i'.b'll b ll'Wuri rifiuii:i.J ~1vt~el\J~u ri rifl ern e:i 1~~fo~1-:i-:i1'\.J~LJ i~ m~i1ri1B b~ nVJieli1n~1'1-:i n~ 11 

' ' '\J 

<i'.c;i hib lJ 'Wcri1 ~'1U i~ bCJ'Utl ~1:1.Jtl'\.J nu erd 'W-LJ'el b'1'\.J eli1CJ5'Uvib.LJ1 ~ 'Wi e:i b'1'WB 1 'IX bbn m:i.J'111 'U'1'\.J '\.J'U ~mi 
'\J '\J ' 

'1'll.n1~ ru i''WlJi~ml"llJi~mm1mBb~ nVlieliin~ vt~el hh tl'Ucr m~vi1miB'\.Jb tl'1.rn1"J-U'wu11-:i 
, '\J 

m"Jbb -U-:i-U''Ue:i ~1\l b ll'Uui'J:i.J 1 'W m"JU'J~ m m1mB b~ nVJ"JeltJ n ~ ri ~-:i-d' 
Ci'.~ 1lJ b ll'Umvi'fu beln~Vl~vt~elm1:1Jr1:1Jn'Uzj-:im:uufi b'1u hi CJel:IJ~'\.Jm'11 VlCJ b i''Wbbi;l~~u1'1'lJel-:ier~'U-U'el b'1'\.Jel 

'\J , d.J cr.s \I 

1tii'i1rhi-:i1 'iX'1'1~~Vltbb'1~m1:1Jr1:1J n'\.J b-dtd1i!'\.J 
' 

<i'.C9lo er~'\.J-Um'1'\.Jel~~'U-Vm'1'\.Jel 1 mubbuu'lJe:i-:i "n:um"J~1:1Jr11" 1ii'el-:ii1riru'1:1J~l'i'-:i-d' 
'\J '\J ' 

(C9l) m"Jri1vt'\.J~~~~1'\.J 1 'Wm"J b-U1~1:1Jr11'lJel-:ifi~ruru1 mru~iell1ln'1-:i., n1vt'\.J~ 1 '!Xer b .U1~1:1Jr11 
'\J V IU \J 

'J1CJ 1m1 CJvtit -:i b ti '\.J~ bi 1~ 1:1.JA 1vt'1 n -U e:i l'l n'1-:i., :u ~Iii' el-:i:W' m"Jn°1vt'W~'1~~1'Wvt'l11vi bbfi~ m1:1J 
'\J 

f u~ ~'Uelu1 'WlJ~mru-:i1'U ~ -:i'Ue:i-:i vt~ el:1J'1A11'11:1J~ruru1'llel-:ierb i1~1:1JA1vt'1 n:1J1nn11erb-U1~1:1Jr11 
'\J " ILi \J \I 

d 
i1CJel'\.JVJm1CJ , 

(tv) mru Vi' 'IT el l'l n'1-:i., n°1vt'\.J~ 1oX~b'IT1i0 1:1J r11"J1 CJ1~"J1 CJvt,j -:i b tJ '\.J~ b 'IT 1~ 1:1.Jl°l 1vt'1 n 
'\J '\J 

n :um"J~1:1Jl°l 1J'U1i1 el-:i1 '1i' ~'1-:i1'\.J'llel\l er b i1~1:1Jl°l 1vt'1 m1 CJ b~ CJ1 b ti '\.J~'1\l1'\.J'llel\l n:umi~1:1Jl°l1vi ~'\.J 
'\J 

i 8 b'1'\.Jel~1vtf ui Bl'lnfi\l °1 vihi1vi' n°1Vl'\.J~ 1'IXerboLJ1~1:1JA1'J1 CJ1~ btl '\.Jcr b i1~1:1JA1vt'1 n crb i 1~1:1JA1 
'\J '\J '\J 

VJ m1CJ:u~lii'el-:ii1riru'1:1JU~mu~1'\.Jl'l1:1J bie:i'\.J 1'U~n1vt'\.J~111 'Ubeln'11'Jb ~ru'U1'\.J 
' ' u 

(rn) m"J~'\.JoLJm'1'\.JB'llel\ln:Umi~1:1JA1 

(rn.C9l) mru~ie:il'lmw1 n1vt'\.J~ 1 '!X:iJ' mi:i.Jel'UvtmCJerb oLJ1~1:1JA1i1CJ1~i1CJVl~\lblJ'Uer~'U 
'\J '\J 

-U'el b'1'WB 1 'W'W1:1J il:um"J~1:1JA1 m"J~'Wiel b'1'Well'i'-:in~11 hi1ii'el-:ii1vti1-:i~el:1Jel'UB1m:u~1vtfu 
i ell'ln'1-:i"1 vihJ1vi' ri1vt'\.J~ 1'IX~bi1~1:1JA'1"J1CJ1~ biJ'Uerd 'Wi m'1'\.Jel er bi 1~1:1Jr11VJ m1CJ 

\J \J \J " 

:u~lii' el\l'1\l'11CJifozjel1'1.Jvti!-:i~el:i.Jelurl1'\.J1:u1'!Xcrb-u1~1:1Jr11"J1CJ1~'J1 CJvt-d-:i b tl'l.Jcr~'l.Jiel b'1'\.J el 
'\J '\J 

1 'l.J'\.J1:1Jn:um"J~1:1Jr11 

(rn.lv) m"Jd'\.J-U elb'1'\.Jelvl1 CJ15LJ"J~ m~'J1f11B b~ nVl'JelU n~ (e-bidding) 1 'IX~b oLJ1~1:1JA1 
Vi'1v1 f u:i.J el 'Uvt:1J1 CJVI~ e:i :iJ el'U eJ1'\.J1:U1?11:1.Ji el ( rn . C9l) (;\'1 b i1 '\.J n1'J"lf el bel n '11'JU'J~ n1 ~ 'J1f11 



-bl1-

cs:'..C9lC9l ~d'U-U'8 b?f'W81K 8'1'1'1'\ll~ bu tJ'W~i1-U'8ii'111nlK8'lmuti'1'U 1 'Wd~uu~ ~~ 8~ ~41'l.n1fl-r\i~1tJ B b~ n'Vldffu n~ 
\I \I 'U dJ 

(Electronic Government Procurement: e-GP) "1.18'lmiiut1J~nm'l 
' v 

cs:'..(9)\!J ~~'W-U'm?l'W81K8'li1il'1A1?f'Vl5"1.18'ln"ilfl1d (i)'li1 
~ ~ ' 
(9) . mru~~ 'U-U' Bb?f'UBb u 'UiJ &lu flfl'1~ ~ ~~'lef 'U\?11il n f1VliJ1tJ1'VltJVl~81'11'1'\.h~ b '\ll!'lzj 'l 11K "il~'\ll~ bu tJ'U 

~ ' ':.J 

Ln'W m'1 (9) tJ IK 8'li1ii '1r)1?f 'VlTI"1.18'l n "il md "il1n ~'1l'i1'ld~Vll 1'l~'W'Vl-r'v'l~ ?f 'VlTI~ nlK1 tJVl,j' ~'W?f '\116 
\I , , , 

~'1.h1n!J 1 'W'lu bb?l~'l]1'U~ mdb~'W~i1mdl'ld1"iJ-rud8'lbb~1 zj'l"il~IK 8'1 bb?1~'lr11b ll'Uu1n (9) tJ~~Vi1tJ 
n8'Wl'Ud'U-U'm?l'W8 'l'\.Jbb?f~'l\i1'U~n1db~'U (9) lJ?f~Vl1tJn8'Ul'Ud'U-U'm?l'W8 VlmtJfi'l 'l'\.Jbb?f~'l\i1'U~ 

~ ' ~ 

nldb~'U~ 8'U h.Jri 8'Ul'U~Vl°lJ1 tJ'l1'U"IJ8.:J-r ]rl1Vl'U~ hh U'W1'Wd'U-U' Bb?f'U 8 (9) lJ'l.J5V1'W bl 'Ubbl'i mru 

iJ &l'I.{ flflffv1 ~ ~~.:ief 'WmiinDVliJ1tJ 1 'Vl tJ V11 n1'W~ 'WoLJ 8 L?f'W8 b U'W'lh.:id~ tJ~ L 1m~ mii~ \9ll'W1~dn"il 
fl1dA1rl1Vl'U~ 1 Vf'Ll ~'\Jflfl'1 d'U.:J'\J bb?f~'l\i1'U~ fl1db~'Ufl'\J mii~ \9ll'U15dn"ilfl1dA1 zj,:i'.\]~8 ~1 'W'lh.:i b~ 8'U 

'I d.I 'I \I 

iim1flii - b~8'W'v'lf1~.fl1fliJ "1.18.:J'VlnlJ 1~tJiJ~'Uflfl'1~ b U'U~d'WoiJm?f'W8tTm1.:i8tJL 'W'li1'1"1.18.:imdd'W 01 , 'I 'U 'U .., 
Cit. Q.I Q.I ~ II d I .di d .c:::il..::il 

'l'\.Jbb?f~.:J]1'W~fl1db'l'Unumii'v'l\9ll'W1~dn"iJmdm fl8'll1.:Jb~8'WiJm1fli1 - b~8'W'v'lt]~mflii mru'W 

1Vf?11md11d'U.:i'Ubb?f~.:i\i1'W~fl1db~'W~8'W1 'l.J5n (9) tJ 1~ 
~ 

l!:i . mru ~d'U-U'8 b?l'Wm u'U'Ll&l'I.{ flf\'1~~ ~~'lef 'U1'11iinDV1mtJ 1 'Vl tJ zj .:i ~.:ihJ:Wmdd1tJ.:i1'U.:iu bb?1~.:i]1'U~ 
mdb~wi'umii~\9ll'W1udn"il mdr\1 Vl~8mru~d'WoiJ8 L?f'W m ll'W'Ll &lu flfl'1~ ~~~.:ief 'W l'l1iinnV1mtJ 

, 'U , dJ 

I') 1-:i'\.J d~ b '\ll !'1; 'l ~.:i hJ i1 n1dd1tJ'l1'U.:J'Ubb?f ~.:J\i1'U~ n1 db~ 'U 1-x~'.\]1dtl.!1n1drl1Vl'U~il'1Fi1'1.18'1'\ll'U 
~ ~ ' 

"il~'Vl~ b UtJ'W 1~tJ ~d'Woif m?f'W8"il~IK 8.:Ji1'Vl'W"il~'Vl~ bu tJ'W~ b~cm6ll1d~ii'1ri1Vf'W bb~1 ru 1'W~ d'WoLJBL?f'W 8 
'U , \J 'I 

(C9l) ii'1r11md~~~8~~~1.:il:Wbn'W (9) ~1'U'IJ1'\ll l:J~8.:in1Vl'U~'\ll'U"il~'\ll~butJ'U 
~ ' 

(l!J) ii'1ri1md~~~8~~41'lbn'W (9) ~1'U'\J1'\ll bbl'i1:w°bn'U ct ~1'U'IJ1'\ll ~8'liJ'Vl'U"il~'\ll~butJ'U 
~ ' 
1:J~1n11 (9) ~1'W'\J1'Vl 

(b11) ii'1ri1md~~~8~~~1.:ibn'W ct ~1'U'U1'\ll bbl'il:Wbn'U (9)0 ~1'U'\J1'\ll ~8-:iiJ'Vl'W"il~'\ll~butJ'W 
~ ' 
1:J~1n11 l!J ~1'W'IJ1'Vl 

(cs:'.) ii'1r11md~~~8~~41.:ibn'W (9)0 ~1'W'\J1'\ll bbl'il:Wbn'W \!Jo ~1'W'IJ1'Vl IK8.:ii1'Vl'W"il~'Vl~butJ'W 
~ ' 
1:J~1n11 bl1 ~1'W'\J1'Vl 

(ct) ii'1r11md~~~8~~~1.:iLn'W \!Jo ~1'W'IJ1'Vl bLl'i1:Wbn'W bo ~1'W'IJ1'Vl IK8.:ii1'Vl'W"il~'Vl~butJ'W 
~ ' 
1:J~1n11 c:i ~1'W'\J1'Vl 

(b) ii'1r11md~~~8~~~1.:ibn'W bo ~1'W'\J1'\ll bLl'i1:JLn'W C9>cto ~1'U'U1'\ll ~8-:iiJ'Vl'W"il~'\ll~butJ'W 
~ ' 
1:W~1n11 \!Jo ~1'W'\J1'\ll 

(b'Ji) iJ'1f\0 1n1d~~ef 8~~1iJ1.:Jbrl'U C9>ctO ~1'U'\J1'\ll bbl'l
0

liJ
0

bil'U bl100 ~1'U'\J1'\ll 1?18.:JlJ'\ll'U 
~ ' 
"il~'Vl~bUtJ'W1:W~1n11 bo ~1'W'\J1'\ll 

(c:i) iJ'1fl0 1md~~ef 8~~1il1.:iLn'W bl1oo ~1'W'IJ1'Vl bbl'l
0

1ii°Ln'W ctoo ~1'W'IJ1'Vl t?i'8'liJ'Vl'W 
~ ' 
"il~'\ll~b utJ'U 1:J~1n11 C9>oo ~1'Uu1'\ll 

(G\') iJ'1A1fl1';i~~~8~~~1'lbn'W ctoo ~TU'IJ1'Vl:ff'W1'\.J IKei.:ii1'Vl'W"il~'Vl~bUCJ'W 1:W~1n11 \!Joo 
~ ' 
~1'U'\J1'\ll 

bl1. ci'1V1-rumd~~~8~~~1'lfl~'lVl~.:i~:W1.:ib~'Wbn'W ctoo,ooo u1'\ll:ff 'W1 '\.J mru~d'Uoifm?f'Wmll'Uuflfl'1 
~ ' 

Dddiim 1Vf~"il1dru1"il1nwJ.:i~8-rud8.:i'Lit1J'lib~'W~1n1:J bn'W G\'o 1'W ri 8'W1'Wd'Woif m?f'W8 b~CJIK 8-:i:W b~'W 
~1nfl.:JbVl~81 'Wuru'liummdbll'Wii'1r11 (9) 1 'W cs:'. "1.18.:Ji1'1r11.:iu'\.Jd~mru'1.lm 1m'lfl1';iVl~m1CJm';j~d'W 

u ~ ~ 

-U 8 b?f'W81 'W bbl'i'1~fl~.:i bb'1 ~V11 n b tJ'W~'ll'W~md~~~ ei~ ~~1.:iV1~ei b tJ 'Wm~-rumdfi'~ b~ 8 n"il~~ 8-:i bb?f ~.:i 
~ ~ 

wJ'l~8fod8.:iuru'lib~'W~1n~:Wii'1r11~.:in~115nfl~.:JVl~.:i1'W1'W'1.:imii1 'W~ruru1 
u \J cu cu 



-(('-

(('. ff'HU ~ erd 'UoLJ eJ L?l'UeJ 1liiJ:w '1A1?1'Vl5'1J eJ\lr1'1 nT~'v1~ eJ'Vl'U'1~'Vl~ Lu CJ'U 'v1~ eJiJ LL~1li L Y1 CJ\lvrn~ '1~ Li 1 ~'LI 
'U \J 'I 'I 

oLJfJL?l'UfJ ?11:1J1'HWhLii'Un1J1~~\ld 
(<9l) mru~d'UoLJfJL?l'U m U'Uii&l t1flfl'1~~~~\l:ff 'Um:Wn!)'v1:1J1CJ 1 'VlCJ 'vj~fJ\.lfl fl'1Ddd:IJ ~1~fieJ~qj'1J1&1 

1'VlCJ er~'UoLJeJL?l'UeJ?l1:1J1Jf1'1JfJ'NL1'U~'Ub~eJ 1~CJ~eJ\llJ1\lL1'LI~'Ub~eJ (9) 1'LI ((' '1JeJ\l:W'1A1 
" " \l'\JUJ~:IJ1ru'1JeJ\l 1m,:imd°v1~fJd1 CJnld~ d 'UoLJ eJ L?l'U eJ 1 'LILL~ '1~fl~ \l '1~ L U'U~'UL zj eJ~ u'LI1flld 

Jl1CJ 1 'LIUJ~ b 'Vll21 'v1~fJ'\J~,;''Vl L1'LI'Vl'U'v1~fJ'\J~i;''VlL1'LI'Vl'U'v1~ nwr~ tl~1~f 'UeJ'U ru1M1 iXud~neJ'\J 
, 'I 'I Ill 

th n1 d L1 'U'Vl 'UL .yi fJ n1J~1 ru'lJ tl bb'1 ~'\..J d~ neJ'U Ddfl '1rf 1Ud~ n 'LI m:w'\..J d~ n1 l21'1JfJ\ll5'U1flld Lb '\A,:i 
' ' 

tJ d ~ b 'Vl 1211 'Vl CJ m:w d1 CJ:U
0 

f) '\J ~ ,;'Vl L1 'U'Vl mli' D'U 1 fl1 d bb 'v1°\lUJ~b'Vl1211'VltJbb~\lb1CJ'U1 'IX 'Vl J1'\J 
' 

1~m~'11Jtw1'11n CJeJ~ L1m1:w'1JeJ\l1\l L1'LI~'UL zjeJ~~1t! n\ll'U 1 'v1ajf udeJ\l 'v1~eJ~~1t! n\l1'U?l1'1J1 

f udeJ\l (mru1~ f u:w Bu 81'U1'1'11 n~Tu n\l1'LI1 'v1ru') ~ \leJeJn 1 'IXLLn ~~ 'UoLJ m?l'LieJ t!u(i,:i 
v " 

1'LI~'U.ffm?l'LIB1liLii'LI cio 1'U 

(Iv) mru~~'t.!oLJ m?f 'Uf) b U'Uii ~'\Jflfl'1~~ ~ ~\l:ff 'U \911:1J n f1'vj:IJ1CJ~1\lUJ~b'Vl121 'vj~f)'IJ fl fl '1Ddd:IJ ~1~m~ 
'U 'I dJ , 

fieJ~ru'1J1&11'VlCJ er~'UoLJfJL?l'UfJ?l1:1J1Jfl'1JfJ1\lb1'U~'Ub~f) 1~CJ~eJ\liJ1\lb1'U~'Ub~f) (9) 1'LI ((' 
v " 

'1J eJ\l:W '1fi1 ,:iu'\..Jd~m tw'LJ eJ\l 1fld ,:i m d°v1~ eJJ1 CJ m d~ d 'LI i eJ L?l'U eJ 1 'LI Lb~ '1~ fl~ ,:i '1~ L tJ 'LI~ m zjeJ 
" ~ u'LI1mw1CJ 1 'Llud~ L 'Vll21 'v1~ eJu~,;'Vl L1'LI'Vl 'U'v1~eJu~,;''Vl L1'U'Vl'U'v1~ n'Vlf ~tl~1~f ueJ'U ru1M 

'I 'I 'I Ill 

1 'IX Ud~ n f)'IJ ii '1 nld L1 'U'Vl 'LI b vi f) n1d~1 ru '1J tl bb'1 ~tJ d~ n f)'\Jl) d ii '1 r{1Ud~ tl'U m:wtJ d~ n1121 
' ' 

'1JeJ\lu'U1fl1Jbb '\A,:ii.Jd~ L 'Vll211 'Vl CJ m:wd1CJzjeJu~i;''VlL1'LI'Vl'LI~u'LI1fl1Jbb '\A,:ii.Jd~b 'Vll211 'Vl mL4\lblCJ'U 
' 

1 'IX'Vldl'U 'vj~f) b U'U~'Ub zjf)~ l5'U1flld~ 1\lUJ~ b 'Vll21'v1~fJ'\J~,;'Vl b~'U'Vl'U'v1~ nnr~ tl~1~f 'UeJ'U rul\91 
' ' v 

1 '\X tJ d~ n eJ'\J ii '1 nld b1 'U'Vl 'LI b ~· eJ n1d~1 ru '11 J bb'1 ~'\..J d~ n eJ'\Ju d ii '1 r{1Ud~ n'LI m:w'l.J d~ n1121 
' ' 

'1JeJ\lu'U1mdnm,:i~ 1\lUJ~ L 'Vll21J'U M1:1Jd1CJzjeJ'\J~,;'Vl~ u'U1fl1dnm,:i~1,:i'\..Jd~ L 'Vl121JmL 4,:i L 1 CJ'U 

1 '\X 'VlJ1'\J 1~ CJ~ '11Jtl.!1'11n CJ fJ~ L1 'UJ1:1J'1J fJ\l1\l L1 'LI~ 'Ub ~ fJ~ 61°1'1 n\l1'U1 'v1ajf 'UJfJ\l 'v1~ fJ~ 
~1'1 n\l1'U?l1'1J1f 'UJfJ\l (mru1~·fo:weJ'U eJ1'U1'1'11 n~1t! n\ll'U 1 'v1ru) zj\leJeJn 1 iXLbn ~~'UoLJfJL?l'UfJ 

v " 

t!u(i,:i1'LI~'Liim?l'LieJ 1liLii'LI cio 1'LI) 

er. mru erd'UoLJfJL?l'Um U'Uii~'Uflfl'1~"5' ~~\l:ff 'Um:wn f1'vj:IJ1CJ~1\lDJ~ b 'V\121 'vj~f)'IJ flfl'1Ddd:IJm~m~~f) 
\J 'I dJ 'I 

~ru'1J1&11'VlCJ\?ll:WoLJeJ \v oLJfJ m Lb'1~oLJfJ (('(Iv) :W'1A1'1~~fJ\lbU'LI1'\..Jm:weJ'Md1bb'1nbU~·CJ'Ub1'UMJ1 
v " 

mmh~m121~ u'U1mdLL '\A,:ii.Jd~ L 'Vll211 'VlCJn1'v1'U~ 1 'LI'li1,:id~'v111,:i1'LI~ Le.imL ~~i.Jd~m121 LL'1~LeJn?11d 
Ud~m~d1fl11m~uu~~sSeJ~~41-:Jmflffj~1CJBL~n'VldeJ'Dmi (e - GP) '1'U(i\li''Ub?l'Um1m ... 

~\ld erd'UoLJfJ b?l'UfJ'1~~eJ\ld'UbeJn?l1d~ bb?l~\l1 iXL ~'U(i\l.LJ f):IJ'1 b~ CJ1tl'\J:IJ'1 A1?1'Vl5'1JeJ\lfl'1n1d 
'U 'U 'U , 

LLi;i' 1 LL\91° mru '\..Jd~ n BunubeJ n ?11dvi''ln'1'11'1~~ eJ-:J~.J° 1'LI nid{'UJeJ\l\911:Wd~ L -d CJ'\J m~'VlJ1\l nld 

~1\lUJ~b'Vll2111~1CJn1Jf'UdfJ\lbeJn?l1d ~.121. \vermci bb'1~~Lbm'1JL~:WL~:W n1'v1'U~ 1~CJ'1~~eJ\l~'U 
LeJ n?11J~\l n~111 'LI1'LI~'UoLJeJ L?l'UeJ 'v11n ~~'UoLJeJ L?l'UeJiJl~iJmdd'ULeJ n?11J~\ln~11m~~eJ:wnumd~'U 

" 
.LJ eJ L?l'UeJ 1 '!Xfi B11er~ 'Lli m?1'Um1mf 'LI~ 'UbeJ n?11d 1li fldu~1'U\911m~ eJ'U 1 'LJ~ n°1'v1'U~ 111 'LI beJ n?11d 

" 
'\..Jd~mm1m 

b. mru\911l.JoLJEl (9) - oLJEJ er 1:1J"l.il'u-:ir1unumru~'l~EJ1ud 
(b.<9l) mru~~~'Llim?l'Llm lJ'Uwu1CJ\l1'U'1JB-:iffjmCJ 1 'Llud~ b 'Vll21 " ... 

(b. iv) -U &lu Arm~ "5' ~ ~,:i;ff 'U\911:w n n'vjm CJ 1 'Vl CJVi
0 

El CJ, d~'v111,:i nid~ 'U'YJ n '1nidm:w~d~d1'1Ju ru ru~ 
'I dJ \I 'U Q,.I Q,./ 

~:w'1~mCJ ~.121. \v(('~m bL'1~~Lbm'1JL~m~:w 
(b.m) -:i1'U"5'1-:inEJ?1f1,:i~m:wuru~nm,:i1~:ff'U'Vl~LUCJ'LI~'\..Jd~nBumd\l1'LineJ?l~1,:iLb~1 Lb'1~\l1'U41-:i 

v " 

n El?\~1\l~ 'v1U1 CJ'l1'U'1JEJ'lf fj~1~i1 n1d"5' ~vl1U ru~~ UJ~nB'\Jn1J'l1'Url B?lf 1\l~ i1 fl tw?l:WU~ 
d.I v 'U 'I 

b dEJ-:il'i''W 1 i'bb~1 nB'Wi''W~~d~d1'1JuqjrQ'~md~~sff EJ~~"5'1-:i 1 :i1e.i'11 il'u-:ifi'u 

t¥· 
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(b.cs:') fl1J~lilef ei~lil'11\11'11:i.Jmm1 ctb dddfl'V1~\I (JD) ('U) bb~~ (fl) bb~\l'Wd~d16!l°lTt1JqJ~fl1d 
,, 

~lil<aei~lil~1\I 

( b.ct') fl1d<ff eiei ~\l'Vl1~:i.J'Yl-r'W ~ bb~~ fl1d b '1i1 €l~\l'Vl1~:i.J'Yl~'W ~ 
(b. b) mru \11'U'11\l'U ~ fl1J'V!~ €l\11'U'11\I b 'Vlm'U~ fl 1Jn'\J'U flfl~i:idJ:l.Jlil1 b-u' 'U '11\l'W'Ll fl\11'U~'Udfl 

' 
fld6!l11vi1\l'U1~ 'W'Llfl\11'Ubfl'U'UtJ~ 'W'Llrn1'Uu'UVifl.LJ'm.m btl'U~'U 

v v 

' ... ' d Q.I Q.I c:t o a. Q.I 4 4 .c::i1 o a. 11 

er. 'j1tJ£'1:: bBtJ ~fl ru£'1 fl~ru:: bu-rn::"tm \l'W6'! ~'VI \1::1i11 b 'U'U fl1'j\J ~ ~BVl'jB"IJB'U b "IJ !Pl"IJB.:J .:J1'U'Vl\I ::~ 1 b 'U'U fl1'j\11.:J • • 
11d 11 11 d .cf Q.I Q.I d tl.I ,N 

er.@ ~ tJ'U"IJB b6'!'UB IPIB .:i tJ'UbB fl6'!1'jbb6'! ~.:J'j1 f.1£'1:: bB tJ~ flf;U£'1n~ru::bu'W1::"1JB.:J'W6'!~'Yl \!:: b6'!'U B ~ .:J'U 
~ . . 
er.(9) . (9) b ei fl ?t 1'j bb?f lil \I 'j1tJ~~b5 tJ lil fl ru~ fl ~ru ~ bO'W 1 ~ 'U ei\lvr ?tlil vi b?f'U ei b v1 m.h ~fl eiu fl1'jW '11'j ru1 , ' 

'UB\lflru~ md:i.J fl1JW '11Jtu1e.J~ mdu d~ fl1 lild1 m B b~ fl'Yl dmJ fl'1 'Ue:J\lfld:i.J?t'Llu?t'U 'U'U~ fl1J?f 'Um'Wzj \I be:J fl ?f1d ' , 
vi'\lfl~11 m:i.J?f'Ll'U?t'U'U'U~fl1J?f'Um'W '1~ bnu 11b tl'U'V!~ fl:01'U ~~'U.LJ'm?t'Uei~e:i\l~lil 1 ~iimdfode:i\lci'1b 'U1fl fl~€l\I 

11 , dJI \I 'U 

'YlflV11!111iltJ~iiei1'U1\lm~vhmdbb 'Yl'U 
' v 

cr.(9). JD d1 tJ md bu~ tJu b Vi tJud1tJ ~~ b €i tJ lil fl ru~ fl~ru~ bo'W1~'U e:i\I~ ?t lilYI b?f'U e:i nud1 tJ~ ~ bi'i tJlil fl ru~ fl~ru~ 
' ' , ' ,, ,, 

bQ'W1~'U€l\l~?flilVi'1~~1il"lie:il'l1:i.J.Ue:i er.JD J1tJ~~bBtJlilfltu~fl~ru~bQ'W1~ (Terms of Reference :TOR) ouu-U ' , 
llil tJ ~ €1\IJ~'\J d1tJ~~b5tJlil1 ~fl d'U '11 'U brn ~ b -W tJ\l'W e:i vi e:i fl1JW \! 1dru1'U €!\I fl ru~ md:i.J fl1JW '11 dru1 e.J~ mdud~ mlil , 
d1f11B b~ fl'Ylde:iiifl~vi'\1(;)1e:i~1\lvie:i 1 ud 

., d 
'U€l'Yl 

., d 
d~'Ub~'U'U€l'Yl , 
UJ1fl-!J 1 'Ub€lfl?f1d 

vd 1.1 

'U €!\I~ tJ'U'U e:Jb?f'Ue:J tl1'Vl'Ulil 

., d 
d~'Ub~'U'Vl'U1'Yl 

' 
UJ1fl-!J 1 'Ube:ifl?f1d 

er.C9l.m ~~ 'UoLJ B b?f'U e:i t>l e:J\I ~ lilvi°1be:ifl?f1 d-U €lb?f 'U e:i ~ 1'U d1fl1l'l1m~ €l'U 1 'Uvi d ~'U 11i-11tJ1 u b?f 'U e:i d1fl1 v , 

1 ~fl fl t>l e:i\11'Udubb'U'U1i'Jcl'b€lfl?f1JUd~ b.fl'Yl PDF File fa tJ 1 ~ d ~'U bbtJ m U 'LI d 1 fl1 vi e:i d1 tJ fl1 d bb?f lil\I b ll 'UJ1fl1 
v v ' 

vie:iV1-J1tJzj\IJ1:i.J.n1'\;l.J~ri1b~:i.Jm'\;~'U 1 ('11ii) bb~~d1:i.Jri11off-:ci1tJ~\lu1\IH~1mb~1 ~\1-d' ~ei\11libn'Ud1fl1 
flm\lvln 1'Vl'U lil €i fl~\l~e:i\I bb?f lil\IJ1fl1?f'YlTI~\l'Vl:i.J lil iiV1-J1 m tl'U b~'U'U1'Yl bb~ ~ ~ e:i\I b?f'U e:id1 m b -W tJ\I fl~ \I b~ m \!~fl e:i'U 

' 
fl1d b?f 'Um 1 m ilhi' 

er.1£1 tl1'j.:i~n~1bb£'l::tl~utJ'j.:JtJ'j::~'Vl5.n1'Wbfl~e:i.:iriei:i..Jw1bl'le:J{bbll°!l1tJ (Server) ~ei.:itlnu~fl1'j 
• • ;;..J 

flB:i..JYJ'Jb!Ple:J{ (DR-Site) A'U66'!'Llu6'!'U'UU~fl1'j6'!"1J.fl1'W~ b -:5'.:ivi1'1il"!J£'1\J~ ~.:i9iei 1 tJd 
v , ' • 

ct'.hC9l ~1b ii'Ufl1Jlilbb~ bb~~Ll'1J\l-rfl~1bfl~€l\lfl€l:iJ'W1bl'le:J{ bbli61l1 tJ vi'\lviei 1 ud 
v ' 

C9l) IBM Storage DSmctC9lJD '11m'U C9l 'Vl'11tJ 

JD) IBM Storage VctoC9loE LFF Control '11m'U C9l V1-J1tJ 

m) IBM System xmbcto Mes:' '11'U1'U JD 'Vl'11tJ 

cs:') IBM Series Xmctcto Mes:' '11'UTU C9l 'V1'11tJ 

cr.JD.(9).(9) m1'1?1€l'Ubb~~ufou~\l~'UYl~lilbnu.Ueil;J~ (Data Storage) zj\IJ1:iJ()\l 1 UJbbm:iJl?i1\I I 
vi b ~ tJ1.V ei\I nu fl1d 1i\I1'U bb~ ~ ~1 b 'LI 'LI fl1d'Yl lil?f e:i uu d ~ ~ 'Ylfi .n 1'W m dv\' 1\l 1'U'U e:i\I 

bfl~ e:i\I flei:iJ-W1 bl'lei1bb&.i.LJ1 tJYI ii e:i tJ, b~ :iJ 'V11 fl bfl~ ei\lfl e:i:iJ-W1 bl'\ ei fo&J.LJ 1 tJ hJ ?11mdfl 
v 

1off\11'U1~ VI~ ei 1&.i d e:i\1-ru d~ uuci'1de:i\l-U m.rn ~~ 'UoLJ' e:i b?t'Uei'1 ~ ~ ei\I vi1 b 'Ll'U fl1d bbm ·1J 
v v 

"Ii eimb'll:iJ 'VI~ m.Hu bb~\I e:ioJmru ~ 'lflci 11 1~?11:i.J1dfl1off\11'U1~ .n1 tJ1 'UJ~tJ~ nm 
' 
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Ci'.c:i -&1 h1\I i.Ttr<il1n 1~H\m:D'I 1~CJ~d'U-U'm6'1'Wel'1~~el\l-ru~~·1rnufi11 i~1CJ~ bfi~;fi''W 
" 

~\IVllJ~ 1J.i6'11lJTHlb~CJn~el\lrh 1 i~1CJ b ~lJ b~lJ'11nmlJ6'1U'\J6'1'U'U'\J~n1'j?f'lJm'l"l ' , 
ct.he9l.b bfl~ei\lijeim.Jmru bb'1~'1lel'Wl'l bb 1{~\IVllJ~~ ri n-t11m 1-Ul 'U 1fl';l\ln1';1-d' '1~~ ei-:ijjnid , " 

~ut.b~n'UAlbb';l\I 'l"l~eJlJei~1Vl'1 bb'1~1Vfu~n1';1bb'\J'\J On-Site Service 1'1'1eJ~nm 

bei'. i11lJ'I ~\lbb~l'U-:5''UVl{Ci\ll'Uel1Vil'l CJ1llb l'Ul'UVICJ~';il'/Jnl';i 1'1'1eJ~eJ1CJ'1fiHU1 
'I 'I " v 

rn b~eJ'U 

ct.\!:J .(9).rn el'\.Jmru'Vl~el hhbbmlJ~1-:i ., ~ bM CJ1-U'el-:i ~d'U-U'm?1'Uel~el-:i-:5'~V11mb Ylel?ii.Tu?l'U'U 
" I \I , 

f11';1b ~lJ'\.J';l~~Vl5.f11'\"l';l~'\J'\J~ldel\l-U'ellJ'1~ el\l?lllJl';lt'lb zjellJ~ eJ 1 '\.JfT-:id~'U'U-:5' ~ brl'U 
" 

-Veil.I '1 ~ mlJ?IU'\J ?l'U'U'\J~ m ';l?l'lJJll'l"lrl l'Vl'U~ 1~ ei ~1-:ijj'\.J d~~vi5m'l"l 
" ' ' 

cf. b. C9l.Ci'. ~d'U-U'el b?l'UeJ ~ eJ\I b ~lJ'\.J';l~~Vl5Jl1'1"l'lJ el\IW'\J'\J bfl~eJ\I fl eJlJ~l bl'l ei{ bbJ.i~l tJ bb '\J'\J b?lijeJ'U 
" 
(Replication Server) 1 Vt?lllJl';lmel'l~'\J';l~'\J'\J\ll'U~ nJlJ?IU'\J?l'U'U'\J~f11';1?1'1JJl1'1"l , , 
n1V1'U~ 1~ tJn ';llJ?1uu?1'U'Uu~md?1'1Jn1'\"l'1~~ ei-:i b u'Uer~ ei~vi5md 1 i-:i1'U~ ri n~ ei-:i 

, 'I \I 'U 

ml.In!] Vil.I 1 tJ bb'1~1 '\.J d bbmlJ ~ ei-:i lJ' fl11lJ ?I llJ 1';lt'l1 'W ni ';1?1°1 b 'U loLJ ei ~ ma'l"l 1 ~ 

~ b '\.J~· CJ'Ubb '\.J'1'11'11lJ'li1\I b 1'11Vi' n°l'Vl'U ~ 1~1~ CJ 1 i b Vlfli1 fl Incremental Backup 

1~ bb'1~?11lJ1';1t'lrl1Vl'U~lii1'U1'U'lJ~'lJel\I f11';1brl'U~lb 'Ul~eJl'U 1~ , 
cf.b .C9l .cf 1 'Wmru bfl~ eJ\I fleJlJ~lbl'lel{ bblloLJ 1CJVI~n1ll?l1lJ1';1t'l 1oLJ\ll'U1~ ';i~'\J'\J~l';leJ\1-LJ eJlJ'1 

" 
(DR-Site) tJi eJ\l?lllJl';lt'l~l b tJ'Un1';11'IX'lJ~~1b'U1 bfl~ ei-:i fleJlJ~l bl'l ei{ bbJ.i-u' 1 mb '\J'\J , 
b?lijei'W 1i-:i1'U1~mtJ 1'Wb1'11~n1V1'U~ 

cf.hb ';l~'\J'\JflellJ~l bl'l ei{~1V1~'\J\ll'U'\.J';l~lJ1 '1 i:.m-U BlJ'1bb '\J'\J (Hyper Converged Infrastructure) 

jj';l1CJ'1 ~bB CJ~ bb'1~flru?llJ'tM1JJi!ei CJn--J1 ~-:i~ei 1'1.Jd 
' 

ct'.hb.C9l ?11lJ1';1t'lvi'1 VM HA (High Availability) b~
0

ei1'\X VM Vl01\11'W1~eitJ0 l\11?1°eJbU
0

eJ\I 
1'LinJtUbfl~eJ\I Host Vi

0

1''U Virtual Machines (VMs) 1lJ
0

?fllJl';lt'lv\'1-:i1'U1vi' Vl~eJ 
VICJ~vi1-:i1'U (Node Down) , 

ct.b .hb ?lllJl';lt'IEJltJ VM 1'\.Jff~ Node B°'Ll1vJl'11lJf111lJb'VllJ1~?1mYlei-rn~1'\.J';l~~Vl6.f11'\"l 
n1';1v\'1-:i1'U'lJeJ\l';l~'U'U1~'1~tJBl'11'U&J&i bij'ei Node Qn1i CPU Vl1ei Memory 

lJ1nbn'UffJ1'1~~1'U~rl1Vl'LI~11 (Dynamic Resource Scheduler) 

cf.b .b .rn ?lllJl';lm~lJ Resource 1'LI~1'U'lleJ\I CPU bb'1~ Memory 1'\.JfT-:i VM bb'\J'\JeJl'lb'U~ 
b~el VM Qn1i CPU Vl1ei Memory lJ1nbfl'UffJ1'1~~1'U~rl1Vl'U~1n~tJ1li~eJ\I 
~?11?11{viV1~eJU~ VM nei'U (Dynamic Resource Extension) 

cf.b .b .Ci'. jjm1lJ?11lJ1';1t'l 1 'Wrn';lrll'U1!1!~'U~f11';11i-:i1'U (Capacity) 'lleJ\l';l~'U'U'11-:iV11!1 Vl~eJ 
fl1~m';lru'\.J~lJ1rumd1i-:i1'U~'U~-:5'~bnu-Uei~'1 (Storage forecast) 1~ 

cf.b .b .cf ~fl 11lJ?11lJ1 ';I ri VI'! el~ '1l el 'W l'l bb 1 { bb ?I~ \I Traffic Data bb '\J '\J Real- Time 

b~
0

eJl'l';lllil?leJ'U'\.J~lJ1ru Traffic 'lleJ\I VM, Distributed Switch bb'1~ Virtual 

Router ~bn~;fi''U 1 m~'U'U HCI 1~bD'Uei~1-:ii!eiCJ 
cf.b .hb i1m1lJ?11lJ1';1t'11'Wf11';1vi1 Virtual Machine Snapshot 1~bD'Uei~1-:iiJeiCJ 

cf.hb .~ jj f111lJ?f1lJ1';1t'IVl1 eijj '1lei'Wl'l bn{1 'Uf11';161°1';1eJ\loLJ ei~ '1 bb 'U'U Scheduled Backup 

1vi'bbn Weekly, Daily bb'1~ Hourly 1~tJ?f1m';lt'lrl1Vl'U~';l~tJ~b1'11f11';1bn'U~n~1 

oUeJlJ'1 (Retention Period) 11'11.JJiJeitJn-i1 rn b~eJ'U bb'1~?11m';lmn'UoUeJlJ'11'\.Ji:J'-:i 
" " 

External Storage i;..i'1'U1'\.J';l11'1fleJ'1 iSCSI bb'1~ Fiber Channel (FC) 1~bD'U 

ei~1-:ii!eitJ 1~tJ 1J.Jlii1n~lii1'U1'U vM ~c;lei-:im';l'11';1ei-:i-UeilJ'1 
" 



-lri-

ct.\v.\v.~ i11~'U'U'U~'Vl11~(;lf111 Hyper Converged Infrastructure L(;)CJirfl11l.l?f1l.l11tl 

Lv'i'B ~1'1-LI'BCJlii'-:id 
ct.Iv.Iv.~ . ® ?11m1m~CJn1-tlnu1~'U'U'l1'U~1'U Web Browser Lv'i'b'U'UeJ~1-:i-UeJCJ 

ct.\v.lv.~.lv ?f 1l.l11 ti m1'1 ?f B'U ?! tl1'U~ m 1vi 1'11'U'U eJ '11 ~'U'U Hyper Converged 

Infrastructure Lv'i'eJ~1-:i-UeJCJ1i1-:id 
®) ?! ti 1'U~n11vi°1-:i1 'U 'U eJ '16/l eJ ~ l'f bb 1 { 'U eJ 'I Hyper Converged 

Infrastructure 

lv) ?f m'U~ m1vi1-:i1'U'U B'I ~n{ (;) bb 1{ 'UB'I bfl~ B'I bbl.i'U' 1 CJ (Hardware 

Health Check) 

rn) ?11m1ri bb '1-:i b~ B'U mru ~1{ (;\ bb 1{ bfi (;)U t1J'Vl111l.l fi -:ii 5 m1 bbnL 'U 

Dt1J'Vl1Lv'i' (Entity Description & Solutions) 

ct.hh~ . rn ?!1l.l11t1vi1 High Availability b~BUB'ltl'U Single Point of Failure 

'tv'i'b ll'UB ~1\l-LI'eJ CJ 

ct.Iv . Iv.~ ?!1l.l11fl'Vl1'11'U1°1l.ln'"'u1~uu VMware vCenter bb"1~ Public Cloud AWS 

'tv'i'b ll'UB~1-:i-LI'B CJ 

ct.\v.lv.®o m ru Vi
0

hh bb n 1l.J 'U ~ '\1!11~ (;\ f1111 ~ 'U 'U bfl ~· eJ 'I bbl.1°'U
0

1 CJbb 'U'U b?f il' eJ'U i1trt1J'Vl1 

'Vl~Bi eJoLJ(;lieJ'I LlJ?!1l.J1Wvi1'11'U Lv'i'B ~1'1 b~l.J'lh~~'VIB.fl1'W '1~ ~eJ'I b~l.!~1 b iJ'U f111 

bbnl'U.n1 CJ1 tJ ~ i 1 Ll.l -:i tl'u ~ \l bbt?1Lvi' f rnb '1-:i'11 n ml.I ?ttl'u?t'U tJu~ m1?1'U.n1'W , , 
bb"1 ~ t?i' B'I bb~ 1 b?f ~ '1.f11 CJ1 'U ivcs:: i 1 Ll.l'I tl'u ~-:i bb~Lvi' f rnb '1 \l 'Vl1 n 'tl.i bb~ 1 b?th 

' ' Q o I.Id II II v C1it. 

l'l 1l.J)~ CJ~ b 1"11'\ll f11'\ll'U \;\ ~CJ 'U'U Bb?f'U B'1 ~I'\ eJ'l11 CJ'l1'U ml.l?f'U 'U?f'U 'U'U1 f111 
\J , 

?f'U.fl1'Wb lJtJmCJ~mm15n~1 L\;\CJ~'UYi , 
ct.Iv.Iv.®® (;\ bbm~uuVi' til (;\~\ll'l"1Bm~CJ~b1m«ruon rn b;; B'U L\;\CJt?i' eJ\lvhm1l'l11'1?1eJ'U1~uu 

\J v v 

~1m1-:ibb~'Ub~11~1\l 'W~Bl.l 1 Vlrht.J~n~1 im?ttJmb'U~ bb"1~bb'U1'Vl1-:im1oJ-ruth-:i , 
1 ~ u u Yi' B 1 '1 '1 ~ b ti (;\ lJ' ru 'Vl 1 ef 'LI 1 tJ B 'LI 1 fl l'l bb n' b -:u" 1 'Vl -LI 1 Yi' t.f (;\ bb "1 1 ~ u u 

v \J 'U 

'UB-:in1l.l?1tl''U?t'U'U'U1n11?1'U.f11'W ' , 
ct.lv.lv.®lv ~~ tJi B b?f'U B'1~~ B'lii'Vltl' -:i~ Bru1eJ-:im11 vi'u1m1bb"1~?1tl''U?!'U'U'Vl1-:ivl'1'Ub 'VlfliJfl 

'U , 

Q.I I.I dOQJ II Clit.GJ 'dV 

'Vl"1 'lf111'U1 CJ '11 n'\111'1 b '11'UB\l'Vl1 eJ?fl'U n'l1'U?f1'U1'UeJ'I b '11'UeJ'l~"1 l'l.f1 W"Vl '\I!) Bl'\1 bb 'Vl'U 

-;J1'Vlil1CJ1 tJoJ1~b 'Vl\31 't 'VICJ L\;\CJ~(;lvl1b U'U'Vltl'-:i~m.11l.l1 bb?f (;l'l'W~Bl.lnu m1 b?f'Um1m 

ct. \v. \v .(9)'"1 ~~ 'Ui eJ b?f 'U B'1~ ~ B'I ~1 b iJ'U m1oJ-ruoJ 1 'l'Vl~eJ b ~l.loJ1~~'VIB.fl1'W1~'U'U fleJl.JVi1bl'leJ1 
\J ' 

?1°1'\llf'U'11'Uu1~l.l1 "1 ~ "1-u" eJ l.l" "1 bb 'U 'U Hyper Converged Infrastructure 

'U eJ -:ivi' B'I u n util f111fleJl.!Vi1 bl'l eJ{ (DR-Site) 131 mfotl'u ?!'U 'U'U~ f111?! 'U.f11 'WYJ' b d..J \J 'I , 

~'!'\Ill (;l'lJ"1'U ~ 1vi'?!1l.J11tl1 i '11'U 'tvi' 1'11l.JoJ n til 'Vl~ €);] n11 bb"1~1 'U mruYI' i1 fl11l.J 
' 

-;J1 b ll'U~ eJ-:i fatJv1CJ1~uu ~~ 'UiB b?t'U B~ eJ-:iru ~(;l'lleJmh 1-rr~1CJY1' bn(;l:ff tJ~-:i'Vll.J (;\ 
'U 

bb"1~1::::uulK-:in~ 11.X B'l?f1l.l11fl 1-tl '11'U 'tv'i' 1'11:wVi' n1:w ?ttl'u?t'LI'LIU1 n11?f "tl.f11'W , , 
ri1'Vl'UV1 

er. iv .rn 1'111'1?\B'U oJ-ruoJ1-:i bbnL"tl1~uu 1vi'mm1meJ-:iru m1vi1611b'U1bb"1~nfitJiBl.l"1 lii'-:i~B 'toJd 
, 'U \J 

ct.\v .rn.® m1til (;l~'l'Vl~ m ~ l.l'll1~~'Vl5.f11'W1 U1bbmm?ti1 B'U (Virtualization) "1'1'\J'U bfl~ B'I 

fl eJ l.l ~ 1 b l'l.B { bbl.!
0

"tl
0

1 CJ (Server) "tJ eJ -:iiX B'I oJ B i.J&i n11fleJl.l~1 bl'\ eJ { (DR-Site) 
' ' 

Plmfotl'u ?f 'U'U'U 1 m1?1'U m'WYi b ~ -:i'Vli' V1'll"1'U ~ 1'11l.!Yi ml.l?ttl'u?t'U'U'U 1 m1?1'U m'W 
'U 'I , 'I 'I , 

n1'\ll'U\;\ 
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ct.lv.rn.lv vl1f11')b ~Bil~ B')~'IJ'Ui1'~B'l61Y Bil ~"il1n~B'I Data Center mii?t'!!'U?f'U'tJ'U~ f11') 
'IJ , 

?f'!J.fl1V'l 1 tJ cJ'l~B'ltl nu&\ f11')fle:JlJYl1 b\?1B1 (DR-Site) i'l'U~?fiJ''U?f'U'U'U~f11"J?f'!J.fl1V'l , d..J '\J , , 

~ ti ~'IV!l~'ll~'U~ 1~vmii?ti1u?t'U'U'U~f11')?f'!J.fl1V'l"il~bll'U~n1V1'U~ 6l!Bii~~vi'B'I 
, , , \J \J 

vi°1b11 'U n1')i1')B'l,f 'UiJ -u Bil~ bb~ ~ d ~'U 'U 1~u1'1 :d 'ID \I "iJ D'U n 1 di1')B '!61J B ii~ 
'IJ , 'IJ 

hJ~Bvn11 b'JI d~uu\?11i1\?11')1'1bb 'UuVl1v bb~~vi~?1Bu.J1~B'l?tm'U~ bn~b Vf(?)f11')ru , 
1ii' fl1 ~ f1 ~ fi ~ ~ 1 ~ bfl~ B'I bbii' '!J, 1 V'!J B'I n')ii?f'!!'U?t'U 'U'U ~ n1')?f '!J.f11V'l 1ii ?11i11')ti , , 
1~u~md1~ d~uui1')B'l.LJ'Blj~ (Back-Up) DR-Site "il~vlB'l1~u~f11')Vl~bbVl'U1~ 

\?11lJ b~B'U 1 '!J~ ndlJ?fiJ''U?f'U'U'U~f11')?f'!J.fl1V'lrl1Vl'U~ ' , 
ct.lv.rn.rn vl1f11')Vl~?IB'Ui1')B'l.LJ'Bii~"il1n~B'I Data Center mii?ti1'U?f'U'U'U~f11')?f'!J.fl1V'l 

'IJ ' ' 

1~ v-U e:iii ~vi fi f11')i1 ')B'l,f 'U Vl1'1 mii?t'!!u ?f 'U 'U'U ~ f11')?f '!J.fl1V'l b {]'LI~ n°1V1'U~ 
" , , '\J 

1~vi°1b11'Urn')i1')B'I H vi ~B'l'Lliju&i f11')fl Bii~1 b\?lB{ (DR-Site) ~'Uv?t'!!um~'U 
'U~f11')?f'!J.fl1V'l~ b ~'IV!l~'ll~'U~ 1~vn1V1'U~l°11m1ii~md'1'1')B'IVln ., ~ i11ii'I , , , I 

V1~8\?11lJfl11lJbV!lJ1~?flJ'!J8'1 RPO bb~~ RTO bb~~vl1'1'1b'U1Ll ~'I rn '!J~ ~Bl'U 
' 

'!Tu bb~1'LI~1~fu11~1'lmii~ ru ru1 1~ v~~'U.LJ' B b?f'UB"il~vi' B'l~1 b U'Uf11')~1vi6 f11') ., ., 'IJ 

vi b V!lJl~?flJ bb~~vl8'1'fo~~'!JB'U~ Bfl11lJb~ VVl1Vvi Bl"ilbfl~~'Url'U.LJ'Bii~ 1 'U')~VfrJ1'1 
'IJ 

n1')~1b iJ'Un1')~'1vl'Uauu bb~~'ll~'1'1b 'U1 Vt~B 1ii'1'1 b ~"il.fl1v1 'U')~V~b1~1vi n1V1'U~ , 
~~ 'U.LJ' 8 b?f'UB"il~vl 8'1V'UVBlJ'!J~1 'li'l°11b~ VVl1 mr 'IV!lJ~miivi mii?t'!!'U?f'U'U'U~f11d 
'IJ ' 

?f'!J.fl1V'l'lJ ')~ biJ'U bb~~ b~ V n~B'I , 
ct.lv.rn.CS: f11')vl1i1b'U16l!Biimli'1~i1')8'11l'!JB'I Virtual Machine l'i'B'l?f1lJ1')tivl1'11'U 

'IJ 

~1'Ubfl~B"ll1v LAN Vl~B WAN Vl~B bVlfl1'Wfa~~~n11 
ct.lv.rn.ct b~lJ'\J')~~Vl5.fl1V'l 1'1\J')~B?f1') '!J'U1~m1m~1 lvoo/lvoo Mbps Vl~B~n11 

ru ~B'I DR-Site "ii1'U1'U <9l Link 

ct.lv.rn.b iJ1')'lf n~1bb~~~Bmvrnd 1-ff '11'UB'Llmru"5'vi bnu.LJ'Bii ~ bb uu mv'Ue:in (External 
, , , '\J 

Storage) IBM Storage VctoGloE LFF Control "ii1'U1'U <9l mhv ?f1lJ1')tld8'1f'U 

f11')vl1'11'U 1~~'1-d 
ct.lv.rn.b.<9l ')B'lfof11')b~lJ'!J'U1~'!JB'l~?tn"ii1~B'l~~mbtl'lm"il1n Storage (LUN) 

ct.lv.rn. ti.Iv ?11i11')ti'\Jf u b tJ~ V'Uf11') 1'li''l1'U'!JB'lm1ii"il1~ 1~mr ~ bb~')~'IJ'U"il~vi' B'I , ,, ,, 
?f1lJ1')t1~1b U'Uf11')'\Jfo b'Ll~V'U 1~vl1V\?l'UbB'l~1'UVl1'1 GU I 

ct.lv.rn.b.rn ')B'lf 'Urn')'Vl1i1b 'U1.LJ' Bii~-U 1ii Storaoe 1~v 1 'li'~'ln oU'U'!JB'IB'Llmru 
'IJ ~ , 

Storage 1m'LIB'U1fl\?l ~'lbb'U'U Synchronous bb~~ Asynchronous 

ct.lv.rn.b.CS: ')B'lf '1Jf11')vl1i1b 'U1.LJ' Bl.1~61J 1lJ Storaoe 1~ v1 'li'~'ln oU'U'!JB'I B'Ll mru 
'IJ ~ ' 

Storage 1m'UB'U1fl\?l~'lbb'U'U Fiber Channel bb~~ IP 

ct.lv.rn.b.ct ')B'lf'Uf11')?f~1'1 Volume Vl~B LUN bb'U'U Full, Thin Provisioning 

ct.lv.rn.b.b 'H:J~fu".i:::uutJiju&im".i Windows, AIX, Solaris, Sangfor, VMware 

bb~~ Linux 1vi' 

ct.lv.rn.b'JI ~~ 'UoLJB b?f'UB"il~l'i' B'l~~v11 bb~'U1 'Ufl1')'\J~V!1')~ ~fl1')'1iB'l 1VlrJ~1'Ufl11il'Ll~B~nv 
'IJ 

d ~ uu ?f 1') ?f 'U b vi i'1 vi 1ii ')1 v ~ ~ b B' v ~ d ~u uVi e[v mT m ?f 'U B 191 B 'I Backup bb~ ~ 

Recovery bb~~tld~ bil'LI'liB'l 1 Vt1vi'1'Um1i1~'Ufl'ltl~B~nv?f1')?f'UbVli'1 
ct.lv.rn.~ ~rn· 'UoLJ B b?f'U e:i 191B'lvi°1b11 'LI f11')VJ')1 "il'Lld~ biJ'U'ti B'l 1Vt1~1'U fl11mT 'LI fl'l'Ll~ e:i ~.n v 

'IJ 

?f1')?f'UbVli'1 (Vulnerability Assessment: VA Scan) '1'1Vtf'U')~'U'U~vl1f11')~1')t"J'I 
' ' 

bb~ ~ n A 'U.LJ' B lJ ~ dd lJ ff ·Hfl 1B~flBlJ~1b~B1 bb~.i '!J
0

1 v bf!~ B'I b?f lJ B'U (Virtual 
,, 'IJ 

ctC 
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Machine) d~'U'UtJBi.J~nid bb'1~'U~n1dVi
0

bn°v1iB.:in'U';i"~'U'U DR-Site ml.Jvi 

ndl..1'1ii''U'1'tfU'U~n1';i"~'ll.fl1VHl1'Vt'UV1 (';i"~'U'U~'l'Vtl.JVlvi Backup "il1'U1'U lvo ';i"~'U'U) 
"il1'U1'U (9) flf.:J/';i"~'U'U \;li;'IBVl';i"~V~b1'11~f1JflJ1 bVJVMB'lhin'B1~\nvi~mm~Yl'U 
\;\

0 

eJ n1';i"1 VI 'U~ n1';i"'ll B'l d~'U'U'l 1'U i .:i'li n1';i"VJ°1b11 'U n1 ';i"\;l';i"1 '1 tJ d~ bil 'U-d B 'lb 'Vtl 

M' B .:i b 1J 'LI 1 tJ mmb 'U1tJBi.T~~1'U m 1l..l~ 'Ufl .:i tJ" B vi.il v '11';i"?l'U b Yl PiVi. b'Vtl..11 ~ ?ll.J 

bb'1~ M B'l L~ f'u fld1l.J b ~ 'U'llB'U '11 n ndl.J?ltl''U?l'U 'U'U~ n1';i"?l'll.fl1'1"1 n B'Uvi°1b i'.J'U n1';i" , , 
1 'U';i"~'U'U'1~\l 

ct . lv.rn .~ n1';i"V1°1 b U'Un1';i" VA Scan vi' B\l'11l..11';i"tld~l( 'll0

B'l b Vtl'llB'l';i"~'U'UUD'U""~n1';i" 

';i"~'U'U~1'U-U'm,i'1 bb'1~ Application 1viv bbD\l';i"~~'Ufl11l.J~'Ubb';i"'l'llB'lfl11l.Jb~V\l 
'V'I f Bl.J-LJ' m?l'Umb 'U~ 1 'U n1';i" bb nl"LJ tJf 'UU';i" \l B Vl'll

0 

B\l b Vt'J° Vt~ B n°1Vt'UV1 mm n1';i" 
' ' 

'1Vlfl11l.Jb~V\l (Mitigation) 1vi'B~1'lotlV!b'1'U 
ct.hrn.@JO .fl1V'Vt~\ln1';i"bbm 'llUf 'UU';i" \l ~~·'U-u Bb?l'UBM B'lvi°1 b -U'U n1';i"V1V1'1 B'U.J1 (Rescan) 

' " 
b YlB ~'U~'Ui;.Ji;'I n1';i"bbm 'll bb'1~~Vlvi1';i"1V'l1'U?l';i"Ui;.Ji;'I tlB'Ubb'1~'Vt~\l n1';i"bbm 'll b?l'UB~B 

' 

<t'..m u1-a.:i~m~1-H'ei.:i'l.Jn~m-af'lt1l.JoW1b\;leJ{ (DR-Site) bb'1~"a~'U'U6f1-aei.:i-U't1ii'1 (DR-Site) 
, d.-1 " 

ct.rn .(9) l'i' B.:ivi bb'1';i"~'U'Uvi &i vi tff .:i \;\'1 BV!';i"~ v~ b 1m~ ru ru11vivM' B'lvl1n1';i"\;l';i"1'1'1 B'U';i"~'U'U ~1m1.:i bbi;.J'U 
" v v 

be'.J' 1d~1\lVJ01 b i'.J'U n1';i"flA'U';i"~'lJ'\J bb'1~Ud~ blJ'Ui;.J'1n1';i°VJ
0

1 b i'.J'U\l1'U 'V'lf Bl.Jvf .:J';i"1 V\l1'U 
" 0 Q..J 0 ii 

n1';i"'lJ1';i"'l';i"n'\~1W'U'U'11';i"B'l'llBl.J'1 
' " 

ct.rn .lv mruvid~'U'U~1';i"B'l-U'Bl.J'1iiUru'Vt1'1~MB\lb~l.J~1b U'Un1';i"bbm 'llmv1 'U cg:'. i1 bl.J'l i!'Utff 'lbb~1vi'fo 
" v 

bb~\l'11nml..l?1i!'U?1'U'U'U~md?l'll.fl1'V'lbb'1~l'i'B.:i bb~1b?ihmv1 'LI \vc( i11l.J.:i ii''U~.:i bb~L~f'U bb~.:i , , 
Vt1n hi bb~1b'1~'1mm~v~b1mvi n°1Vt'UV1 er~'U-U'm?l'Ue:J'1~Me:i.:id1v.:i1'Uml..l'1tl'u?l'U'U'U~n1d 

" ' 
?1'1l.n1m iJ 'Um v~ n~ru er n~d 1vi vml..l?iii''U?i'U 'U'U~n1';i"'1'1l m'1"1'1~ n° 1Vt'Uvii''LI bb~1 b'1~'1 bb'1 ~ , , , 
~~'U-U'B b'1'UB'1 ~l'i' B'l~1 b U'U n1';i" 1 ~ bb~1 b'1~'1 ml.Jvi ndl.J?li!'U?l'U'U'U~n1';i"rl'll.fl1'1"1n1'Vt'UV1 
\I ' ~ , 

' ' 

ct.rn .rn m1'1'1B'U n1';i"b ~Bl..!~ mfl~ B'li 1 V';i" ~Vt-h .:i bfl~ B'lflBl.J~ 1 b\;l B { bbl..1°'ll
0

1 v Data Center bb'1~ 

Data Center Pl'UcJ tl'Ubfl~B'lflBl.JoW1b\;\B{bbl.i~1v DR-Site 
" ' ' ' 

ct.rn .c( ~~ 'UoLJ B b?l'UB M' B'liil( flmmYiii m1m ~ V'l'll1f1J~1'U';i"~'U'U'l1'Ubfl~ B'li 1VflBl.J'W1 b\;\B{ (System 

Engineer) b~ Bvl1Vt-U' 1vi Be:lnbb 'U'U bfl';i" .:i?if 1'l bb'1~'U~'Vt1';i"'<il Vln1';i"';i"~'\.J'UflBl.J~ 1 b\;l Bf b?!:W B'U 

(Sangfor bb'1~ VMware) 'V'lf Bl.Ji.:itJf 'Ubb\;\0 'ln1';i"~'lri 1n1';i"V1°1'l1'U'lle:J'l';i"~'U'UUDD~ n1';i" 

Windows Server bb'1~ Linux 1~vi1.:i1'UBV1.:iiitJ';i"~~Yl6.fl1'V'lbVJV:WtJ';i"~?l'Un1';i"tUn1';i"vi1.:i1'U 

BV1'lLJBV rn tJ '11'U1'ULl-iUBvn11 (9) fl'U 1viv~1'Un1';i"B'U';i"l.Jbb'1~1vi'fotJd~n1Pli1mrmf'U';i"B'l 

(Certificate) '11nVt'lhv.:i1'Uvi1~mm'11'U'11n'1vib~V'loLJB'lvi'1'Um';i"'U~Vt1';i"~V!n1';i"6llB~~bb1{ .... 
(Virtualization) 

ct.rn .ct er~'U-LJ'B b?l'UBM B'lii'Uflmmvi flB VV! bb'1';i"~'U'U~'l'Vtl.JV11 'LI bfld'l n1';i"-dbVJVMeJ'lfl B V m1'1'1B'U bb'1~ 
" , " 
bbm'll\J ruVt1vi bn ~-ff 'U'lleJ\l';j"~'\.J'\.J~.:iVtiivi 1 'LI?i1'U'll e:i.:ie:itJmruYi° e:iv1 'LI bfl';i"\ln1';i" .X.:iifhh1l..ln.:i 

v ' " 

bU';i"bbndl.J~1'l 1-Yi 1-li.:i1'U'U'l.!d~'U'U~\l'Vtl.JV11'LI1m.:im';i" (Application Software) bb'1~flBV 
bbm '1luruVt1 \;\1l.Jvi b ~1Vtu1vi'll e:i.:i ml..l?li!'U?l'U'U'U ~m';i"?l'll m'V'l~B.:i'lle:i 

v , ' 

ct.rn.b f11';i"tl1';i"'lfn~1';i"~'U'Ubfl~B'lUf'Umf11Pl "11~,ooo BTU ~1'U1'U Iv bfl~B'l 
' 

ct.rn . b.@J vi1m1l..l'1~m~bbB{ YJ'1 b\;le:J{ bb'1~Vtu1rnmfl~B.:itJfomrnP1 
ti o CV ~ d' ~ 'ii 

ct.rn. b. lv "1'lY11fl11l.J'1~mvid'li;.J'lflBV'1 bV'Ubb'1~flBV'1 ';i"B'U 

ct.rn . b .rn (;l';i"1'1'1B'Ubb'1~~1.:iviml1~\l bb'1~vi1fl11l..1'1~mvirnvi';i"e:J'ltl1bvle:i 1 ~J1~.:J L'Vt'1 

?1~vi1n 



ct.rn. b.G:: ~d'°Jlil?feJ'UBtJrrmhH''UVi ~V11 ·m:Wbb'1:::m1"il b~fl bb d'l'1:W 
' 

ct.rn. b.ct ~d1"il?IB'Ufl11:Wfl.:J~'IJB.:Jm::: bb?f 1 vJ~1 
ct.rn.b.b ~d1"il?fB'UmTvh.:i1'U'IJB.:J?fl~'libU(;)-U(;) bfl~B.:itJfomm~ 
ct.rn.b .b"li ~d'J"il?IB'\Jd:::'Uutl1cnbbeJ{ b~:wJ1cnbrn{ (vnn-'1'1bU'U) 

ct.rn. b.~ ~d'J"il?IB'Ud:::'\Ju 1 vJ~1m'Ufl:Wn1dbU(;)-U(;)bfl~mtJfomm~ 
' 

ct.rn. b.~ eft 'UoLJ Bb?f'UBl'i' €1.:J'Vh n1db tJ~ tJ'UB::: 1 Vl~'IJB.:J bfl~ B.:itJf 'U €11 m~ mru~ bn (;JU ruvi1 
'U ., 

-U (;)oLJ €1.:J 1(;) tJ mB u fl"' :w eJ::: 1 vi'1° vi' .:i-d' :WB b~ eJ {~ (;) '1:W bb'1::: 1 u~ (;)'1:W d::: 'U1tJm1:w f B'U 
' 

c::.: .c:::t. ' 'I.I ' .::;; d ~ 
fl11:1.JbtJ 'U, bb:Wfl b 'U ~ nfl B:l.Jb 'Wd?fb61!€l d, bb~.:J flB tJ'1 d B'U, bb~.:Jfl B tJ'1 btJ 'U , 61!(;) Q (;)'U 1 tJ1 , 

'1J(;)m B.:itl1 en ~~'U.LJ'B b?f'U B l'l' B.:J b .LJ 1vi1 m1:w ?1:::€11(;) bfl~B.:itJf 'UB1n1~'W~ B:W~ d'°J "il b ~fl 
, 'U 

bfl~B.:itJf'UB1n1~ ru ~€l.:itJniJ~mdfl€l:W~1b~B{ (DR-Site) ~'U~?fi!'U?f'U'UU~md 
6.J 'U ' 

?f'IJ.fl1'W~ b ~.:JVll(;)'1J'1tJ~ m:w?fi!tJ?f'U'U'\J~md?f'IJ.fl1'W '11m'U iv fl~.:i 1'Ud:::tJ:::nm 
, , 'I , .. 

bfl b(;)eJ'U 

ct.rn.b"li ef ~ 'UoLJ €l b?f'UBl'i' B 'I bt11 d:::i'.:i ~ (;)~1:1.J bb'1 :::tJd::: b:iJ 'Ufl11:W b~ tJ.:J"il1 n'li €1.:J 1 Vl'J 'IJtl'ld::: '\JU~ €l tJ
0

1 'U 
'U 'U 

'IJB'Ub'IJ~1fld.:imd d1:w~.:itJd:::?11'Umdbbnl'V tJf'UtJd.:i Patch/Hotfix vi~Bn1V1'U(;):IJ1~dmd , 
UB.:Jtl'U~bVl:W1:::?f:w 1 ~?f€J(;)fl'1€l.:in'U~'1n1d~d1"il VA Scan 

ct.G:'. mdri1tJVJB(;)B.:Jrlfl11:Wi (Knowledge Transfer) 

~~'U.LJ'm?f'UB"il:::l'i'eJ.:JtllJd:WBV1.:J'LI'BtJ (9) flf.:i ?1°1vif'Ub~1Vl'Ll1~hJ'W'BtJn11 ct fl'U 1(;)tJ~d1tJ'1:::b~tJ(;) 
'U ,, 

QJ I.I Q.I q 

Vl'J'IJB(;).:J'U 

ct.G:'..t9l n1d'\J~Vl1d~(;)n1dd:::'U'\J Hyper Converged Infrastructure (HCI) 
" 

ct.G:'..\v oLJ'U~€l'Un1d?f°1dB'lbb'1:::tj'~'U.LJ'B~'1 (Backup & Recovery) 

ct.G:'..rn m:::'\J1'Un1dQ~'U·rnurn~mn(;)JltJ~U~ (Disaster Recovery Procedure) 

ct.G::.G:: ~'U'51'Un1d~(;)n1'j"fl11:wif'Ufl.:JtJ'1€l(;)JltJ b'li'LI 1Tim'j"ri1m1tJ.:i1'U~'1 VA Scan bU'Ul'l''U 
"' 

n1Vf'U(;)d:::tJ:::b1'11~1.:J rn b~B'U ( ~.:Jbb~b~B'U mn.i;J1fl:W lvctb~ fi.:ib~tl'U tl'UtJ1tJ'U lvctb~ ) Vl~tl 

~ 1:w Vin d:w ?1i1 u?f 'U'U u ~ n 1d?f'IJn1'Wn1vi'U (;) 

(9). 

l!J. 

' , 

,, "" ,, 
B1.:JB~~1:W"lJB"lJB~ 

';i1ti~:::bBti~flru 
' ., 

~n'liru:::bu°V'l1::: 

ct.t9l-ct.rn , ct.hrn.b"li t9l.bb~'Un1d~1bi'.J'U.:J1'U1 'Ud:::m~~f1Jf1!1 

Iv. ';i1tJ.:J1'Un1dtJd:::'1J:w 
' 

(9). d1 tJ.:J1'U ?I m'U::: mdvi1.:i1'Ubb'1::: ~"' md 

m1"il?f B'\J'j":::'\J'UVi bfl tJ1.LJ'B.:i ~1:1.J~'j":::'\J 1 'LI 
' 

TOR 
0 ti.di I.I 

d1tJ.:J1'U~'1n1d?f1';ieJ.:JU'1:::nfl'U'IJB:W'1 
'IJ 'IJ 

(Backup & Recovery Test) ~bb?f(;).:J 
oLJB:W'1 'j"1tJ.:J1'U~'1Vl(;)?fB'U 'W~B:W 

'U 

Log/Screen capture 

';i\Juuu 
" 

V1:w1m 'VI~ • 

b~B'Ubb dn'IJB.:J 

~t1Jf1!1 



rn. 

CS:. 

ct. 

b. 

b'll. 

c:; , 

ti. 

<9)0 

""' ':i1EJ'1:: beJEJ ~ Firu • 
~n~ru::bu'W1:: 

ct.rn 

ct. Gl-ct. rn 

ct.Gl .bn 

ct.Gl .bn 

ct.rn.b 

ct.hrn.b'll -

ct.\v.rn.ci 

ct.\v.rn.b'll -

ct.lv.rn.ci 

""'"" ., 
ca::;'IJ'IJVlbnt.n'U'i:l~ 

h"a1tJ~1'UbVl~oLJ~.if'i:l~ (Incident Report) 

bbl:l::;mcabbnl 'U 

b;a~{1'i:l~tl'U (Preventive Maintenance) 

(Documentation & Update Record) 

ca111'1~bb?l~~-if B11ffuruvi1 BU?lcacafl bbl:l::; 
'lJ ., , 

ca1tJ~1'Ut!mmcavi~?l'i:l'IJ DR-Site bbl:l::;mca 

"ii'1'1'i:l~ b VI~ mcaru (Disaster Recovery 

Drill) 

"a1tJ~1'Ut!mmca1~ SLA 

(Downtime/Response Time) 

ca1tJ~1'UmTu1ca~-rm~1';i::;'IJ'IJ , 
bfl~'i:l~u-r'\Jmf111"1 mT'il b ~flfl111J'V'l~'i:l1J 1-ff 
~1'Ubb'1::;'1i'i)1Jtl11~ 

"a1tJ~1'Ut!mmcam1'1UWbiJ'U'!i'i:l~ 1 Vil (VA 

Scan Report) 

"a1 tJ~1'Ut!J'1 f11"aVl~ ?\ 'i)'IJ.J'1vii;l~ f11"a bbnl 'U 

(Rescan Report) 'V'l~'i:l1J.ifm?l'Umb'U::; 

bbl:l::;bbe.J'UmcatJfotJca~bbnl 'U mru:W'liB~ , 
1vi1 

':itJbbtJ'U ... 

' ., 
'i)tJ1~'U'i)tJ 

6'11. 'Vl~mnrusn1tJm':i~"il1':iru1i:r~b~ein-um&t'UeJ 

1 i bn rusvi' ~ '11caru1 () ~tJ ca:: 1tJ"tftl 'U'i:l~vii.11 tJ~1'U'U 'i:l ~-r ~ bbl:l ::1 vi fl tJ ';j::;?\~ ri°'U'i:l ~n 1ca1 i ~1'U b U 'Uci'1r1 ru "' , ., 



e<:. 1.:iL~'U.:iu'lh::111ru/1.:iL~'U~1~~u:S'~i;t';i';i 

b1'U\l'UUWll1!11';i1tJ'1°1m.h::"i11tl.:iu'\.b::mru YU'l. l!Jctb~ "i11'U1'Ub11.J boo,ooo 'U1Vl ('\llflbb?fi.J 

u1VJ ti'1i.J) 1~m D fl'1° 1tl''il1 m1 i.J\l'UU';i::mru•1rEJ\lfl~ m Vlfl L i.J fa~?f1';j?f1.Jb VJ Pl 611-U fl\111.Jb'1'll1i.J fl1';j m:w 'lh:: "il 1tl 
' ' 

~- \11~\11'Ubb6l::fl1';i~1£.lb~'U 

b~el'Umfl~1ri:w l!Jctbii - ni.Jtl1tJ'U l!Jctbii L~tJn1'\lli.J~'1\l:wBrn1i.JbUi.J';i1m~Bi.J b~B~-ru~1\11~vhni.J 

l i.J'\ll-J 1~ iJ ern611b~"il'lJB\1\111.Jfl';i'Utl11.J?t:wu ';iru 1 m~ Bi.Ji! i.J ., bb'1::riru:: m';i:w fl1';j\;)';i1"il-ru~ ?11111vi' \;l';i1"il-ru:wB'U\11i.J 
~ I ' 

""' .., .., 
b';itJ'\J';i€JtJbb'11 

m:w?IU'U?fi.J 1.J'U~ fl1';i?f 'lJfl1'Yf'il::'1° 1tJri 1"1J 1\1 ~ 'l 1tii' ';i1:Wmf;:w '1rl 1 b vl :W\;1'1 B~"ili.Jm;;1mm8° i.J ., bb'1:: 
, " \J I 

ri 1%''1°1tJ~ 'ltl1'lvi' 1tJbb~11 ~ bbri ~~ i.J.U B b?ti.JB~1vi'-rum';i r1 ~ b~ Bfl b ti i.Jm ~u~ fl 1';i\;11:W~ \;) fl'1\Ini.J1 'LI~ ruru1"1l 1\1 bb'1:: 
\J \J u u 

~ mrl ~u~ fl1';j 1vi''1'l:WB'U\11i.Jbb'1::riru:: m';i:Wfl1';i\;l';i1"il-ru~?t~ 1vi' \;l';i1"ilfob~tJ'U~BtJ bb~1 
~ ' 

Vl1m~ B'Ubb';ifl\;11:WoU Bn1'\lli.Jl11 l 'U~ fk!f1!1 ti' 1tJ5oJ~\11i.J hi b~ m~ Bi.Jtl5~i.J1~Fi111ri1~ 1\lb'Vlll1b Ui.J';i1tJli.J 

L111tJr11i.J1ru"il1flri1:il1\l';i1m~Bi.J '\ll1';i~1tJ":il1mi.Ji'i.J L111tJ~B11Vl~\lb~Bi.JiJ rno 1i.J 

G>o. eJW!';i1rl1U~'U 

'\ll1fl~~ 1.JoU €1 b?fi.JB hi '1\l:WB'U\111.J l ~ bb~1 b?f ~"il m:W\11111\111.J~ n1'\lli.Jl11111i.J~ruru1~~
0

1.JoU €1 b?fi.JB"il ::vi' €1\1 
'U u u \I 

ii .i::. ~ 
@kl. "UeJ6l.:11'U6lV15 

b1'Uri' 1~ 1\1?1°1Vlf u fl 1';i~ 1\1 rif 'lif1~ m "il1 fl\l'Utl';i :::w 1rutl ';i::"i1°1u 'Y1. Pl. l!:lctbii fl1';i'1\li.J1:w1 m1 t1! f1!1 

"ii:: m::vi11vi' \;1° mi'.I B'Y1';i:: ';i 1'lJoJ fk!qJ~ \l'U tJ ';i :::w 1ru ';i1 tJ '11 tJtl ';i:: "il 1 ti \l'U U';i:: m ru 'Y1. Pl. l!Jctb~ iJ em 1 off oJ \I rl'u 

bb'1:: 1tii'f u-.5' 111?1';i';i\l'Utl';i::mru '¥1. Pl. l!Jctb~ "il1flci'1tl' fl\l'UU';i::mrubb~ 1 ?1°1Vlf u mru~hJ1vi'f ufl1';i-.5' 111?f'j';j 

'lutl ';i:::w1 ru';i1tJ"il0 1m~Bfl1';i-.5' 111~ 1\11i.Jri.f'l1'1\Ifl'1°11 fl'1° :w b VJ ri L i.J fa~ ?11';i?tm VJ Pl ?I° 1-U fl\11m'1'll1'LIfl1';i m:w 
' ' 



-(9)m-

j1EJ6l:;bBEJ~j:;'IJ'IJ~~~'U-U'B blil'Ut111i'ei.:i Backup bb6l:; Recovery bb6l:;\Plj1"iJ'IJj:; biJ'U'!iei.:i 1 'Vl1~1'Ufl1111~'Ufl.:I 
U6lB~Jlfllil1ji;l'Ub'Vlf'l ~.:id 

Domain Name 

https://esta.hss.moph.go.th/ 

https://smart.hss.moph.go.th/ 

https://hss. moph. go. th/ 

https://crm.hss.moph.go.th/ 

https://asset.hss.moph.go.th/ 

https://icmart.hss.moph.go.th/ 

One Stop Service http:// oss.hss. moph. go.th/auth/login 

b 1rnbt1tJ'l"lfafloif'Ul'l'Ub~t1'Ul'l'Urn.:i "'l"lt]~m'j1l 
ct. Q ct. ct. d 

f11'jn'Ul'l~vt11'Un'Ul'l~bfl1J" 
https://surveilance.hss.moph.go.th/ 

https://osm.hss.moph.go.th/ 

(9)0 http://hedintranet.hss.moph.go.th/ 

https://hssplan.hss.moph.go.th/ 

http://mdtms.hss.moph.go.th/ 

https://posthemd .hss. moph. go. th/ 

https://healthmedia.hss.moph.go.th/ 
~ 1 ' nu 61ll'lnt1'lbbU'lJbb(:,J'U https://dcd.hss.moph.go.th/ 

https://healthgate.hss.moph.go.th/ 

'j:::tJu'Vl:::bUEJ'UbbU'lJbbui;i'U b<9> https://dcdplan.hss.moph.go.th/ 

https://heddc.hss.moph.go.th/ 

https://pdpa.hss.moph.go.th/ 

bo 
https://hss. moph. go.th/ e-service/ 


